
Section 7.6 Linear Distinguishers for Sources over Arbitrary Sets

distribution over H (in particular, this implies that d divides the order of G and that
χ is balanced). When G ∼ P̃1 then H ∼ Pu, where u ∈ H is unknown, and where Pu is
the distribution over H defined by

Pu[h] =

{
1−ε
d + ε when h = u

1−ε
d otherwise,

(7.10)

where 0 < ε< 1. Letting P̃ be the distribution of G ∈ G and P the distribution of
H = χ(G), we can write the hypothesis testing problem

H0 : P̃ = P̃0 vs. H1 : P̃ = P̃1

as
H0 : P = P0 vs. H1 : P ∈ {Pu : u ∈ H}.

Lemma 7.5 Let P0 be the uniform distribution on a finite subgroup H of C× of order d.
Let D = {Pu : u ∈ H} be a set of d distributions on H defined by (7.10). The q-limited
distinguisher between the null hypothesis H0 : P = P0 and the alternate hypothesis
H1 : P ∈ D defined by the distribution acceptance region Π"

q = Π" ∩ Pq, where

Π" =
{

P ∈ P : ‖P‖∞ ≥ log(1− ε)
log(1− ε)− log(1 + (d− 1)ε)

}
, (7.11)

is asymptotically optimal and its advantage BestAdvq is such that

1− BestAdvq(H0, H1)
.= 2q inf0<λ<1 log 1

d((1+(d−1)ε)λ+(d−1)(1−ε)λ).

Proof. According to Theorem 6.4, the best distinguisher is defined by the acceptance
region

Π" = {P ∈ P : min
u∈H

Lu(P) ≤ 0} with Lu(P) =
∑

h∈H

P[h] log
P0[h]
Pu[h]

.

Since
Lu(P) = P[u] log

1− ε

1 + (d− 1)ε
− log(1− ε),

the minimum is obtained for the u ∈ H which maximizes P (recall that ε > 0). From
this we easily deduce (7.11). In that case, Theorem 6.4 also states that

1− BestAdvq(H0, H1)
.= max

u∈H
2−qC(P0,Pu).

It is easy to see that C(P0, Pu) = C(P0, Pu′) for u (= u′, so that

1− BestAdvq(H0,H1)
.= 2−qC(P0,Pu)
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