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Intro duction

1 First glance at linear cryptanalysis

Cryptanalysis is the study of mathematical techniquesfor attempting to
defeat cryptographic techniques, and, more generally, information secu-
rity servicest

This diploma work will considera speci ¢ type of cryptanalysis, called linear crypt-
analysis Nowadays, the techniquesprovided by this theory are systematically taken
into consideration when designingspeci ¢ typesof ciphers, called block cipher.

A block cipher is an encryption scheme which breaks up the plaintext
messagedo be transmitted into strings (called blocks) of a xed length
t over an alphabet A, and encrypts one block at a time.?

Block ciphersare part of a bigger family of encryption scheme,known assymmetric-
key encryption schemes,which usethe exact samekey to encrypt and to decrypt
blocks of text input. The most important block cipher of the last certury is with no
doubt the Data Encryption Standard (DES), which was de ned in the mid 1970s,
with the scope to becomethe US standard. After the National Security Agency
(NSA) con rmed its ability to protect non-classi edinformation, DES waspublished
asa Federal Standard by the National Institute of Standardsand Tednology (NIST)

[Nat77]. Since then, this cipher has been a base for the study of block ciphers
security.

1.1 The basic attac k

Linear cryptanalysis and Di®erertial cryptanalysis are known to be the two major
attacks against block ciphers. Every single modern block cipher design takes the
results of these two theories into accourt. Linear cryptanalysis is an original idea
proposedby Mitsuru Matsui, basedon previous work [TCG91, GC90, MY92] made
against another block cipher called FEAL [SM87, Miy89, Miy90]. It was rst pre-
sented in 1993at Eurocrypt. Its paper, called Linear cryptanalysis methad for DES
Cipher ([Mat93]) proposesa newtype of statistical attack. One of the main progress

!As de'ned in the Handbook of Applied Cryptography [MVV97 ]
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comparedto the di®ererial cryptanalysis of Biham and Shamir ([BS9Q)) is to be a
known-plaintext attack®, whether di®erertial cryptanalysis is a chosen-plairtext at-
tack?. In its paper, Matsui carriesout a rst attack against DES, which we describe
brie®y here, using notations of Figure 1.

2 Considering a n rounds DES, the ideais to nd a linear expressionapproxi-
mating the behavior of nj 1 rounds, depending on plaintext, ciphertext and
key bits. Using Matsui's cornvertion, we considerthat A[i] represens the i-th

phertext bits and key bits respectively. In the best case(from the point of
view of the cryptanalysis), this equation will hold (or at the cortrary will be

false) with a probability p far from % One can measttrethe e®ectivenessof

such an approximation using the magnitude of pj % . In order to obtain
such an expressionon nj 1 rounds, the cryptanalyst rst searhesfor a linear
approximation of substitution boxes,the only non-linear componerts of DES,
and then computesan approximation of oneround of the cipher. Next, while
using the piling-up lemma, it is possibleto build an expressionapproximating
n i 1 rounds of a cipher given the approximations of every single round.

Lemma 1. Piling-up lemma?3 Let X; (1 - i - n) be independent random
variables whosevalues are 0 with prokability p; or 1 with prokability 1| p;.
Then the prokability that X © X,©:::© X, =0is

M |l
1 nj 1w . 1— .
5 + 2 _ Pii 5

2 Once sudc an expressionis computed, the missing round is addedin order to
obtain an expressionlike the following one:

In this case,Matsui proceedsto an attack on a 8 rounds DES. He thus nds
an approximation on the rst 7 rounds and nally adds the last one. It is
clear that the approximation will involve only a limited number of bits of the
last round key K® . These bits (plus the parity bit) are those that linear
cryptanalysis will try to recover.

YIn a known-plaintext attack, the cryptanalyst has accessto the ciphertext of several messages,
and to the plaintext of those messages.

2|n a chosen-plaintext attack, the cryptanalyst not only has accessto the ciphertext and assai-
ated plaintext for seweral messagesput he also choosesthe plaintext that gets encrypted

3As in [Mat93]
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2 In order to carry out the attack, the cryptanalyst guesseshe value of the
bits of K® involved in the approximation, denoted k®, and use this value
to ched if the linear approximation holds or not. For every possiblek®, a
courter evaluatesthe number of times the expressionholds, using every plain-
text/ciphertext pairs at disposal. To conclude the attack, the cryptanalyst
supposesthat the courter that displays the largest (or the smallest) value
corresponds to the right round key bits. This supposition, called Wrong-key
randomization hypothesis says that when the guessedvalue k® is wrong, the
linear expressionhas no more particular reasonto hold with a probability
pé 3.

Assumption 1. Wr ong-key randomization hypothesis 4 For any linear
expressionL operating on n rounds for which

— h i 1—

of the last round key,

Pril=0j K=k
PrL=0j K=K j

i

A1 8kek
2

whetre k; is the right key.

1.2 Impro vements

In a secondpaper [Mat94a] published at Crypto '94, Matsui proposessomeimprove-
ments to linear cryptanalysis. He introducesa new linear expressionon the certral
n i 2 rounds of DES and proposesa way to classify round keys candidates during
the attack. He managesto recover 26 round key bits, using 243 plaintext/ciphertext
couples,with a probability of successof 85%. The remaining 30 bits are recovered
with an exhaustive seard. The attack improvemert is due to the nal ranking of
the round key candidates. However, Matsui proposesno proof on the optimality
of its method. In a paper [JV03] published at FSE '03, Pascal Junod and Serge
Vaudeng proposean optimal way to classify the round key candidates. The use
of Hypothesistests and of the Neyman-Pearsonlemma allow them to build an op-
timal distinguisher, which is a solution to the problem of candidates classi cation.
They manageto achieve a rate of succesof 85% when approximativ ely 2425 plain-
text/ciphertext couplesare at disposal.

“As it appearsin [Jun01], rst appearedin [HKM95]
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Figure 1: Notations on a n rounds Feistel scheme

2 Generalizing linear cryptanalysis

2.1 Previous work

Sincethe introduction of linear cryptanalysis by Matsui, somegeneralizationshave
been proposed. Carlos Harpes, Gerhard G. Kramer and JamesL. Massey in a pa-
per [HKM95] published at Eurocrypt '95, proposefor exampleto generalizeMatsui's
linear expressionwith threefold sums. A threefold sum on oneround of a cipher is
the sum of three terms: a binary function of the round input, a binary function of
the round output and a binary function of the round key. These functions are not
necessarilysimple bits xor anymore. One of the main problems solved in this paper
concernthe generalization of the piling-up lemmato their theory. Despite the fact
that binary function allow more cortrol over the computation of the correlation of
plaintext bits, ciphertext bits and key bits, threefold sumsstill compare one bit of
text to one bit of key.

Another work by Matthew G. Parker [Par03] considerslinear approximations over
spacesof dimension four instead of two. Although no method to obtain linear
approximations on se\eral rounds of the cipher given linear expressionson the in-
dividual rounds is given (which would be a generalization of the piling-up lemma),



signi cantly higher biaseson seweral S-boxes are found.

Carlo Harpes also proposed some signi cant modi cations on linear cryptanalysis
[HM97]. The basicidea is to use partition-p air, i.e. a partition of the set of inputs
of the rst round of the cipher (the input partition), and a partition the set of
inputs of the last round of the cipher (the output partition). More precisely Harpes
de nes a partition A of a input (or output) set X to be a set of non-empty blocks

property that, taking plaintexts in a xed block of the input partition, the random
variable represerning the input of the last round is not uniformly distributed over
all possibleoutput blocks and this, for almost all keys.

2.2  Our prop osition

We will thustry to generalizelinear cryptanalysis by generalizinglinear expression
usedto approximate somerounds of the cipher during the attack. Linear expressions
will bereplacedby transition matrices®. We describe herethe content of eac chapter
of this work:

2 In chapter | we realize a study on distinguishers, useful for the nal classi ca-
tion of round key candidates. We study two typesof distinguishers. The rst
should be able to make the distinction betweentwo probability distributions of
a single random variable. The secondone makesthe distinction betweentwo
distributions of a couple of random variables, de ned by a transition matrix.
In both caseswe will recall some previous results (description of the distin-
guisher, Neyman-Pearsonlemma, computation of the best advantage) before
we intro duce some new results (given a certain error probability, we provide
an estimate of the necessarynumber of questionsof the distinguisher to a gen-
erator implementing one of the two distributions beforeit cantake a decision).
n the-secondcase,the obtained results will allow usto generalizethe measure

pi % of a linear expressionexpressionezciency, in order to compute the
e®ectivenessof a transition matrix.

2 In chapter |1, we provide atoolbox gathering all necessarytools for generalized
linear cryptanalysis. We introduce a linear function on nite "elds, called the
trace, which will allow us to de ne a certain type of transition matrices (and
of bias matrices). Some properties of these matrices are introduced. This
chapter also intro ducesa generalization of the piling-up lemma which should
be applicable to our theory. It will allow to nd a good approximation (i.e. a
good transition matrix) on seeral rounds of a cipher, giventhe approximations
of eat singleround (i.e. the transition matrices of ead single round).

2 |n chapter |11, we apply the theory to a simple cipher. Two casesare consid-
ered, whether to transition matrices usedare 2 £ 2 (we will seethat this is

5This terminology seemsto appear in [MGO0O] for the Tst time in the world of cryptography.



equivalert to linear cryptanalysis) or 4£ 4.

2 |n the last chapter, we summarize some of the main results obtained during
this work, give starting points for further researtiesand conclude.

Xi



Chapter |

A study on distinguishers

1 Notation and convention

Random variables X;Y;::: are denoted by capital letters, while realizations x 2
X;y 2 Y;::. of random variables are denoted by small letters. The fact for a ran-
dom variable X to follow a distribution D is denoted X A D, whilst its probability
function is denoted by Prx s p [X = X] or Prp[X]. The fact that a sequenceof iid

We call support of a distribution D the set Supp, of all x 2 X s.t. Prp[x] 6 O.

2 Distinguishabilit y of two distributions of probabilities

2.1 The Problem

bution D, taking valuesin a set Z. We wonder whether & = Dy or & = D; (where
D1 is referred to an "ideal distribution™).

2.2 Recall on distinguishers

A distinguisher is an algorithm which gets a realization of the sequencefrom a
Sourceand which ultimately outputs 0 or 1. In our case,we can query the Source
and receiwe a realization of the random variable X in return. This variable follows
either the distribution Dg or D1 (seeFigure I.1).

A distinguisher is usually limited to n queriesto the Oracle. Its capacity to dis-
tinguish a distribution from another is given by its Advantage which is a distance
betweenthe probabilities that the distinguisher outputs 0 given B = Dg or & = D;.



Parameters: a complexity n, an acceptanceregion A
Input: arandom SourceS which generatesrealizations of a random variable X following a
distribution B
1: for i=1;:::;n do
Receivwe x; 2 Z from the Source
: end for

: else
Output 1

2

3

4:

5. Output O
6

7

8: end if

Algorithm  1: Modeling of a distinguisher limited to n questions

We consider the distinguisher described by Algorithm 1. We seethat this distin-
guisher dependson a certain setA 2 Z".
By choosing this set judiciously, we can maximize the advantage de ned by

Adv} = Prpg [A]i Prpg[A] : (1.1)
Sud a distinguisher can make two di®erert typesof mistakes. It can either output
1 when D = Dg or output 0 when D = D;. We denote the probability of these two
everts by

£ ©
®= Prpg A (1.2)
and
= Prpy [A] : (1.3)

With thesenotations, the advantage is such that:

Advi = jli 2P ; (1.4)

where P = %(®+ 7)) is overall probability of error. This can be seenas Bayesian
approad, where one assignsprior probabilities to two hypothesis(see[Jun034). As

distribution Dg or D1
X1iiit Xn 2 Z

Oor1

Figure 1.1: A distinguisher betweentwo distributions




for now we can considerthat Pe - %[ otherwise we would turn A in A to get an
overall probability of error lessthan 5. Thus

Advi = 1§ 2Pg: (1.5)

Thus maximizing Adv} is equivalent to minimizing the overall probability of error
Pe.

2.3 Maximizing the advantage of the distinguisher

We are going to derive the set A that minimizes the overall probability of error (i.e.
maximize the advantage of the distinguisher). The construction we make can also

be consideredlike a proof of the Neyman-Pearsonlemma (see [Jun03a] for more
details). We have:

0 1
X X
Pe = 5@  Prpy[x"]+ Prpg [x"]A

NI =

AanK XN 2A |
X X
1j Pron [x"] + Pron [x"]

XN 2A xN2A

NI NIl

i ¢
Prop [x"]i Prpg [x"]
XN 2A

+
NI =

Thus minimizing Pe is equivalernt to minimizing the sum of the last equation. It
is minimal when A consistsof all x" suc that the di®erencein the parerthesis is
negative (see[Vau03]). The set that minimizes the overall probability of error is
thus:

1 3,
A:/anzzn-PrDB[Xn] 1/4- (1.6)
- Prpg [x"] ’ '

with the convertion that g = +1 for p> 0. Note that this setis well de ned, as
the 8 casecan be ignored.

This set de nes a so called decision function £:Z" ! f0;1g suc that
8x"2z" Hx")=0, x"2A:

The set A is called the region of acceptane of +.

We summarizetheseresults in the following de nition.

De nition 1. (Optimal Binary Hypothesis Test). The optimal decision rule
to test O = Dy against D = Dy that minimizes the overall prokability of error (i.e.
maximizesthe advantageof the distinguisher of Algorithm 1) is the following:

3



0 (i.e. acceptD = Dg) if LR(x") , 1

topt = 1.7
ot 1 (i.e. acceptD = D) if LR(x") < 1 (7
wherre LR is the likelihood ratio,
Prpn [X"]
ny — 0 .
LR(x") = 7Png Tk (1.8)

with the convention that g = +1 for p> 0O (the g casecan be ignored).

Intuitiv ely, if we supposethat for somequery we receive a value x that could not
be generatedby distribution Dg (i.e. Prp,[X] = 0) our distinguisher should choose
at the end b = Di1. We seethat in suc a situation, LR(x") = 0 and thus our
distinguisher will make the right choice. Note that this result corresponds to the
Neyman-Pearsonlemma (see[JV03]).

2.4 On the optimalit y of the distinguisher

The best advantage of the distinguisher described in Algorithm 1 is reached when
A is de ned by equation (1.6). Unfortunately sud a distinguisher can hardly be
implemented asn grows. In order to take a decisionit must keepin memory all the
results of the n queries. We are going to optimize (in the senseof decreasingthe
neededmemory, while keepingthe sameadvantage) the distinguisher by using the

the number of occurrencesof a certain symbol of Z in the sequencex". Moreover,
we will shaw that the best advantage of such a distinguisher is the sameasthe one
described in Algorithm 1.

If we go badk the de nition of the likelihood ratio, we have:

PI’DB [Xn]
PI’DE [x"]
A Prp, [Xi]
, Pro, [xi]
Yo B[ M
Prp, [a]

LR(x")

s.t. N(ajx")>0

where N (ajx") is the number of times the symbol a 2 Z occurs in the sequence
x"22z",

We thus seethat the optimal decisionrule is perfectly de ned by jZ j courters, eah
onecounting the number of occurrencesof a particular symbol of Z in the sequence

decisionrule € (i.e. a new region of acceptance®) basedon these cournters:

4



Parameters: a complexity n, an acceptanceregion &
Input: arandom SourceS which generatesrealizations of a random variable X following a
distribution D

1. Initialize jZj counters ug;Uz;:::; Ujz;
2: for i=1;:::;ndo

3:  Receiwe x 2 Z from the Source

4: Incremert uy

5: end for

6: if (up;ug;:iiiiuz)) 2 &

7:  Output O

8: else

9: Output 1

10: end if

Algorithm  2: Modeling of a distinguisher limited to n questions, using counters

De nition 2. (Optimal Binary Hypothesis Test Revisite d). The optimal
decision rule to test b = Dg against D = D; that minimizes the overall prokability
of error is the following:

£

Topt = (1.9)
where N (a;jx") is the numker of times the symtol a; occurs in the sequene x" 2 Z"
and where LLR is the logarithmic likelihood ratio,

PrDo [a] .

X
RO 1 R iy YY) = iy N
LLR(N (azjx ),...,N(aJZJJx ) . N (ajx") log Pro, [a] ’
s.t. N(ajx")>0

(1.10)

with the convention that IogB =il andlogg=+1 for p> O (Note that the Iogg
casecan be ignored).

From this consideration, it is now possibleto derive the best distinguisher of two
distributions (seeAlgorithm 2).
As the decisionrule usedin the new distinguisher is equivalent to the one usedin
the previous distinguisher, both o®erthe sameadvantage. In the next paragraph
we will compute its exact value.

2.5 Computation of the Adv antage of the Best Distinguisher
Let M , and M | be the vectorsde ned by

M n](xl;xz """ Xn) — Png [X1;X2;::0xp]  and  [M :](xl;xz """ Xn) — PrDrl‘ [X1; X250 Xn] -

..........

5



This corresponds to n-wise distribution matrices in the decorrelation theory (see
[Vau03])in a simpli ed caseaswe have no input here, only outputs Xx;.

The probabili|5y that the distinguislger outputs 0 when X follows distribution Dg
(resp. D1) is 4noa [M nlxn (resp.  ,noa [M plxn). The advantage is thus

X
(IM nlxn i [M Rlxn) :
XN 2A

We know that the set A maximizesthis sum (asit minimizes its opposite), moreover
this sum s null if it is taken over all possiblevaluesof x". Thus the advantage is
1 X ay
> JMnlxn i M plin
xn2zn
which can be written down as

[EEN

AdVE, = SkMni Mpkil;

_ P
where the norm k ¢k; of a vector A is de ned by kA k1= JAjj.

2.6 Necessary number of queries for close distributions

In this sectionwe try to anticipate the number of queriesthat the algorithm we have
preseried needsin order to distinguish Dg from D1, given a certain error probability
Pe.

In the rst part we will seehow the LLR can be approximated by a normal law when
Supp,, = Supp,. In the secondwe compute the approximate number of queries
consideringthat D; is the uniform distribution and that both distributions are close
to ead other.

Appro ximation of the LLR by a normal law

We start by introducing a de nition which will allow to simplify someof the results
we are going to obtain.

Denition 3. The relative entropy or Kullback Leibler distancel between two dis-
tributions Dg and Dy is de ned as

X Prp, [X]
D(Do kDy) = Prp, [x]log Pro, [X] :

xX2Z

with the convention that OIogg = 0 and plogg =+1 forp>0.

1See[CT91] for more details



The following Theorem provides an important property of the Kullback Leibler
distance (see[CT91] for a proof).

Theorem 1. Considering the two distributions Dy and D1 we have
D(DokDi), O
with equality if and only if Dg = Djy.

Still usingthe conventions proposedin Section1 and in De nition 3, and considering
that Ologp = O for p, O, we canwrite the LLR as:

- : X . Prp, [&
LLR(N (a0jx™); 115N (azix")) - = N (ajx") log 5 >° {a}
a2z D1
_ Prp, [a]
a2z i=1 7= Prp, [
_ X X 1 Iog F’I’D0 [a] .
- Xji=a .
i=1 a2z PrDl [a]

As the n queriesare independert, we can considerthe n random variables

X PrDO [a] . 1 .

1,-alo :
a2z e gPrDl [@]

to be independent. The Central Limit Theorem then statesthat the LLR converges
towards a normal distribution of mean E[LLR]; and of variance Var [LLR];, where

j is equalto O (resp. 1) when D = Dg (resp. D = D).

The mean (depending on the distribution) is

XX Prp, [a
E[LLR], = Eq __[log] PrDi(){a}
i=1 a2z D1
X Prp, [a
= n Prp, [a] IOgPrDo{a} :
a2z D1
Using the relative entropy we obtain
E[LLR], = nD (Do k Dy) (1.11)
and
E[LLR]; = i nD(D1 k Do) : (1.12)



Before going further we should note that these results hold becausewe supposed
that Supp,, = Supp,,. Supposenow that this is not the case. Somea 2 Z sud
that Prp, [a] = 0 and Prp, [a] 6 O can occur. We then have D(D;1 k Dg) = +1 and
thus E[LLR]; = j1 . In the samesituation, the value of E[LLR], is nite. It is
obvious that in such a situation the Central Limit Theorem cannot be usedand this
is why we have to supposethat Supp,, = Supp,, -

As the n queriesare independert we also have:

mn #

X Prp, [a]

nVar 1,- . log —20 =
=299 Ta]

0 ¥ 3 1

Progla)_ Pro, [5 :
Pro, fa] "0 Pro, (@ | 0P KOV

Var [LLR],

X X
n @E4 1)(: alx: aolog

K a2z a%z " ‘HZ# |
X

= n E l=a Pro, [a] i D(Dg k D1)2

~ a2z PrDl [a] |

AX H Prp [al]ﬂ2 .

= n Pro, [a] log - O[a] i D(Dgk D1)?

a2z D1
A similar computation leadsto:
Var[LLR], = n Pro. [a] log 2@ " 5D, kby)?
1 D1 95, @ | (D1 k Do)
a2z D1

We summarizetheseresults in the following proposition.

the samesupport, the Central Limit Theorem statesthat the LLR convemestowards
a normal distribution of mean

E[LLR]y= nD(DokD1), O (1.13)
or
E[LLR]; = i nD(D1 kDg) - O (1.14)
and of variance
AX ! Prp, [a]ﬂ 2 2!
Var[LLR],=n Prp, [al Iogm i D(Do kD1) (1.15)
a2z D1

or



AX H Pr [a]‘IT2 |
Var[LLR], = n Prp, [a] Iogﬁ i D(D1kDg)? : (1.16)

a2z 1

whetherD = Dy or D = D;.

When we say that Dg and D1 can be distinguished, we meanthat the distinguisher
takesthe right decisionwith a small probability of error P.. Now that we have shovn
that the LLR can be approximated by a normal law, we can extend this concept.

De nition 4. We will say that the two normal distributions givenin Proposition 1
can be distinguished with a probability of error P whenthe underlying two distribu-
tions Dy and D1 can be distinguished with a prokability of error Pe.

Computation  of the number of queries

In the preceedingparagraph, we have consideredthat Supp,, = Supp,,. Now, we
also considerthat both distributions are very closeto eat other and that D1 is the
uniform distribution.

Appro ximation 1. Consideringthat Dg is closeto the uniform distribution D4, we
can write

1 1
8a2Z7Z : P = ——+2 ith i2a] ¢ —— .17
a I, [a] izt with Pale o (1.17)
We can now simplify the results obtained in Proposition 1.

Theorem 2. Under the hypothesis of Proposition 1 and of Approximation 1 we
have, at order two :

1 .. X
E[LLR], Y i E[LLR], Y4 énJZJ 23 (1.18)
a2z
and X
Var [LLR], Y2 Var [LLR], YanjZ] 23 : (1.19)
a2z

Proof. If we make useof Proposition 1 and of Approximation 1, we have:
x H 1 1

E[LLR], = =7+ % log(l+Zj2a)
a2z 121
X 1

E[LLR], = n  —=log(1+jZj?a)
a2z )]

and



AxU 1

Var[LLR], = .Zi.+ 22 (log (1 + jZj2a))?
a2z 121 A 1
x M 1 T 2
i ——+2 log(1+jzjz) A
a2z JZJ
0 A 1,1
X 1 2 X 1
Var[LLR]; = n _Z—_(Iog(1+ijza)) i ,Z—_Iog(1+ij2a) A -
a2z 12] a2z 12]

If we dewelop thesefour resultsin Taylor seriesat order 2, we obtain the announced
results. O

In the rest of this paragraph, we usethe following notation:

X

1
b= gnizi %
2 a2z
X
¥ = njzj 22
a2z

We can nally give the expected Theorem, that is the onethat givesthe number of
necessaryguestionsto distinguish Dy and D1 with a speci ¢ error probability.

Theorem 3. If we assumethat we are under the hypothesisof Proposition 1 and of
Approximation 1 and that the number of queriesn of the distinguisher is

. ‘L_ (1.20)

izj %3
a2z
for somed, then the protability of error P is
Ap a!
Pe=1i © — | (1-21)

where © is the distribution function of a standard normal distribution, i.e.

Z, 1
. 1.2
©(x) = p—=¢ 2%°dz:
(x) i 2Y4
Proof. Let d be sud that
p_
12 9 Ya:

10



Figure 1.2: The two normal distributions and the probabilities of error

We have

pP-
1=_d3/4, 12—de/42
2 ~
Ax 2 X
1., .
, ZHZJZJZ 22 :%HJZJ 22
a2z a2z
R
jizj %4
a2z

O
We now compute the probability of error. The two normal distributions N (%; 3)

and N (j %; %3 can be distinguished with a probability of error (seeFigure 1.2)

11



Pe = é(®+ )
1H%o0 ;a2 1 gy
- = @ 292 dx + —e' 22 dx
ZA 1 Ya 2Y o % 2%
1l 1o e
= = p—e zdz+ —— e 2dz
2~ i1 2Y4 1=3, 2Y4s
A" !
1 1 = 2y
= = p—=¢' 2dz
2A ' |
. Z o )
= = 1i 2 p—=¢' 2dz
2 ' ) O
lA Ziy | !
= = 12 p—¢ zdzj =
A7 2
1
= 1; —
i 5%
pa'
= 1i © —
: 2

. , e 1 .
For instance, with d = 1, a distinguisher that asksjz—jPi22 gueries makes an
a2z a
error with a probability Pe = 1§ ©(3) ¥a0:3085.

Exp erimen tal results

We provide here someexperimental results. The program we useto test the accu-
racy of Theorem 3 works in the following way: it choosesat random a distribution

of probability Dg. Then, for ead allowed number of questionsn, it computesd and
the resulting theoretical probability of error Pe, using equations (1.20) and (1.21).
Then it computesthe experimental probability of Peexp by querying a Sourceim-
plemerting Dy and a Source implementing D; (so that it can compute ® and
experimentally). The results of these experiments are shovn on Figure 1.3 and 1.4,
depending on the cardinality of Z.

12
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Figure 1.3: Accuracy of Theorem3whenjZj= 2
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Figure 1.4: Accuracy of Theorem3whenjZj= 4

The program we used was written in C, the random generator we used was the
standard C generator. For ead graph, the experimental curve was computed on the
base of 200 iterations, ead one simulating the distinguisher allowed to n queries,
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2.7 Necessary number of queries for distant distributions

We have seenthat it is possibleto compute an approximation of the number of
gueriesthe distinguisher needsin the casewhere Dy is closeto D;. We now consider
that the two distributions are distant.

De nition 5. We consider that Do and D; are distant when Supg,, 6 Supp,, and
when one of the two the following equations are veri ed:

8a2 Supp, : Prp,[a], Prp,[a]
8a2 Supp, : Prp,[a], Prp,[a]

We now considerthat Supg,, & Supp,, = Z. To simplify the study we also consider
that D; is the uniform distribution, sothat the fact that thesetwo distributions are
distant implies that

8a 2 Supp,, : Prpy[al, Prp,[a] = é:

In such a situation, supposingthat the generatorimplements D1, it is possiblethat
the distinguisher receivesa samplea 2 Z sud that Prp,[a] = 0. Regardlesswhat
it received before, it can then chooseD = D; with no doubt. In other terms, if the
distinguisher receivesa value a in the symmetric di®erence

(Supy, [ Supp,) i (Supp, \ Supm,)
(Suppy, [ Z2) i (Supp,\ Z)

Zj Supp,

Suppy,

Sup|qj0 4 Sup|:b1

it can take its decision. Thus the number of queriesit needscan be consideredto
approximativ ely equalto the expected number of questionsbeforereceiving a value
of the symmetric di®erence,when the distinguisher implements D;. One can see
that oncesudc a value is received, the error probability Pe is 0.

Theorem 4. If we assumethat Dy is distant from the uniform distribution D, and
that the distinguisher asksn questions,then the probability of error is suchthat
AZ 0,
Supp,,
iZ]

Pe - (1.22)

Proof. We have de ned the probability of error to be

1 —
Pe= -(®+ ):
e= 5(@®+7)

14



We have:

'— . . Prpg [xi] ’ . Prp, [Xi] :
®=Prp, A j8 ——— 1 Pr 8i—2 " -
Do J Prp, [xi] > = Po ' Prp, [xi] ° _
— . . Prp,[Xi] :  Prpg [Xi] :
+Prp, A j9i o201 <1 Prp, 9ic 0 l<
Do e Prp, [Xi] Do~ Prp, [Xi]

The de nition of A for the best distinguisher implies that

P Il L
Prp, A j8 ——— 1 =0:
Do J PrDl [Xi] ’

As the two distributions are distant, we also have

PI‘D0 9i

B

PrDO [Xi] < - 0

1
Prp, [xi]

sothat ®= 0. On the other hand, we have

- £ . o £ o
= Prp, A ] 8i X2 Supp, PrE1 8 Xj 2 Supp,, o

+ Prp; A j 9i Xj 2Supp,, Prp, 9i Xj 2 Supp,,

As the distinguisher makesno mistake when it receivesa value in Supp,,, we know
that £ a
Prp, A 9i xj 2Supp, = 0:
We thus have

£ o

Erfl 8i x-iZnSuppJ0
Suppy,

iZ]

which concludesthe proof. O

To complete this section, we can note that if

%

) ) ZAY 22 (" n4 ;
I1Z] a
a2 Suppp,\ Suppp,

the e®ectof the fact that Supp,,\ Supp,, 6 ; canbe neglected. Although this may
happen only when Z is large enough, we can sum on Supp,,\ Supp,, instead of Z,
sothat Theorem 3 is still valid.

15



3 Best distinguisher of a Couple of Random Variables

3.1 The problem

We considera sequenceof n iid pairs of random variables (X;;Y;) 1- i - n, eath
pair taking valuesin the set Z £ Z (note that X; and Y, are dependert). We
will concerrate on known plaintext attacks for which Xq;:::; X, arei.i.d. and

uniformly distributed. When the distribution of the random variable X is uniform,
the distribution of the random variable Y is de ned by a socalled Matrix of transition
T sudh that

Txy = Prly = yjX =x]:

A random Generator implemerts a matrix of transition T which is either T or
T" (the ideal transition matrix). By querying it, we want to discover which one it
implemerts. Like for the previous section,we will haveto nd the bestdistinguisher
for this task (seeFigure 1.5).

Transition matrix T or T®

Oor 1l

Figure I.5: A non-adaptative distinguisher betweentwo transition matrices

3.2 Notation and convention

In this section we will focus on the distribution of couples(X;Y) taking valuesin
Z2. We will considersud a couple like a random variable Z = (X:;Y). Therefore,
n realizations will be denotedz; = (x;;y;) for 1- i - n.
We call support of a transition matrix T the subsetSupp; of Z £ Z sud that for
all (x;y):

(x;y) 2 Suppr , Txy 6 0:

3.3 The Best Decision Rule

In the previous section, we managedto nd a distinguisher whoseset of acceptance
was dependert only on counters. In this section we are going to follow the same
approadh. In a rst phase,we will maximize the advantage of our distinguisher in
order to derive a set of acceptanceA basedon the n realizations of the random
variable (X;Y), where X is uniformly distributed. In a secondphase,we will use
this setto nd a new set of acceptanceX basedon ij2 courters.

16



Finding a set of acceptance based on realizations
We considerthe distinguisher described by Algorithm 3. We want to maximize its
advantage given by

Advy = jPrr[Ali Pre=[A]j : (1.23)

This distinguisher can make two types of mistake. It can either output 1 when
T = T or output 0 when T = T®. We denote the probability of thesetwo everts by

£ o
®= Pry A (1.24)
and
= Pre=[A] : (1.25)

As in the previous section, we can write the advantage using these notation in the
following way:

Advh = 1 2P, (1.26)

where Pe is the overall probability of error, consideredto be lessthan % and such
that Pe = 1(®+ 7).

Still following the methodology usedin the previous section, we can derive the set
A Y% (Z £ Z)" maximizing the advantage. We nd
Y Ya
Prr [2"]
A= Z2"2@2ZE£2Z2) : —————= ;
( ) Prrs [Zn] :

with the corvertion that § = +1 for p> 0. Note that the 8 can be ignored.

(1.27)

We can expressthis result in function of the transition matrix T and T”. Considering
that the Xi's are uniformly distributed, we have:

Prrz"] _  Prel(XisY) = (xisyi)1- i- n]
Prre [z"] Pro=[(XiYi) = (xi;yi) 1+ i+ n]
YU Pro [(Xi; Vi) = (xi3yi)]
iy Pro=[(XiiYi) = (xi;yi)]

We summarizetheseresults in the following de nition.

De nition 6. (Optimal Binary Hyp othesis Test using Transition Matrix).
The optimal decision rule to test T = T against T = T that minimizes the overall

17



Parameters: a complexity n, an acceptanceregion A
Input: an random Generator G which generatesa realization of a random variable Y
accordingto a realization of X at its input and to a transition matrix T.
1: for i=1;:::;n do
2 Pick x; uniformly at random and sendit to the Generator G
3: Receiwey; 2Z
4: end for
5:if ((X13y1): (X2:Y2)5:00 (XniYn)) 2 A
6: Output O
7: else
8 Output 1
9: end if

Algorithm  3: Known plaintext attack basedon a set of realizations

probability of error (i.e. maximizesthe advantageof the distinguisher of Algorithm
3) is the following:

0 (i.e. acceptT = T) if LR(z") , 1

+or = 1.28
P71 (e, acceptT = T?) if LR(z") < 1 (1-28)
where LR is the likelihood ratio,
LR(z") = Tf; Y (1.29)
i=1 TXi i

with the convention that g =+1 for p> O (the 8 case can be ignored).

Finding a set of acceptance based on counters

Like in the previous section, the distinguisher we just computed can not be imple-
mented as it usesa huge amount of memory. We will seethat only courters are
necessaryin order to derive a distinguisher with the sameadvantage.

If we reconsiderthe de nition of the LR, we have:

YU Prr [(Xi5 V) = (xis i)l
o Prre[(Xi; i) = (xi;vi)]

v oo (6 Y) = (achy] TN @DIxyDon )
Prr= [(X:Y) = (a;b)] |

LR(z")

a;b2Z
s.t. N((ab)jz")>0

18




Parameters: a complexity n, an acceptanceregion &
Input: arandom Generator G which generatesa realization of a random variable Y accord-
ing to a realization of X at its input and to a transition matrix T.
1: Initialize a matrix U of jZj £ jZj courters
2: for i=1;:::;ndo
Pick a2 Z uniformly at random and sendit to the Generator G
Receive b2 Z and incremert [U]gp
end for
if U2 &
Output 0
else
Output 1
10: end if

© 0N o TR ®

Algorithm 4. Known plaintext attack basedon a set of courters

where N ((a;b)j(X1; Y1) ::: (Xn;Yn)) is the number of times the couple (a;b) 2 Z?
occurs in the sequence(X1;Vy1):::(Xn;Yn). The likelihood ratio is thus uniquely
de ned by ij2 counters. Let U bethe jZ ] £ jZ] matrix such that

Like in the previous section, we can take the logarithm of the likelihood ratio and
considerit as a function of the counters. We denoteit LLR, sud that

Prr [(X;Y) = (a;b)]
Prr=[(X;Y) = (a;b)]

LLR (U) N ((a; b)jz") log

a;b2z
s.t. N((a;b)jz")>0
. Ta:
= N ((a;b)jz") log = ;
a;b2z a;
s.t. N((a;b)jz")>0

with the corvention that log b= il and Iog% = +1 for p> 0. We note that the
Iog% casestill never occurs here as the sum is taken over (a;b) couplessud that

N ((a;b)jz") > 0. Wecande ne anewdecisionrule & (i.e. anewsetof acceptance®)
basedon the counters. The distinguisher assaiated with this new set & is described
by Algorithm 4. We summarizetheseresults in the following de nition.

De nition 7. (Optimal Binary Hypothesis Test using Transition Matrix
Revisite d). The optimal decision rule to test T = T againstT = T® that minimizes
the ovenrall prokability of error is the following:

0 (i.e. acceptT = T) if LLR(U), O

1 (i.e. acceptT = T9) if LLR(U) < O (1.30)

Fopt =
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where U is the jZ j £ jZ ] matrix suchthat [U]sp = N ((a;b)jz") and where LLR is the
logarithmic likelihood ratio,
X Tab
LLR(U) = N ((a;b)jz") log == ;
Ta;b

a;b2z
s.t. N((a;b)jz")>0

(1.31)

with the convention that Iog% =il and Iogg =+1 for p> 0 (the Iog% casecan
be ignored).

As in the previous case,it is clear that if the optimal distinguisher receivesa couple
(X;y) such that Ty, = O, it will evertually make the right choice (i.e. choose
T=10).

3.4 Computation of the advantage of the best distinguisher

Fhe probability that the,distinguisher outputs 0 when T =T @esp. T=7T9is
@by2a PrT (2" (resp. oo Prr=[2"]). The advantage is thus

:X _
= (Prr[2"]i Pree[2"DZ:
ZN2A
We know that this sumis maximum whenit is taken over A and that it is null when
it is taken over all possiblevalues. Thus the advantage is:

n 1 X H n n1i;
Awwzi jPre [2"]i Pre=[2"]]
ZN2(Z£Z )"

If T, isthe jZz"j £ jZ"j matrix suc that

Y
[Tnlocaieixn)yayarzym) = Txiyi s
i=1
we can write down the advantage as:
d n — 1 k . a k .
Viopt - m Tn| Tn 11 (|32)

_ P
where the k ¢k, norm of a matrix A is de ned by k A ky= 7 A .

3.5 Necessary number of queries for close distributions

Like in the previous section,we try to anticipate the number of queriesthat our dis-
tinguisher needsin order to make the distinction betweenT and T7, given a certain
error probability Pe.
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We follow an identical approach. We will approximate the LLR by a normal law in
the casewhere Suppr = Suppr=. Then we compute the number of queriessupposing
that T is closeto T".

Appro ximation of the LLR by a normal law

We slightly modify the de nition of the relative entropy sothat it 'ts to the tran-
sition matrices we are manipulating.

De nition 8. The relative entropy between two transition matrices T and T“ is
de ned as

X
a;b2z

(1.33)

with the convention that Olog b= 0 and plogg =+1 forp> 0.

Using just the sameconvertions asin the previous section, we can write the LLR
in the following way:

N ((a; B)jz") log 120

a:b2z Ta?b
X X T
ab
= Lat)=( xi:yi) 109 Te
ab2z i=1 ab

LLR (V)

X X Tab
= L(any=( x; 1) 109 Ti’ :
i=1 a;b2 a;b

As the n queriesare independert, we can considerthat the n random variables

X T
b :
Lamy=(xim) |°g-|-in N
a;b2z ab
are independert. The Central Limit Theorem then statesthat the LLR approaces
a normal distribution of meanE [LLR]j and of variance Var [LLR]j , Wherej is equal

to O (resp. 1) when T = T (resp. T = T7).

The mean (depending on the distribution) is

X X £ a Tab
E[LLR]; = E Lan=(x ) IOQ%;
i=1 a2z ab
which gives
E[LLR] = jZLjD(T KT®) (1.34)
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and

E[LLR]® = | jZLjD(T" KT) : (1.35)
As the n queriesare independert we also have:
2 3
- 4 X Ta;b5
Var[LLR] = nVar Lab=( xy) |09-|-—n
a;b2z ab
A 2 3
X X Ta T
= n E4 Laty= xy) Laot=( xy) 109 =a° log w5
T
a;b2z a%ht2z a;b aopo |
1
i —5D(TkT?)?
1Z]
0 2 A ! 23 1
X Ta'b 1 oy 2
= n@E4 Lap(xy) log—s 20 —5D(TkT)?A
a2z Ta;b ]ZJ
0 A I, 1
X Ta: 1
= " @" T logE2 i S D(TKTY)?A
1Z] a;b2z Tﬁ?b 1Z]
A similar computation leadsto:
0 A I 1
o n X o Ta'b 1 o 2
Var[LLR]°= —— @ T2, log—=2 | —=D(T°kT)?A :
: Tap JZ]

a;p2z
We summarize theseresults in the following proposition.
Prop osition 2. Considering that the n queriesto the Oracle are independent and

that T and T have the same support, the Central Limit Theorem states that the
LLR approachesa normal distribution of mean

E[LLR] = jzljD(T kT%) . 0 (1.36)
or
E[LLR] = | jZLjD(T"kT)- 0: (1.37)
and of variance
n ° X A T -b! ? 1 ’
Var [LLR] = T@ Tab Iog_l_z i J.Z—jD(T k T2)2A -

a;b2z
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or

0 A . 1
Ta’b A 1

X
Var [LLR" = _ZL_@ T2, IogT—ub i jz—jD(T“kT)zA:
a;

a;b2z

whetherT = T or T = T=.

Computation  of the number of queries

Until now, we have only consideredthat Suppr = Suppr=. Now, we also consider
that T and T” are closeto ead other and that T" is an ideal transition matrix where
all ertries are equalto ;.

Appro ximation 2. Consideringthat T is closeto T", we can write

1 1
8a;b2 7 : Tap= =— + 24 ith 25p¢ —: .38
a; ab iZ] ab WI ab & iZi (1.38)
The results of Proposition 2 can now be simpli ed.
Theorem 5. Under the hypothesis of Proposition 2 and of Approximation 2 we
have, at order two:

o, 1 X
E[LLR] ¥ E[LLR]" ¥ =n 22, (1.39)
a;b2z
and X
Var [LLR] ¥ Var [LLR]" ¥%n 22, (1.40)
a;b2z

Proof. Using the approximations we have:
n X M 1

1
= — —+ 2. + iZij2,
E[LLR] Zi,,, iz ab 10g(1+ jZj2ap)
a n X 1 .
E[LLR]® = — ——log(1+ jZj2ap)
JZJ a;b2z JZJ
and 0
x M T
n 1 . 2
Var [LLR] = — ——+ 25p (log(1+ jZj24p))
ZJ a;b2Z JZJ
0o 1,1
x M 1 T ’
i @ ——+ 2, log(1+ jZj2ap)A A
a;b2z
0 0 1,1
X X
VarlLRP = 2@ (log(1+ iZi%an)?i @ log(l+ ZZapA A :

JZJ a;b2z JZJ a;b2z
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If we develop thesefour resultsin Taylor seriesat order 2, we obtain the announced
results. O

In the rest of this paragraph we adopt the following notations:

X
1 = }n 22
2 a;b
>gl;bzz
2 2 .
¥r = n 20p "
a;b2z

We now give the expected theorem which givesthe necessarynumber of questions
to distinguish T from T° given a speci ¢ probability of error.

Theorem 6. If we assumethat we are under the hypothesisof Proposition 2 and of
Approximation 2 and that the number of queriesn of the distinguisher is

n= X——-— (1.41)
2a;b
a;p2z
for somed, then the probability of error P is
Ap !
ba
2 )

Pe=1j © (1.42)

where © is the distribution function of a standard normal distribution, i.e.
Z X
1 1.2
©(x) = p—e 27°dz:
(x) i1 2V
Proof. The proof is exactly the sameas the one of Theorem 3. The only changeis
the de nition of ! and % O

3.6 lllustration in the case of a Linear Cryptanalysis

In the caseof a standard linear cryptanalysis, the cardinal of Z is 2. The variable X
(resp. Y) isin reality the product of a mask and of an input block (resp. an output
block) of a permutation. Thus both the sum of the rows and of the columns must
be equalto 1. The shape of the transition matrix is
H l
T= p lip .
lip p
wherep = Pr[X = Y]. If T is supposedto be closeto an ideal transition matrix T?,
we obtain:
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iz 1= 2

T= o2 1242

In [Mat94a], Matsui appliesits linear cryptanalysis on 14-rounds DES. The linear
expressionholds with a probability 1=2 + 1:19¢2i 21, With our notation, it means
that 2 = 1:19¢21 21, Matsui also shaws that in that case,2*? plaintexts are needed
to concludethe attack. Theorem 6 allows to compute the corresponding probability
of error in such a case. It gives:

Pe = 0:0461958570

3.7 Necessary number of queries for distant distributions

We studied the casewhereT is closeto T°. We now considerthe opposite case,that
iswhenT and T“ are distant from ead other.

De nition 9. We consider that T and T are distant when Supp; 6 Supp= and
when one of the two the following equations are veri ed:

8(X;Y) 2 Suppr © Txy . Ty

8(x;y) 2 Supps : T;;y . Txy
Theorem 7. If we assumethat T is distant from the uniform transition matrix T°
and that the distinguisher asksn questions,then the prolability of error is suchthat

U, T
jSupprj
Pe - — (1.43)
iz
Proof. The proof is identical to the one of Theorem 4. O
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Chapter ||

The tools of Generalized Linear
Cryptanalysis

1 Intro duction and notation

In section2 we are going to intro duce a fundamental mapping from a a nite exten-
sionFgnm of a nite eld Fy. Someof its fundamertal properties are alsointroduced.
In section 3 we will useit in order to de ne a transition matrix.

In what follows, Fqn is a nite extensionof a nite eld Fy. We can considerFgm as
baseof this vector space,i.e. every elemern ® of Fgn can be uniquely written

®= C1® + C® + ¢+ Cn®y with G 2F3 81- i- m:

2 Trace

De nition  10. (Trace) The trace Trg , -, (®) of an element® 2 Fqn over Fq is
de ned by L
TrEm=F, (®) = ®+ @ + ¢o¢+ &' (11.1)

If Fq is the prime sub eld of F¢qn (i.e. qis prime), the trace is called absolutetrace
and simply denoted Trg , (®).

We give here some useful properties of the trace function, proofs can be found in
[LN83].

Theorem 8. The trace function satis es the following properties:
1. Trqu =Fq (®+ _) = Trqu =Fq (®) + Trqu =F4 (_) for all ® 2 qu ;
2. Trem=F, (C® = CTrg =, (®) for all c2 Fg and ® 2 Fyn;
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3. Tregm=r, is alinear transformation from Fqn onto Fy, whete both Fqn and Fyq
are viewed as vector spaces over Fg;

4. Trem=r, (&) = ma for all a2 Fg;

5. Tregm =, (&) = Trem =, (®) for all ®2 Fgn.

We give another theorem which is also taken from [LN83].

Theorem 9. (T ransitivity of trace) The trace function is transitive, i.e. :
3 .

Tregm=Fq (®) = Tren=ry TrEm=Fy (®) (1.2)
for all ®2 Fqm and for all integer n suchthat n divides m.

The following Theorem of the trace will be fundamertal during our generalization
of linear cryptanalysis. It statesthat the trace is a balanced transformation.

Theorem 10. Let X be a random variable, uniformly distributed over Fgm viewed
as a vector space over Fy. In other terms we can write

0 1
Xo

Xx=0 : K
Xmi1

where the Xi's are iid random variables uniformly distributed over Fy. Then the
random variable Tr,:qm =Fq (X)) is a uniformly distributed over Fy, i.e.

h [
1
Prx2gfem TTEgm =F, X)=c = q forall c2 Fy:

Proof. As Trg q, =r, is @ mapping from Fgqn onto Fq, there exists C 2 Fqn such that
Tregm=r, (C) = c:
Thus we have:
h i h [
Prxogrem TrEgm=F, (X) = C Pry2,Fgm hTqum =Fy (X) = Trem =, (C)
[

= Prxoyrgm Trem=r, (Xi C)=0 ;

using the trace linearity. The trace of an elemer is equalto 0 when this element is
aroot of (11.1). As this polynomial is of degreeq™i 1, there are at most g™i * roots
among the g™ elemerts of Fgn. So
h i qmi 1
Prxayrgm Tregm=r (X)=C - R

1.
3
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As X h [
Prxzupqm Tr,:qm =Fq (X) =c =1
C2Fyq
we can concludethat
h i 1
Prxayrgm TrEgm=r, (X) = C = q :

3 A transition matrix using the trace

3.1 De nition

In this section we are going to de ne a speci ¢ transition matrix LTfqu = (a;b)
where a; b are elemers of the eld Fgn and f is a function over Fqn. This matrix
will be usedto study the non-linearity of the function f. We will then seehow this
concept generalizesthe linear characteristic LP de ned in the context of a linear
cryptanalysis.

Then we will usethe study made in the rst part of this work, together with the
notion of trace, to study the non linearity of the S-Bax of AES.

De nition  11. (Line ar Transition Matrix) Letf be a function over Fgm. The
linear transition matrix LTfqu -Fq (a;b) of f from Fgn over Fq and for a;b2 Fgn is
a q£ q matrix suchthat

h . [ h N _i

LT e m=r, (@D . Prxargm Tregm=r, (Df(X)) = jiTrem=r, (@X) =1  (11.3)
where the probability holds over the uniform distribution of the random variable X .
If Fyis the prime "eld of Fqn (i.e. qis prime), the Linear Characteristic Matrix is
simply denoted LTfqu (a;b).

Example. We considerthe casewheref is C”, the random permutation uniformly
distributed over Fqm . We have:

h i h h ii
Ece [LTE .-, (@Dlij = Ex PrcnhTrqu =, (BC°(X)) = jiTrem=r, (8X) = i
X I
= Pree Tregm=r, (0C°(X)) = jiTre m =r, (aX) = i
x2F
£ Pry [X = X]
= ]_:q:

In what follows we considerthat .
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If we take the speci ¢ casewheren = 1, f is a permutation C and denote by p
the value of the coexcient of the rst row, rst column of the linear characteristic
matrix, we obtain

=]
1

£ _¢ o
LTFzm (a., b) 00

Prx2fm [Trem (bC(X)) = OjTre,n (aX) = 0]
= Pryxapm [Trem (BC(X)) = Trem (aX)] 5

asF, = f0; 1g. The linear characteristic one usually de nes in the context of linear
cryptanalysis comparestwo bits, which is exactly what we do when we considerthe
casewheren = 1.

In what follows we will also needthe following de nition.

De nition  12. (Line ar Bias Matrix) Letf be a function over Fgn and
LTfqu —Fq (a;b) its transition matrix for a;b2 Fgn. The linear bias matrix

LB‘(qu -F (a;b) of f correspnding to the given linear transition matrix is de ned as
f k- 1 Tf TRy
LBenar, (B0 = LT e (@D U (11.4)
where U is a g£ g matrix suchthat all entries are equal to %

3.2 A fundamen tal prop erty on linear transition matrices

In this paragraph, we considerthe situation of Figure 11.1.

X

c®

Figure 11.1: Two rounds of a typical block cipher

Our objective is to determine the transition matrix on two rounds C® +C® given
the transition matrices of ead individual round.
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Prop erty 1. Consider the situation descrited on Figure 11.1, where C®) and C®
are two xed permutations over Fqn . Suppsethat, for everya;b;c2 Fgn, the chain
TrEgm=F, (axX)! Tregm=F, (bY) ! Tregm=F, (c2) is a Markov chain. Then:

LT (@0 = LTE ¢ (@D ELTE) ¢ (bio) (1-5)

qu
Proof. We have:

LT C (@) +c(l)

(& C)
|] I
= Pr TI"qu =Fq (CZ) = J J Trqu =Fq (aX) = j )
h i
= qPr TLqu =Fq (cz2) = j;TrFqm =Fq (ax) =i )
X i
= Pr Tregm=r, (€Z) = |1 Tregm =, (@X) = 1] Trem =, (BY) = K
k2Fq

Using the fact that Tregm =F, (aX) ! TrE m=F, (bY) ! TrEgm=F, (cz) is a Markov
chain we concludethat:

c@ +c@ . I X h - i
LTEmrF, (a0 _— Pr Tregm=r, (€Z) = ] | Trem=r, (DY) = k
1 k2Fq h i
Pr Trqu =F4 (a.X) =i J Trqu =F4 (bY) =k
X h i
= Pr Tregm=r, (€Z) = ] | Trem=r, (DY) = k
k2Fq h [
Pr TrF m=Fq (BY) = kj Trg o™ =Fq (aX) =i
_ hLTC(Z) (b; c) hLTC(l) (a; b)
- =Fq Fm =Fq (BB
k2 Fq '
which concludesthe proof. O

In what follows, we will considerthat the hypothesisof Property 1 is always veri ed.

3.3 Some useful prop erties

In this paragraph we denote by U the g£ g matrix sud that [U]IJ = 1 for all

somepermutations and their corresponding bias matrices LB and LB, suc that :

IT=U+LB and LT = U+ LB":
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[P £ LT]LJ = [LT]p(,)‘J .
Finally, M denotesany q£ q matrix.

Prop erty 2. For any transition matricesLT and LT® and any permutation matrix
P we have:

LT=PELT° , LB=PE£LB":
Proof. We have:
LT=PELT , LTijU=PELT .U
, LB=PE£ LT’j U
, LB=PE£LB":
O
Prop erty 3. For any g£ g matrix M we have:
kPE£M k3=kM £ P k3=k M k3
Proof. We have:
X X
kKPEM K= [MB;,; = [MIj =kM K5 :
isj i
O

Prop erty 4. For any transition matrix LT of some permutation, and the corre-
sponding bias matrix LB, we have:

UELT=LTEU=U and UELB=LBE£U=0:

Proof. We have:
X 1 X 1
[UELT]; = [Uly[LT]y; = q LTy = q
| |

as LT is a transition matrix. The equality holds for LT £ U becauselT is the
transition matrix of a permutation, thus the coezcients of a column also sum to
one. The other equality is a corollary of the previous one. O

Prop erty 5. Considering two transition matrice§ LT and LT" of two permutations
and their correspnding bias matricesLB and LB, we have:

LTEPELT = U+LBEPELB’
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Proof. Using property 4 we have:

LTEPELT = (U+LB)EPE (U+LB)
= UEPEU+UEPEILB’+LBEPEU+LBEPE LB’
= U+UELB’+LBEU+IBEPELB’
= U+LBEPELB’
O
Corollary 1.

KLTEPELT | Uko=kLBE P £ LB k; :

From what we have just seenwe concludethat in ordoer to evaluate the excency of a
transition matrix of the the type P, £ LT £ on £ LT, it is sutcient to compute the
euclidian norm of the matrix LB £ P, £ LB asthe previous properties show that:

KPLE (LT £ P,£ LT j U) K2
KLT £ P,£ LT j UK3
KLB £ P, £ LB K2 :

KPLELTE£P,£ LT | UKZ

In the next paragraph, we study the mean of the last expression,considering every
possiblepermutation matrix.

3.4 A rst generalization of the piling-up lemma
The generalization

The following theorem states that the value of K LB £ P £ LB’ k3 is proportional
to the product of both euclidian norm of LB and LB’ if we considerthe mean on
every possible permutation matrix P. In the next chapters we will seethat the
bias matrix corresponding to the successiorof a permutation, a key xoring and an
another permutation (typical in a block cipher) can be written

LBE£P£ LB’

whereLB and LB’ correspond to the bias matrices of two layers, separatedby a key
xoring, represerned by the permutation P. The next theorem canthus be considered
like a generalization of the classicpiling-up lemma of standard linear cryptanalysis.

Theoregn 11. Gener alized Piling-up lemma We consider two bias matricesLB
and LB corresmnding to the bias matrices of some permutations. We also consider
P, a random permutation matrix uniformly distributed. We have:

h .

|
Ep KLBEPELB'KS = q_—llkLB k3 ¢k LB K3 :
|
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Proof. We have: X
0.
L BEPE£LB]; = Ziidp(yg
|
Thus o X X
kLBE£PE£ LB k3= 2 Tp(1y; % op (1)
i 110
We can compute the expectation of the last expression:

h 0 1 X X X
Ep kLBEPELB k3

2i: Ep(1y;j 2is 0otp(19);

ql
o P ij [0
1 X X X 1X X X
= q 210y T q 251 3p(1):j 2 0%p(19)
TP | TP 0o
1610
1X X X 1X X X
"9 WoToit g 2 %0 2y tp(9;
S P T P
1610
Howewer, we also have:
A !
X ) X X 5
By = Ieg)=u (),
P XD X u
= 1P(|):uﬁ;j
X ; X
= 0 1o()=u
u )F ,
= (ql 1)' i'u;j ;
u
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and

X

ayi Trao;

P

Thus:
h 0
Ep KLBEPE LB k3

%kLB k2 ¢k LB k2 +

%kLB k3 ¢k LB k3 +

1

0
X B X
%} 1pg)=u § (1) 2P(19);
p wud P(9=u°

X Xus u®
1pay= u Huj o
P(19=u®

X 1 X X X
22 42 .

2
Zin 2o Ay

9@i 1) o u
10 1 161

1 X X
—@ 22A@ +.A
q ' il —u;j

u;j

1 X X X X
2.
CCTR A

u | |10

L
q(ai 1) g
1 X X
- @ 2A@
q@i 1) - ¢ .

u;J

kLB k2 ¢k LB K3

O

As we are going to see,this theorem o®ersonly limited accuracy We can notice
that it is very easyto obtain an upper bound onk LB £ P £ LB k3. We thus obtain
a lower bound on the number of neededqueries.
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Prop erty 6. We consider two bias matricesLB and LB’ corresnding to the bias
matrix of some permutation. We also consider P, a permutation matrix. We have:

KLBEPELB k3. kLB k3 ¢k LB K3 : (11.6)
Proof. The euclidian norm k ¢k, is a matrix norm, thus
KLBEPELB K3+ kLB K3CkP £ LB K3
Using Property 3, we concludethat

KLBEPELB k3. kLB k3 ¢k LB K3 :

Practical tests on the accuracy of the piling-up lemma

In the next chapter we will seethat the permutation matrix Py resulting from a
subkey xoring will have the following shape:

[Plij = [liek; 8ij k2 Fg;
wherel the identit y matrix and wherek is a random variable uniformly distributed
on Fyq. Suppose now that we want an approximation of the bias matrix corre-
sponding to one round with a bias matrix LB, followed by a subkey xoring which
implies a permutation matrix Py, followed by another round with a bias matrix LB,
Using Property 2 with know that the bias matrix of the whole system is simply
LB £ Py £ LB . Supposethat we want to compute the euclidian norm of this ma-
trix. As the permutation matrix is unknown, we usethe piling-up lemmain order to
approximate the neededvalue. We canthen wonder about the accuracyof the result.

In order to test the accuracy of Theorem 11, we propose some practical results,
shown on Figure 11.2. Here we represert

0-— -1
KLBEPE LB K3 | oy kLB k3K LB’ k3~
A (1.7)

1 0
51 KLB K3k LB K

errg = max @
K

in function of 2,5, the maximum value of any entry of bias matrices. Both LB and
LB’ are chosenrandomly, accordingto this speci cation. Equation (11.7) represertts
the worst case,i.e. the casewhere the theorem has the worst precision. On Figure
I1.2 we show the results of several experiments (modifying the value of 2,5) in three
di®erert caseswhether qis 2, 4 or 16.

We rst notice that the theoremis not an approximation but a perfect result in the
casewhereq= 2, i.e. we can write:

KLBE PELB K3 = kLB k3kLB'k3 8k 2 F,:
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Figure 11.2: Accuracy of the generalizedpiling-up lemmawhen qis 2, 4 or 16

We seethat the bigger the cardinal of the arrival eld of the trace, the worst pre-
cision we obtain in the worst case. We also seethat the worst caseseemssomehav
independert of 25« (the maximum value of all entries of the bias matrix).

Another interesting results are showvn on Figure 11.4 and 11.5. Considering the case
g= 4, it seemsthat the variable err'a de ned by

KLBEPE LB K3 | 2y kLB k3k LB k3~

k —
erry =
q 0
g1 KLB k3k LB K3

(11.8)

can take four di®erert typesof values. We seeon Figure 11.4 that err'a Y, 0:57, 0:41

, 0:25 or 0:16. A similar results can be obtained for g = 16, where err{; seemsto
take sixteen di®eren typesof values.

It also seemsthat that those typical valuescannot be linked to particular value of
k. For examplewhen q = 4 and k = 0, err is approximativ ely equal to 0.57 one
time over four. We cannot conclude anything though, as the bias matrix used for
the study where chosenat random, which in a real attack is not going to be the
case.

In order to complete this practical study, we compute err'a when LB and LB’ are
not computed at random but de ned by AES substitution box and using the masks
(0x08,0x55) and (0x08,0x9B) respectively. In the next section we shov how to
compute thesetwo matrices:
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i 0:062500 j 0:062500 0:187500 | 0:062500
0:062500  0:031250 | 0:062500 ; 0:03125 .

LB 0:000000  0:000000 j 0:093750 0:093750"" '
0:000000  0:031250 j 0:031250 O:OOOOOO1
i 0:062500 j 0:062500  0:062500 0:187500
LBO 0:062500 j 0:031250 0:031250 | 0:062500. |

0:000000  0:093750  0:000000 | 0:093750 " °
0:000000  0:000000  0:031250 j 0:031250

The obtained results are shavn on Figure 11.3.

k 0 1 2 3
err‘é 0.093688| 0.736686| 0.874753| 0.505917

Figure 11.3: Valuesof err('j when LB and LB’ are de ned by AES S-box

12 T T T T
worst case
best case
1+ -
0.8 -

erry 0.6 N T PN TN T VN S PSP Y 19 NPT T TR e s pote
0.4 [ Aphobar et Ml sy b My ARyl oot il

0.2 M

Figure 11.4: Mean distance betweenthe true bias and the bias approximated by the
piling-up lemma, whenq= 4
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Figure 11.5: Mean distance betweenthe true bias and the bias approximated by the
piling-up lemma, whenqg= 16

3.5 Why there is no second generalization of the piling-up lemma
(yet)

We try to provide here an angther type of genefalization. Whereas the previous
study givesan equality onEp kLB £ P £ LB’ k2 , this study tries to give a lower

boundonk LBE P £ LB’ k2, independert of P. In other words, this will corresponds
to an upper bound on the number of neededplaintext/ciphertext couplesfor gen-
eralized cryptanalysis. This researd is motivated by the fact that the preceeding
generalization accuracy seemsvery limited.
A mathematical prop erty of de nite positiv e matrices
De nition 13. Positive De nite Matrix A g£ greal matrix A is called positive
de nite if

xTAx > 0 (11.9)
for all nonzeo vectors x 2 RY, where x" denotesthe transpse.

The following theorem is proved in [Dan01]. It givesa lower bound on the trace of
the product of two positive de nite matrices.

Theorem 12. If A and B are two g£ g positive de nite matricesthen
q(Aj ¢jBj)T - tr (AMB™) (11.10)
for any positive integer m, and where j¢j denotesthe matrix determinant.

We will make use of a speci ¢ caseof the preceedingtheorem.
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Corollary 2. If A and B are two q£ q positive de nite matricesthen
tr (AB) . AjjB) ; (1.11)
where j¢j denotesthe matrix determinant.

De nition 14. Let A bea qf qreal matrix. A is said to be nonsingular i® jAj 6 0,
wher j¢j denotesthe determinant of a matrix.

One last property about positive de nite matrices will be used.
Prop erty 7. For any nonsingular matrix M, the matrix M TM is positive de nite.

Proof. For any vector x 6 0,

xXT(MTM)x = (Mx)T(Mx)
= kMxKk3
But
kMxki=0 , Mx=0
,  Ois an eigenvalue of M
, JMj=0
which is impossibleas M is nonsingular. O

Where we generalize the piling-up lemma and explain why it doesn't
work

In this generalization, we seard for a lower boundonk LBE P £ LB k2, which would
be independert of P. The following theorem gives such a bound for nonsingular
matrices.

Theorem 13. Let A and B be two real nonsingular q£ g matricesand let P be a
permutation matrix. We have:

KAEPEBK ., qiAjjBj) : (11.12)
Proof. We have:

i ¢
KAEPEBK = tr (AEPEB)E(AEPEB)
= t'AEPEBEBTEPTE£AT
N T ¢
=t ATEAELPEBEBTEPT
= ' ATEAE (PEB)E (P£B)T
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Let A= ATE£ AandB®= (P£B)£ (P £ B)'. By Property 7, asA is nonsingular,
then ACis positive de nite. As B is non singular, we have jP £ Bj = jPjjBj 6 0 as
jPj6 0andjBj 6 0. ThusP £ B is nonsingular. Following Property 7, this implies
that BYis positive de nite. We thus can apply Theorem 12:

i ¢
KAEPEBK = tr A% B°
. n(A% BO)~

= n(ATEA PEBEBTEPT )n
= n(APPBZ PEPT )n

= n(APBijlj)7

= n(jAjjBj)" :

The last theorem could givesus a very useful bound, namely that
KLBEPE£ LB K2, q(LBjLB™)a:

The only problem is that a linear bias matrix is such that the sum of all columns
gives 0, so that the determinant of any linear bias matrix is null. These kind of
matrices are thus always singular, Theorem 13 doesNOT apply to them. However,
it is still possibleto give somekind of generalization of the piling-up lemma.

Theorem 14. (A nother generalization of the piling-up lemma) We consider
two g£ g bias matricesLB and LB’ correspnding to the bias matrices of some per-
mutations. We alsoconsider P a permutation matrix. If there existstwo nonsingular
g£ g matrices A and B suchthat

KLBEPELB ky, KAEPEBKsy;

then . )

KLBEPELB k3, q(jAjjBj)a:
Proof. We know that k LB £ P £ LB’ ko, KAEPEB k. As A and B are
nonsingular, then we can apply Theorem 13 and obtain the announcedresult. O

Why this is not a generalization (y et)

We have seenthat it is somehav possibleto nd alower boundonk LBE£ P £ LB’ ko
under the condition to nd two appropriate nonsingular matrices A and B such that
kLBEPELB’ ko, KAE£ P £ B k,. Howewer, nding sucd matrices doesn't
seemsto be an easytask, and this why Theorem 14 cannot be consideredas a true
generalization.
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4 Case study : The AES S-box

In this section, we are going to test experimentally the results obtained in the past
sections. LTE’ZE;:Fq (resp. LT,izstq) will denote the transition matrix of the per-
mutation of F,s de ned by the S-box of AES (resp. the random permutation of
F,s uniformly distributed C®). The corresponding bias matrices will be denoted
LB ¢, and LB? . respectively. We note that LTZ _r (and thusLB2 ) de-
pends on the applied mask on the AES S-box. If the mask is denoted (a;b), the
corresponding transition matrix will be denoted LT§’28:Fq (a;b). Similarly, the corre-
sponding bias matrix will be denoted LBE28=Fq (a;b). To simplify notations, we will

drop the subscript on these de nitions. However we should keepin mind that qis
the cardinal of the trace arrival space,suc that log(q) should divide 8, asthe AES
S-box is de ned over 28,

Our experiment consistsin two parts. In the rst one, we look for the best couples
(a;b) such that the number of queriesneededto distinguish LTS from LT " is minimal

(givena xed probability of error). In the secondone, we consideran oracle which
implements either LTS or LT®. Our distinguisher asksn questionsto it and takesa
decision €T . We iterate this algorithm and compute the number of errors it makes.

4.1 Finding the best mask

We use Algorithm 5 in order to nd the best masks,i.e. those that minimize the
number of questionsneededto distinguish LTS from LT".

When LBS is closeto LB®, we recall that this number is computed accordingto the
following equation:

n-il ;
kLBS k3’

which corresponds to a probability of error Pe = 1 ©' %¢ %, 0:3085 (see Theorem
6). When LBS is far from LB® (which we considerto be the casewhen LTS has
someO ertry), the number of query is computed accordingto the following equation
(seeTheorem 7):

log Pe
log JSquZPTJ
_ i, ¢ _ _
For the computations we X Pg to 1j ©'% and considerthat the bound approxi-
mates the necessarynumber of queries. In the algorithm n(a;b) correspndsto this
experimental computation when the mask usedon AES S-box is (a;b).
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Parameters: An S-box S de ning a permutation over Fgn, a (d™ j 1)£ (9™ i 1) matrix n
s.t. n(a;b) is the evaluation of the number of queriesneededto distinguish LTS (a;b) from

LT".
Input:

The cardinal of the arrival spaceof the trace q.

1: for every (a;b) 2 Fgn £ Fgn do
for every X 2 Fgn do
Computei A Tre,, -¢, (aX)
Compute j A Tre,m =r, (bS(X))
Incremert [LT (a;b)];;

Compute LT (a;b) A =t—LT (a;b)

Compute the bias matrix LB (a;b) corresponding to LT (a;b)
if LT is distant from LT" then

Compute n(a;b) A

1.67

2log qi log Suppy

Compute n(a;b) Ak LB (a;b) ki 2

2:

3:

4.

5:

6: end for
7.

8:

9:

10:

11: else
12:

13: end if
10: end for

11: Display (n(a;b); a;b) sorted by increasingn(a; b)

Algorithm  5: Finding the best couples(a;b)

F2 Fy2 Fya
@b [ n@b @b [ n@D @b [ n@b
(0x01,0x1E) | 64.000000 || (0x08,0x55) 13.128205 (Ox 4,0x 8) | 3.328335
(0x01,0x4A) | 64.000000 || (0x08,0x9B) 13.128205 (Ox 4,0x21) | 3.328335
(0Ox01,0x54) | 64.000000 || (0x08,0xCE) 13.128205 (Ox 4,0x29) 3.328335
(0x01,0x66) | 64.000000 || (0x21,0x55) 13.128205 (Ox 4,0x41) | 3.328335
(0x01,0x78) | 64.000000 || (0x21,0x9B) 13.128205 (Ox 4,0x49) | 3.328335
(0x02,0x 3) 64.000000 || (0x21,0xCE) 13.128205 (Ox 4,0x60) 3.328335
(0x02,0x15) | 64.000000 || (0x97,0x55) 13.128205 (Ox 4,0x68) | 3.328335
(0x02,0x25) | 64.000000 || (0x97,0x9B) 13.128205 (Ox 4,0x97) | 3.328335
(0x02,0x26) | 64.000000 || (0x97,0xCE) 13.128205 (Ox 4,0x9F) 3.328335
(0x02,0x33) | 64.000000 || (Ox9F,0x55) 13.128205 || (Ox 4,0xB6) | 3.328335
(0x03,0x 8) | 64.000000 || (Ox9F,0x9B) 13.128205 || (Ox 4,0xBE) | 3.328335
(OXFF,0xD9) 1 (OXFC,0X7E) | 170.666672|| (OXFF.0x74) | 4.456977
(OXFF,0xFE) 1 (OXFC,0xB9) | 170.666672 || (OXFF,0x7A) | 4.456977
(OXFF,0xFF) 1 (OXFC,0xC7) | 170.666672|| (OXFF,0X7F) | 4.456977

Figure 11.6: First ten best masks(and worst three) when q is 2, 22 or 2*

Figure 11.6 preserts the results when q is 1; 2 or 4 respectively.
We can also seethat making a bad mask choicein F,4 is harmless(as the number of
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guestionsneededis almost the samein the best caseand in the worst case)whereas
this choiceis important in F».

4.2 Exp erimen tal probabilit y of error

In this sectionwe will rst study the probability that the distinguisher decidesthat
the Generatorimplemerts LT ® whereasit implements LTS, which is the ® probability
of error de ned in a past section. Then we will study the overall probability of error.
In both cases,we considerthree possiblevaluesof g.

Probabilit y of error ®

The rst error we will study is the onewhereour distinguisher decidesthat the Gen-
erator implemerts the ideal transition matrix whereasit doesnot. The con guration
is shovn on Figure 11.7.

S-box of AES

0 (good guess)or 1 (wrong guess)

Figure I1.7: Computing experimental ® error

The ideais to iterate the experiment and compute an experimental probability of
error depending on the complexity n (i.e. the number of allowed queriesto the
Generator). In other terms we compute the experimental value of ®.

We apply this algorithm for the usual three di®ereri cases,.e. whenqis 2, 4 or 16.
For eat casethe mask (a; b) is chosenaccordingto the best result of Algorithm 5.
The results of our experiments are given in Figure 11.8. As one could expect, asthe
linear transition matrix of S contains some0 when g = 16, the ® error is 0 in that
case.
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Figure 11.8: Experimental ® error in function of the number of allowed questionsto
the Generator

Parameters: A complexity n, amask(a;b) 2 F°£ F?, the corresponding transition matrix
for the S-box LTZ , ¢, (a;b)

Input: a Generator G which implements the AES S-box and outputs S(X) for any query
X.

1: for i=1;:::;ndo

2:  Pick X uniformly at random

3:  Compute xj A Tre, -¢, (aX)

4: SendX to the Generator G and receive Y
5:  Computey; A Tre , -¢, (bY)

6: end for

7: Compute LR = ¢ Qi”:l [LTR 0 =, (@ D)y,
8: if LR, 1then

9:  Output O

10: else

11: Output 1

12: end if

Algorithm  6: Experimental probability of error ®
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Overall probabilit y of error

ideal transition matrix or LTE:K (a;b)

LT,

impl

Oor1l

Figure 11.9: Experimental overall probability of error

In an another approac we can compute an experimertal overall probability of error.
We considera special type of Generator, showvn on Figure [1.9. It implements either
the transition matrix LTSqm -Fq (a; b) or the ideal transition matrix. The distinguisher
asksn questionsto it and then guesswhat the Generator implemerts. It can then
ask a last question, namely what to Generator implements. The distinguisher then
outputs O if its guessis right, 1 otherwise. This algorithm is iterated in order to
obtain an experimental probability of error. Algorithm 7 implemerts it.

0.3

0.2

] Fie
0.17 A

Figure 11.10: Experimental overall probability of error function of the number of
gueries
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Parameters: A complexity n, amask(a;b) 2 F*£ F?, the corresponding transition matrix
for the S-box LTZ , ¢, (a;b)
Input: An Generator G which implements either the ideal transition matrix or
LTSqm _r, (a;b) with equal probabilities

1: for i=1;:::;ndo

Pick X uniformly at random

Compute x; A Tre,,, =¢, (aX)

Sendx; to the Generator G and reive y;
end for

— nQﬂ S .
Compute LR = " ~i_; [LTE =, (& D)]x; 1y,
if LR, 1then
A S .

SetET A LTg , ¢, (a;h)
else

Set€r A LT®
s end if
: Receive LT, from the Generator G
Lif T = LTy, then
Output 0
. else
Output 1
cend if

©oNAR DN

e
N B O

e
a h o~ w

Algorithm  7: Experimental overall probability of error
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Chapter |11

Generalized Linear
Cryptanalysis of a simple cipher

1 Description of the cipher

We now introducea very simple SPN, represetted on Figure 1 I 1 :1, which is inspired
from a little cipher presened in [Hey99]. The block and the subkey are 16 bits long.
The cipher is made of 3 identical rounds (a key xoring, an S-box layer and a permu-
tation) followed by a round without permutation and an additional key xoring. The
substitution box is AES S-box, it is represened on Figure 111.2 in hexadecimal.

o 1 2 3 4 5 6 7 8 9 A B C D E F
63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76
CA 82 C9 7D FA 59 47 FO AD D4 A2 AF 9C A4 72 CO
B7 FD 93 26 36 3F F7 CC 34 A5 E5 F1 71 D8 31 15
04 Cr 23 C3 18 9 05 9A 07 12 80 E2 EB 27 B2 75
09 83 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84
53 D1 00 ED 20 FC B1 5B 6A CB BE 39 4A 4C 58 CF
DO EF AA FB 43 4D 33 85 45 F9 02 7F 50 3C 9F A8
51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2
CD 0C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73
60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E OB DB
EO 32 3A 0OA 49 06 24 5C C2 D3 AC 62 91 95 E4 79
E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08
BA 78 25 2E 1C A6 B4 C6 E8 DD 74 1F 4B BD 8B 8A
70 3E B5 66 48 03 F6 OE 61 35 57 B9 8 Cl1 1D 9E
El F8 98 11 69 D9 8E 94 9B 1lE 87 E9 CE 55 28 DF
8C A1 89 OD BF E6 42 68 41 99 2D OF BO 54 BB 16

TMUOUOW>OONOUNWNEREO

Figure 111.2: The cipher's S-box S(xy) where x designsa row and y a column

The permutation is described on Figure 111.3. In that table, a number represerts a
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K ®
I I
. .
K®

Figure I11.1: A simple SPN
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bit position, 1 being the leftmost bit.

input |1/2|3| 4|5 7189|1011 |12|13|14|15]| 16
output |1{5/9(13(2|6(10,14|3| 7 |11|15| 4 | 8 | 12|16

(o2}

Figure 111.3: The cipher's permutation

The key layer corresponds to a a bitwise xor betweenthe subkey bits and the text
bits. We considerthe v e subkeys of the cipher to be independert.

2 Notations

The input and the output of the cipher will be denoted X and Y respectively. The
key of round i 2 f1;2;3;4;5g will be denotedK (). Thesevalueswill be considered
vectors of four elemens in Fig, that is:

0 1 0 1 0 0l

I

= BXE v BOE ane ko K
2 2 K5

X3 Ys kD

The input of round i will bedenotedX () andits output Y (). WethushaveX (M = X
and Y ¥ = Y. When studying one single round, the output of the key-layer will be
denoted U and the output of S-boxeslayer V. The most signi cant bit will always
be on the left.

The de nition of the transition matrix hasto be slightly modi ed soit is adapted
to our cipher. We will considerthat it is de ned in the following way :

£ o o
[LTElG:Fq (@;b)lij = Pr Tre,—r, (0 CY) = j jTre g (@CX) =i ;

where the ¢ operation denotesthe scalar product and where a and b are 16 bits
masks consideredlik e vectors of four elemens in Fyg :

0 1 0 1
ap o

a= %Z;§ and b= %&% :
az 03]

As the departure eld of the trace is F16, we can study two caseswhether the arrival
spaceFq is F> or F4.
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3 Unbalanced linear expressions vs. biased transition
matrices

In a classicallinear cryptanalysis, the attacker tries to nd an unbalanced linear
expressionon the st four rounds of the cipher, the last subkey K ® excepted. In
order to do this one would approximate the S-box by a linear expression,useit to
approximate a full round of the cipher and then make use of the Piling-up Lemma
in order to approximate the whole cipher without the last subkey layer. A good
approximation involves a unbalanced linear expression. A linear expressionis un-
balancedwhen the LP coezcient is far from O.

In our generalization, linear expressionswill be replacedby transition matrices. In
order to nd good masks on the whole cipher starting with goods masks on S-
boxeswe had to generalizethe Piling-up lemma. Before we usethis we start by an
exhaustive seard on all possibletransition matrices (i.e. all possibleinput/output
masks(a; b)) in orderto nd the bestone(i.e. the onefor which the euclidian norm
of the corresponding bias matrix is maximum) for the rst rounds of the cipher. This
is what we do in the next paragraph. As the LP was a measureon the excacity
of a particular linear expression,it is replaced here by the inverseof the euclidian
norm of the bias matrix. When this value is high, the matrix is closeto the ideal
transition matrix (i.e. the input/output maskis inexcient). When this value is low
the matrix is biased.

4 Exhaustiv e search on input/output  masks

Wethustry to nd biasedtransition matrices on the cipher without the last subkey
and the last S-box layer. We have to usean exhaustive seart on all possible(a;b)
values. We should note that this seard is key dependert, i.e. the matrices that we
are looking for will depend on the key values. This should not be the caseas the
biasedtransition matrix usedduring the attack should be excient for any possible
keys. The idea will be to nd somekey-dependert biased transition matrices and
then selectthe most e®ectie ones,that is those that stay e®ectie even if the sub-
keys of the cipher change.

Wethus rst X the subkey values. For our experiment we have chosenthe following
random values

(KD:K@: KB k®: KO = (0x3f3b; 0xald5 0x095a; 0x71bb; 0xd18e) :

The best input/output masks (i.e. those that de ne the most biased transition
matrices) are :

2 (0x3600,0xd994) in F» (with n(a;b) ¥ 894),

50



2 (0x3600,0xd994), (0x9100,0xd994) and (0xa700,0xd994) in F4 (with n(a;b) ¥
687).

In order to nd them, 128 SUN Ultra 10 where used during approximately 3 days
for eadh eld.

5 Analysis of the cipher

In order to make the cryptanalysis of the cipher in Fi6, we rst have to represen it
in adi®erert way. Whereasthe permutation is a linear transformation in F, it is not
linear anymore in F15. We will thus group the bits by group of 4 and try to represen
the permutation in a suitable way for the attack. We considerhere oneround of the
cipher (i.e. onekey layer, one S-box layer and one permutation layer). We seethat
it can be represered like on Figure [11.4. We have splitted the permutation into
three permutations. The resulting round is equivalert to the previous one.

We now denote by S; the S-box cortaining the AES S-box and the rst part of the
permutation. On Figure |11.5 we show the resulting round of the cipher, followed
by the key layer of the following round.

Figure 111.5: Secondanalysisof one round of the cipher

We considernow the cipher part consisting of the last permutation and the key layer
K (1) In order to simplify the notation, we just name the key K. This part is
equivalent to a key layer K followed by the samepermutation (seeFigure 111.6) suc
that:
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Figure 111.4: First analysis of oneround of the cipher

0 1 0 1
1 Ko

Ko U
B: k=7 0 ek,

K1s Kis

0

=

cNeoNolNelNolNolNoly
[cNeoNoNeoNoNol o)
OO OPFrOOO0OOo
OO PFrOO0OO0OO0OOo
[cNeoNoNeoNaol o)
[cNeoNoNeN NeolNolNo)
OPrPrO0OO0OO0OO0OO0OOo

ooy eleloNe)

=
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After this inversion betweenthe key layer and the permutation, we can integrate
the last permutation of round r into the s-box layer of round r + 1. We show the
‘nal cipher on Figure 111.8. On this cipher we seethree typesof S-box : Si1, S, and
S3. According to the previous analysis, these S-boxes are such that :

2 S, S followed by the rst part of the initial permutation

2 S, ~ the last part of the initial permutation followed by S, followed by the
‘rst part of the initial permutation

2 S3 7 the last part of the initial permutation followed by S.

LLL Ll LIl LUl LIl
| K |

TR - el

K |
TTTT T TTTTITT TTTT I TTTTTT ]

Figure 111.6: Third analysis of the cipher

6 A transition matrix on one round of the cipher

6.1 The study

We consider here one round of the cipher (the analyzed version). We denote by X
the round input and by Y the round output. We alsonameU and V the input and
the output of the round S-box respectively. Here we simply denote by K the round
subkey and by S; the round S-box. We summarizethese notations on Figure 111.7.
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Figure I11.7: One round of the analyzed SPN

We can now try to compute a transition matrix on oneround R :

£ . o
[LTR =r, (@D = Prx Treop (D 6Y) =j | Tregp, (@CX) = | :
= Pry £TrFm:,:q (beY)=jjTreg=r, (@¢(U ©K)) =Oi
= Prx Treg=r, (b ¢Y) =] jTree=, (@tU) =10k ;
with k = Trg=f, (@ ¢K). As K is a random variable uniformly distributed in Fig

and asthe trace is a balancedtransformation from Fig onto Fq, (seeTh. 10), k is a
random variable of Fq uniformly distributed. Thus:

h 3 ’ i
[LTElG:Fq (@b)lij = Prx Tree—p, DOV = jTrg (atU)=i0Ok
with
0 1
1000
_Bo o 10 _
b= 10 O§£b.
0001
We thus nally have
h 3

[LTE o=, (& D) LTR =, @D

iok;j
for everyi andj of Fy. If | isthe q£ qidentity matrix, we denoteby P\ the matrix
of permutation sud that

[Pclij = [liek; 8ijik2Fq:

For oneround of the cipher, we thus obtain
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N I I O O O
| Ky |
N N N N D I
Sl Sl
| ¥ |
N N N N D I
Sz SZ
| Ks |
N I D I I O
Sz SZ
| Rs |
N N N N D I
Ss Ss
N N N N D I B
| Ks |
rrrrrrrrrrrrrr

Figure 111.8: The new equivalent shape of the simple SPN, with linear transforma-
tions in Fqig
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3

LTEIG:Fq (a;b) = P £ LTElG:Fq a;b (111.2)

We can note that if

0 1 0 1
o bo
_ a1§ _Bo §
a= %O and b= %bz
0 0
(i.e. only one S-box is active) we obtain :
. - Si .
LTEI(S:Fq (a;b) = P £ LTFlequ a; b (1.2)

The general caseis slightly more dixcult to solve. What we want to obtain is an
expressionof LT -, Which would involve the transition matrices of the S-boxes,
and not the transition matrix of the S-box layer. We thus have to give an equation
that allows to compute the transition matrix of the S-box layer according to the
transition matrix of the S-box. In the following equations,we simply denoteLT g -,
and Trg, =r, by LT and Tr respectively. If we usethe notations

0 aol 0 0 1 0 bol 0 01
0 0

aop1 = %aalﬁ ; A3 = %a2§ p bo1 = %%L§ i bog = %bzg :
0 ag 0 bs

sothat a = ag; © ay3 and that b = bg; © b,z we have:
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h

If we setu

i
LTS (a;b)
I;j

PriTr(bev)=jjTr(acu) =]
gPrTr(b¢v)=j;Tr(ac¢u) =]

X
q PriTr(beVv)=j;Tr(ac¢u) =1, Tr(bo1 ¢V) = 1]
12Fq

X
q Pr[Tr(bs¢V)=jO©I;Tr(ac¢U) =i, Tr(bo1¢V) = 1]

X
q PrTr(bs¢V)=jOI;Tr(atU) =i
Ii'm2Fq
Tr(bor¢V) = I;Tr (apy ¢U) = m]
X
o} PrTr(bas¢V)=jOI;Tr(azgtU)=i©m;
Ii'm2Fq

Tr(bor¢V) = I;Tr (apy ¢U) = m]

X
q Pr[Tr(boi¢V) = I;Tr(ag1 ¢U) = m]

ek PrTr(bas¢V)=j ©I;Tr(az¢tU) = i©m]
él;:ZFq Pr[Tr(bo1¢V) =1jTr(ap¢U) = m]
PrTr(bog¢V)=j©IljTr(axatU)=i0O©m]
1 X [LT® (801; Do)l [LT* (a23; b23)liom; el
CI|;m2|:q

i © m, we obtain:
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i
LTS (a;b)
1)

1 X
. [LTS(aOl; bOl)]i@u;I [LTS (a23; b23)]u;j ©l
qI;u2F6 1
1% @" (75 (amibxs) £ Pyl [Py £ LT (a0 by, A
[LT> (a23; b23) £ Pj,, [Pi £ LT™ (a01; bo1)ly
|2Fq U2Fq
0 1

1X X £ T S . S
= @ Pj £ "LT"(azs;b23) |, [Pi £ LT (ao1; bor)] A
qleq UZFq
1X £ o
— Pj £ TLTS(azg; b23) £ PR £ LTS(a()1; b01) Ll

12Fq

1_ i ¢
aTr'Pj £ TLTS (aps;bas) £ P £ LTS (ap1; bo1) :

Finally, for one S-box layer of the cipher and when both S-boxesare active, we have:

s

2 2 z 2
3 3 3

Tr Pj £ TLTS ap;bps £ P £LTS ap;bor |: (111.3)

Ol

3

h 3 i h 3 7 1
LB a;b = LTS ab i -
i L W La 3 oy
= ZTr P, £ TLT® ax;by £PE£LTS ap;bor | -
?- 3 3 ¢ 3 4 q
= aTr Pj £ TLTS aps;b3 £ P £ LTS ag;bor | U
3 3 ’ 3 ”
1
= aTr Pj £ TLB® ay3; b3 £ P £ LB® api;bor
Thus:
h 3 'i l 3 3 = 3 L
LBS a;b . aTr Pj £ TLB® ap;bos £ P £ LB® ap;bos (111.4)

6.2 Conclusions of the study

We have seenthat the transition matrix of on round of the cipher can be written in

the following way:
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3

LT =r, (@D) = Pk £ LTR . &b

When only one S-box of the round is active, for example when

0 1 0 1
ao o)
a= %%§ and b= %&% ;
0 0

then this equationsbecomes
3

R . — S .
LT ¢, (@ib) = P E LTS . aib

Fi6
When both S-boxes are active, we obtain:
h 3 ’i 3 3 7 3

1
LTS a;b aTr Pj £ TLTS aps;bas £ P £ LTS ag;bos

i5j
which leadsto
h 3 i 1 3 3 g 3
LBS a;b q Tr Pj £ "LB® ag;;Bo1 £ Pi £ LB® api;box
1)
From this study we also concludethat

3

LBR =, (&;b) = P £ LB ¢ &b |

Fie

and thus that
3

KLBE ¢, (@;b) ke=KLBE &b ky;

So nding the best maskon oneround of the cipher is equivalernt to nding the best
mask on the S-box layer of the cipher, which is in turn equivalent to nding the
best mask on the S-box when only oneis active. If both S-boxesare active, we have
provided a formula that givesthe value of the transition matrix of the S-box layer

given the transition matrix of the S-box.

7 Piling-up rounds

7.1 Piling-up two rounds

We consider here two successie rounds R(") and R("*1) | The previous study per-
mits to nd the transition matrix of R(") and the transition matrix of R("*1) | both

according the the corresponding subkeys kx and k;+1. We have :

3 - 3
R(M) . 1 sr) . 1
LTF16:§C| a(r),a(r+ ) ] Pkr £ LTF].G:Fq aa(r),&(r+ )

LT R(’J'_lllq ar*h) - g(r+2) P, £ LTE(l"e*:l'):q ar*h) - g(r+2)
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Using Property 1, the transition matrix on two roundsis thus:

3 ’ 3
£ Pkr+1 £ LTS(rﬂ'):q a(l’+l) ;a(l’+2)

F16=
Using Property 5, this leadsto

3 e 3
LBR 2 aa™d = p £ 1BY . alaltd 3
S(r+1) 1) . 2
£ Pkr+1 £ LBF16=Fq a(”’ ) ,a(l’+ )

What we are interested in is k LB ?i;f;qﬂm "a(n); a(r+D) ¢ k3 as this is a measureon
the excency of the chosenmask for generalizedlinear cryptanalysis. This is where
the generalizedpiling-up lemma becomesuseful. WhereasPy,,, and Py, cannot be
any permutation matrix, we will considerthat the Theorem 11 holds anyhow. Thus,
we will considerthat:

3

Kk LBIF:ei;:;qiR(r) a(r);a(r+2) k%
3 . 3 ,

l r r+
K LBS(M)=Fq aM: gr+ k% ¢k LBE(m:l)Fq alr*D) - g(r+2) k%

Ya
qi 1

7.2 Piling-up several rounds

Piling-up seweral rounds is just as easy as piling-up two rounds seeral times. In
order to apply generalizedlinear cryptanalysis, we need a good approximation on
the rst 3 rounds of the cipher followed by the fourth round key. We simply denote
LB, -, the corresponding bias matrix. We have:

(3) +R@ +R@
LB F16=Fq (a, b) Pk4 £ '%\B EleziFIE +R (a, b)

3
P£  LBR a®;al™d
r=1

with a = a and a® = b. Applying the piling-up lemma seeral times, we obtain:
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3
k  LBE . a®a™y i3
r=1
¥ ool ’
k P, £LBE . aa™D K2
r=1

kLBg,, -, (a;b) K3

3 ,
k LBE(llfs):Fq a® : a®

v 3 ‘
£ P, ELBE . aa™ i3
r=2
M ﬂzya 3 .
1 )
Va o kLBE o a;al™D k3 :
qij 1 (o1 16=Fq
Finally, with a® = a and a® = b:
H 1 1, 3 .
1
k LB (a;b) k5 ¥4 T KLBSY a®.a® 2
! ’ 3

¢k LBS? a®@:a® K2¢kLBSY a®;a® K2 :

In the casewherewe can manageto have only oneactive substitution box per round,
this equation becomes:

H 1 1> 3 .
kLB (a;b) k3 ¥4 a1 KLBS: a®:a® 12
i . 5 ,
¢k LBS? a@;a® K3 ¢kLBS2 a®:a® K3 :

In th(;:- last eq&;lation we made a slight abuse of notation. When computing k
LBSt "a®; & " k3 for example, we only consider the two non zero coordinates of
a® and &@ to obtain a mask on the active substitution box.

8 Finding the best path

We have to 'nd a path, i.e. a sequenceof input/output masksa = a® I a® 1
a® 1 a® = b such that the value of n(a;b) =k LB, ¢ (a;b) kh? is minimum.
Finding such a sequencas not atrivial problem. A possiblestrategy wasproposedby
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Matsui (see[Mat94b]) and then improved by Otha, Moriai and Aoki (see[OMA95]).
Their solution applies well to a cipher following a Feistel scheme, which is not the
casehere. Thus, we proposean alternative. Algorithm 8 givesan excient way to
‘nd the best possiblecharacteristic on our cipher.

2

Parameters: The number of rounds ry . A list nfﬁi)n vl , Where all ertry cor-

respond to the approximate number of queriesallowed for a particular round. An interval
length .

( I tot )

r-]mlﬂ

main():
1: for each a® do

2. call sub(1)

3: end for

4: [* If this line is readh, no characteristic has beenfound */
5

. Exit
sub(r):

1: for each a"*1 do
2: if n@";a*v) 2 [ n) 4 4 then
3 if 1= ri then ¢
4 Display 'a®;a®::::;a( and n(a(l) a®@)y;::;n@"; a(”l)) and Exit
5: else
6 call sub(r + 1)
7 end if
8 end if
9: end for

Algorithm  8: Finding the best characteristic

Bemen‘oer that the objective is to nd the characteristic such that the value of
e n(al;al"*d) is minimal. Notice that on one round r, the number of ques-
tlons n(a”;al™*D) is always smaller than the minimum number of questionson one
substitution box (say ns.pox). The key of this algorithm is to determine the initial
valuesn® .- n{") . Before we explain how to determine them, someclari cation

min?’ _' t mII"I
on the algorlthm

During the execution of sub(r) , we seard for the output mask a(™*1) of round r.
The only masksthat areacceptedby the algorithm arethosesuch that n(a(”); a(*1) ) v,
ﬁ;,)n If such a maskis accepted,then proceduresub is called recursively, unlessthe
searhed mask wasthe last (i.e. we werelooking for b) which implies that we found

the characteristic.

Here is how to choosenfﬁi)n;:::;nf]:i)n in order to nd the best characteristic. First
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Figure 111.9: Path through the cipher
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we initialize ead of thesevaluesto ns.pox, the minimum number of questionson the
substitution box. The we start the algorithm. If it nds a characteristic, we know
it is the best. If it doesnot, we must incremert one of the nfT'ﬁn 's in order to seart
throughcgi@eren branches. If the seard succeedswe know the characteristic is the
bestas ' n(a;al*D) v 't 0 and as no characteristic can be found for

. r min
smaller valuesof the nf]'q?n 's. If the seard givesno result, we try all possiblepermu-

tations of the values of ngﬁn 's. If again, no result is found, we iterate. Algorithm 9
givesin a more formal way the method usedto nd the good initial values of the
(i)
Niin'S-
Using this algorithm, we found the two following best paths:
2 (0x0200, 0x4080) in F» with n(a;b) ¥4 475000. The path found is the following:

(@®:a@;a®:a®y) = (0x0200; 0x0010, 0x0200; 0x4080) :

i C
2 (0x5000, 0x0004) in F4 with n(a;b) Y% '% % 13800%4 422. The path found is
the following:

(@®;a®:a®:a®) = (0x5000; 0x0010; 0X0005; 0X0004) :

9 And what was that all about?

After the results we have just presened, we decidedto experiment our cryptanaly-
sison the cipher. Unfortunately, linear cryptanalysis (as well classicas generalized)
in ine®ective in the present case. Concretely, independenly of number of plain-
text/ciphertext couplesat our disposal, the rank of the good subkey in the sorted
list of all possiblesubkey for the last round is always too high (although it decreases
as the number of couplesincreases). It is thus necessaryto test un high num-
ber of wrong key before the good one is discovered. Even when using all possible
plaintext/ciphertext couples (i.e. 218 couples), the good subkey is not necessar-
ily at the rst position, which meansthat the cryptanalysis is not better than an
exhaustive key seart). These bad results are due to the excellent quality of AES
substitution boxes against linear cryptanalysis and to the low number of possible
plaintext/ciphertext couplesat our disposal.

Can we concludethat our generalization of linear cryptanalysis is useless? When a

cipher is strong against linear cryptanalysis, is it automatically strong against our
generalization ? In the next section we investigate both questions.

10 On the limitations of this generalization

In this section, we prove a result that seemsto showv that somehav, the power of
generalizedcryptanalysis (as we de ned it) is limited when the power of classical
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find _initial  _values():

1 AA ((Nsbox; i Nsbox))

2. BA ;

3: do 3 .

4: for each elemen n%i)n;:::;nf;i‘,‘;‘) 2 A do

5: for %ach permutation %0f the setfl;2;:::;ryt g do

6: it nAD) . p(Are) 2 g then

7 BA BJ 3 nCA) - (A r e )

8: end if

9: end for

10: end for 3 .

11: for each elemen n%i)n;:::;ngi‘;‘) 2Bdo \ )
12: Seart of a characteristic with initial values nf;/i‘f]l)) it nf;/i‘f]'w‘ )
13:  end for

14: A A next _set( A)

15: BA ;

16: while no characteristic has beenfound

next _set( A): 2 ,

1: for each elaemen nfii)n;:::;,ngi‘;‘) 2 A do

2. AA An n® opled)

3 for each i 2 f1;:::;ret | 1gdo

4: it n{y + = n{;? do ,

5 AA AL n®nnl p e plied)

6 end if

7 Sort A by increasingvalue of Qi’;‘"l n0)

8: end for

9: end for
Algorithm  9: Finding the bestinitial valuesfor the seard for the best character-
istic
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linear cryptanalysis is limited.

Theorem 15. Consider a permutation C over f0;1g". Let LTE2rn Fpn
transition matrix de ned by
h [

£ _ o
LTEZm —F,n (& D) ‘y = Przarm Trem=rn (BC(Z2)) = V] Trem=r,n (Z) = X

(a;b) be the

suchthat n > 1 and such that n divides m. Let 2,y be the x;y entry of the cor-
respnding bias matrix. If there exists someB > 0 suchthat for all a;b2 F; we
have

)

i £ .
2Prz26m Trem=r, (8Z) = Tre,m =, (BC(Z)) § 17 B (111.5)

then
2 2n .
22, 2B :
X;y 2 Fon

Proof. If equation (111.5) is true, we also have:

i £ _ a ¢
2Prz2Fm Treum=r, (RZ) = Trg,,=r, ( BC(Z)) i 17 - B

for all ® 2 Fon. Using the transitivit y of the trace (seeTheorem 9), this implies:

[ £ i ¢ i _ ta ¢
2Prz2rm Trepn=f, TTEm=Fn (®AZ) = Tren=f, Trem=rn ( PC(Z)) i 17 B

Using Theorem 8, as® and  are elemeris of Fon, we have:

)

i £ i ¢ i ¢
2Prz2Fm Trepn=F, ®Tre,m=p,n (AZ) = Tren=p,  Trem=r,n (DC(Z)) i 1 B

Considering the probabilistic part of the last equation, we have:

£ i ¢ i ¢o
PrZZFZrS< Tresn=r, ®Trem=r,n (@Z) = Tren=r, Trem=r,n (PC(Z))

Lt =r (T w0 (02))=Triy =y (Triy ey (o) P 2 = 2
z2 Fzm
1 X X
om Lttt 2, (@0= Trey 5, () L =T, 0 (@2)
z2F;m Xy 2F,n y= TrF2rn =Fpn (bC(2))
1 X X
om Lt 2y (@0= Trepn 5, (W) L x=Trem=ryn (22)
X;y 2Fon z2F,m y= Tr,:2m =Fon (bC(2))

Noticing that

£ a 1 X
Przaem Treym=r,n (DC(Z)) = ¥; Tre,n =r,0 (@Z2) = X = om 1 X= Tl =F,n (a2)
22Fm  y=Tre,y, =F,n (bC(2))
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we have:

£ i ¢ i ¢a
Przoem Trepn=r, ®Trem=p, (BZ) = Treu=p,  Trem 2 (bC(2))
1 X C .
= on Trie, ey (@02 Trey 2, (9) LT Eym=py (&30 ‘y
X;y 2Fon '
Going bad to the initial expression,we thus obtain:
0 1
, X h i ’
on Tty @0=Trey o, () LT Epmrn (@D i 1A - B (L6
X;y 2Fon Y
Noticing that
(iD*i+1
Loj= ———
1= 2
fori;j 2 F» we can compute the preceedingsum:
X h c i
Lt e @0=Treyn o, () LT Eom = (&0
X;y 2Fon Y
X 13 _ I
- 5 (i 1)TrF2n =R (®X)+ Tre,n =, () 4 q LT(,::2m -, (& D) N
X;y 2 Fan . Y
1 X Tr (®x)+ Tr Cy) h C ! 2"
= = (j 1) Fn=F2 Fon =F LTFzm =Fon (a;b) oy + >
X;y 2 Fon '
Considering the last equality and equation (I11.6), we obtain:
0 .1
1 X _h i
e (i )Fn=r (@0 Ten=m(N) | TC . (a;b) S B
X;y 2Fon '

We can dewelop the left term of equation (I11.7) (remember that + and j are equiv-
alent in F):
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0 . 1 2

1 X - !
@~ - 1) TTean =F (®X)*+ Tresn=p, (Y) | 7C ab A
on cy2F (I ) Fom =Fon ( ’ ) Xy
y2Fan
— 2% X X (i 1)TrF2n =F, (®X)*+ Tre 0 =k, (7y)(i 1)TrF2n =, (®XO+ Tre =6, (Y9
Xy 2Fon x0y®2 Fon h . i h . i
LTy =Fn (@5D) oy LTy =0 (&5D) X0y0
S L e (908 T, OO T ey (80 Tre e, (V9
22n
X;y 2Fon x0y92 Fon h c | h c [
LT Fom =Fyn (a’ b) Xy LTFzm =F2n (a, b) x0y0
_ 1 X X (i 1)TrFen =Fo (OCxi X+ Treyn =6, C (Vi ¥9)
2n
2 Xy 2Fon x0%y92 Fon h h i

|
C . C .
LT Fom =Fon (a’ b) Xy LT Fom =Fon (a’ b) X

O;yO

We can notice that:

(
2 — 0 — /0
X (i l)Tr,:2rI =F, (®(Xi xo))+TrF2n -, (C(yi v9) - 2" whenx = x"and y=Y
® 2F,n 0  otherwise.
Sothat:
0 . 1 2
X 1 X _h i
@_n (i 1)TrF2n = (®X)*+ Tre,n=r, (V) | T (':32m o (b A
®; 2F,n Xy 2 Fon Xy .
X h c is
= LT F2m =F2n (a’ b) .
X;y 2Fon Xy

The last equality and equation (111.7) give:

X h ip
LTE =, (@ib) o 2°"B (111.8)

X;y 2Fon Y

We are almost done. We have:
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X

22
Xy
X;y 2Fzn
X Hh . [ P
= 5 LTFzm =Fan (a;b) Xy i 2_n
fal i X h i X
2 2 1
= LTEmarn @D i o LTE = (@D >on
xy 2 X:y 2
X;y 2Fon h . X;y 2Fon X;y 2Fon
I'2
— C : :
= LT £, =F,n (a;b) <y i 1
X;y 2Fon '
Using equation (111.8) we obtain:
X 22 Zan
Xy
X;y 2 Fon
which "nishes this (long) proof.
O

The preceedingtheorem provesthat when a cipher is strong against linear crypt-
analysis, that is when the value of

i £ o 6
2Prz2rm Trem=r, (AZ) = Tre,n=F, (bC(2)) i 1

is low, it makessure that the value of

X
22
Xy
X;y 2Fon

is also relatively low. Given the de nition of the transition matrices usedin this
study (seeChapter |1, De nition 11), this alsomeansthat the cipher is strong against
generalizedcryptanalysis (but to a lesserextent). But the range of application of
Theorem 15 is limited to this particular de nition. It would be suzcient to de ne
the transition matrices in someother way in order to leave its range of applicability.

In the next chapter we give an example of sud transition matrices.
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Chapter IV

Further Impro vements and
Conclusion

1 On the univ ersality of our generalization

1.1 A new kind of transition matrices

At the beginning of chapter |1 we decideto usespeci ¢ typesof transition matrices
(although someof the results of the chapter hold of any kind of transition matrices).
Namr(]aly we de ned g£ q transition hmatrices in the following way: _
[ [
LT e, (@)= Prargn Tregnop, (BF(X)) = [iTrepop, (@X) = 1

wheref is function over Fgn and a; b are elemerts of Fgn . This choice, although not
completely arbitrary, can be changedby something more appropriate. For example,
an easyway to eliminate the problem of the limitation proved in Theorem 15 is to

make use of what we call di®erential linear transition matrices:
h i

CLTL ., T PO 2 e [A(Y20 Y1) = ] JAX2 0 X0) = 1] ;
where A and A are linear functions from Fqn onto Fq, whereY; = f (X;) and where
the Xi's independert and uniformly distributed. We consider the con guration
represerted on Figure 1V.1.
We have:

Yi = f(Xi) = C(Xi ©K)

whereK represert a xed subkey, and C a xed permutation over Fqn. In order to
simplify notations, we can considerthat A= A. Typically, f represets a round a
block cipher. We can easily prove that di®erenial linear transition matrix doesnot
dependon K :

X2© X1 (U, ©K)© (U1 ©K)

U,©U;:
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X1;X2

Ui, Uz

Y1, Y2

Figure IV.1: Application of di®erertial linear transition matrices

Thus:

h i
¢ LTqum Fa iy Pry,x, 2 Fgn [A(Y20 Y1) = ] JA(U20 Up) = ]
’ h i

c
CLTE -, i

We seethat the subkeyswill be discardedin the computation of the di®erertial linear
transition matrix of one round, which will thus only depend on the permutation C.
Consider two rounds represerted on Figure 1V.2.

We have:

h i
¢ LTﬁfn:i;';;l) Prx,x, [A(Y20 Y1) = | jA(X2© X1) = i]
(g(Prxl;Xz [A(Yz@Yl) = j;A(X2©X1) = I]

Prxl;xz [A(Yz@Yl) = j;A(X2©X1) =j j A(Zz@Zl) = k]

H]

We supposethat the chain A(X2© X1) ! A(Z2©Z;1)! A(Y2© YY) is a Markov
chain (just aswe did in chapter Il, Property 1), we obtain:
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X1;X2

B KO

21,22

b KO

Y1, Y2

Figure IV.2: Di®erertial linear transition matrix on two rounds

h i X
CLTRO®Y = 7 PrA(,0Y) = | jA(Z,©21) = K]
A k2Fq
PriA(X2©X1) = i jA(Z2© Z1) = K]
X ~ . .~
= PriA(Y20Y1) = ] jA(Z2©2Z;) = K]
k2Fq N .
Pr [A(Zz@Zl) = k] A(X2©X1) = I]
X i i
- CLTE s, CLTR. o,
q 9 K] q 9 ik

And thus:

R(®@
Fqm =Fq -

CLTROSRY = ¢LTR) £ ¢LT

Fgm =Fq
As we know that the di®erertial linear transition matrix on one round does only
depend on C, we obtain:

3

R® +R®W _ c 2
¢ LTqu ’;Fq = ¢ LTqu F, (IV.1)
Sincethe rst chapter, we know that the etciency of such a transition matrix is
given by the norm of the corresponding bias matrix. We have:
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KeLBEYHRY 1 = keLTEVRY | Uk,
) ,

2
k CLTE ., i Uke
. ;
2
k¢H&MHiU k2
, ;
2
k ctLE;EqmzFq k2 ;

using Property 4.

We seethat the transition matrix on seweral rounds doesnot depend on the subkeys,
which is a good thing asthe matrix wewant to obtain shouldwork with just the same
exciency regardlessof the key that was usedto crypt the plaintexts. Nevertheless,
we still need a generalization of the piling-up lemma here, as we did not express
the norm of the bias matrix on seweral rounds in function of the norm of the bias
matrices of ead individual round.

1.2 Some interesting prop erties

Going back onthe de nitions of the transition matricesLT and ¢ LT, wewill consider
in this paragraph that

h [
LTE = (D) = Prxarg [Tr (0C(X)) = jiTr (aX) = il ;
and that
h i
CLTE =, (aib) g - P2 e [TH(BY2© Y1) = J T (a(X2 © X)) = 1] 5

with the usual notations. In other words we considerthat A and A correspond to
the trace function. In this particular case,someinteresting properties can be found.

Prop erty 8. For i;j 2 Fq we have:

h h h i

i X i
1
C . — C . C )
¢ LTqu =Fq (a;b) DT LTqu ~Fq (a;b) " LTqu =Fq (a;b)

I+ itk + ]
I:k2 Fq b

Proof. In orderto simplify notations, we simply write ¢ LT instead of ¢ LT(F:qm -Fq (a;b)

and LT instead of LT Eqm ~Fq (a;b). We alsodrop the subscript on the trace function.
We have:
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[¢ LT]i;j
= gPr[Tr(b(Y2© Y1) =] ; Tr(a(X2© X;)) = i]

X
= PriTr(b(Y20 Y1) =j; Tr(a(Xo,© X)) =i j Tr(Xqy) =1]
12 Fq

X
= q  PrTr(b(Y20Y1)) =] ; Tr(a(X2© X)) = i; Tr(aXa) = 1]

12Fq
X
= PriTr(b(Y2© Y1) =j; Tr(a(X2©X4)) =i;
I;k2Fq
Tr(aXq1) =1 j Tr(bYy) = k]
X
= q PriTr(bY2) = k+j; Tr(aXp)=1+1i;
Tr(aXq1) = 1; Tr(bYy) = k]
1 X
= - PrTr(bYy) = k j Tr(aXq) = 1]
ql;kZFq
Pr[Tr(bY:) = k+j j Tr(aXy) =1+ 1i]
which concludesthe proof. O

An another interesting remark is the following:
Prop erty 9. We the usual notations, we have:
KC¢LBE ¢, (@D ke - KLTE ¢ (D) kS :

Proof. As in the preceden proof, we decideto simplify the notations. Using Prop-
erty 8 we obtain:

1
[€LBl; = [ELT];i =
u 1
1X 1
= = LTl LT T i | —
q " [ ]I,k[ ]I ik+j | qz

Thus:
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0 1
u 1°2

X 1
kCLB K = @ LT ] (LT s i 7
i I;k
X x x H 1 TH T
= LT ] (LT Dt e [LT Jiogo [LT Jjoy jicon j i 7
B Lk (kO
X X X )
= [LT ]« [LT]|+i;k+j [LT]|0;k0[LT]|0+i;k0+j i g (IV.2)
i Lk 10KO
We also have:
X 1 ,_ 1X 7 . -
LTl LT Dy 0 5 KLT ko= 5 2[LT ] LT hs e i [LTTe (IV23)
I3k I}k
As
3 "2
O, IThyi MThee; = LTTi 20T g T Do + LT T igerg
equation (IV.3) becomes:
X 1 1 X
LTl M Dy 15 KLT k3 > LTI s
I:k I:k
1
= kLT k3
and thus:
LT ] (LT D ipeej o KLT K3 (IV.4)
I:k
From equations(IV.2) and (IV.4) we obtain:
FPkeLBkS - PKkLTKy | ¢
o kLT k3
which concludesthe proof. O

We have to admit that those results, apart from making the link betweentwo the-
ories, are not very useful when comesthe time of cryptanalysis. But they may be
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a start for nding sometheory that (for example) would make use of both de ni-
tions in order to generalizethe piling-up lemma. The aim was alsoto show that the
transition matrices we de ned in Chapter Il are not unique, and can be replacedan
another type of transition matrices.

Finding the best type of transition matrix for a particular cipher is the starting
point for studies of great interest !

2 Conclusion

In this diploma work, we exposese\eral ideasthat generalizeMatsui's linear crypt-

analysis. Whether somegeneralizationshad already beendone, none of them pro-
poseda way to widen the space cardinal of the linear expressions,which is our
proposal. Following this idea we replacelinear expressionsby linear transition ma-
trices. A critical measureon linear expressionis the notion of bias. The study on
distinguishers we make in chapter | allows us to extend it, giving a similar measure
on transition matrices. All the results given in chapter | and some results given
in chapter Il are true regardlessthe exact de nition of the transition matrix (see
section 1 for more details). The only assumptionis that the matrices are transition

matrices (i.e. that their lines and columnssumto 1).

From that point, we made the choice of restricting the study to speci ¢ types of
transition matrices. More precisely we de ned a speci ¢ type of transition matrices
using the trace operator on nite elds. This operator is an elegart way to generalize
the notion of scalar product. Still in chapter Il we tried to generalizeone of the
certral notions of linear cryptanalysis, the piling-up lemma. The generalization we
proposeis of courselinked to the exact de nition of the transition matrices we are
using and thus to the trace function.

Finally, in chapter 111, we usethe tools of the past chaptersto cryptanalyze a simple
cipher. We shov how to nd a transition matrix on seeral rounds of the cipher,
given the transition matrices on the individual rounds, using the generalization of
the piling-up lemma. We also take a look at an another complex problem faced by
the cryptanalyst, namely how to nd the transition matrices on individual rounds
such that a transition matrix on seweral rounds can indeed be derived.

The theory we have preseried here is general enoughto open new doors on very
exciting future work. We give someexamplesin the presen chapter ...
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