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In tro duction

1 First glance at linear cryptanalysis

Cryptanalysis is the study of mathematical techniquesfor attempting to
defeat cryptographic techniques, and, more generally, information secu-
rit y services.1

This diploma work will considera speci¯c type of cryptanalysis, called linear crypt-
analysis. Nowadays, the techniquesprovided by this theory are systematically taken
into consideration when designingspeci¯c typesof ciphers, called block cipher.

A block cipher is an encryption scheme which breaks up the plaintext
messagesto be transmitted into strings (called blocks) of a ¯xed length
t over an alphabet A , and encrypts one block at a time.1

Block ciphersare part of a bigger family of encryption scheme,known assymmetric-
key encryption schemes,which use the exact samekey to encrypt and to decrypt
blocks of text input. The most important block cipher of the last century is with no
doubt the Data Encryption Standard (DES), which was de¯ned in the mid 1970s,
with the scope to becomethe US standard. After the National Security Agency
(NSA) con¯rmed its abilit y to protect non-classi¯edinformation, DES waspublished
asa FederalStandard by the National Institute of Standardsand Technology (NIST)
[Nat77]. Since then, this cipher has been a base for the study of block ciphers
security.

1.1 The basic attac k

Linear cryptanalysis and Di®erential cryptanalysis are known to be the two major
attacks against block ciphers. Every single modern block cipher design takes the
results of these two theories into account. Linear cryptanalysis is an original idea
proposedby Mitsuru Matsui, basedon previous work [TCG91, GC90, MY92] made
against another block cipher called FEAL [SM87, Miy89, Miy90]. It was ¯rst pre-
sented in 1993at Eurocrypt. Its paper, called Linear cryptanalysis method for DES
Cipher ([Mat93]) proposesa new type of statistical attack. One of the main progress

1As de¯ned in the Handbook of Applied Cryptography [MVV97 ]
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comparedto the di®erential cryptanalysis of Biham and Shamir ([BS90]) is to be a
known-plaintext attack1, whether di®erential cryptanalysis is a chosen-plaintext at-
tack2. In its paper, Matsui carriesout a ¯rst attack against DES, which we describe
brie°y here, using notations of Figure 1.

² Considering a n rounds DES, the idea is to ¯nd a linear expressionapproxi-
mating the behavior of n ¡ 1 rounds, depending on plaintext, ciphertext and
key bits. Using Matsui's convention, we consider that A[i ] represents the i -th
bit of a bloc A, and that A[i; j ; : : : ; k] = A[i ] © A[j ] © : : : © A[k]. We are thus
looking for equation of the type:

P[i 1; i 2; : : : ; i a] © C[j 1; j 2; : : : ; j b] = K[k1; k2; : : : ; kc] ;

where i 1; i 2; : : : ; i a , j 1; j 2; : : : ; j b and k1; k2; : : : ; kc denote plaintext bits, ci-
phertext bits and key bits respectively. In the best case(from the point of
view of the cryptanalysis), this equation will hold (or at the contrary will be
false) with a probabilit y p far from 1

2 . One can measurethe e®ectivenessof
such an approximation using the magnitude of

¯
¯p ¡ 1

2

¯
¯. In order to obtain

such an expressionon n ¡ 1 rounds, the cryptanalyst ¯rst searchesfor a linear
approximation of substitution boxes, the only non-linear components of DES,
and then computesan approximation of one round of the cipher. Next, while
using the piling-up lemma, it is possibleto build an expressionapproximating
n ¡ 1 rounds of a cipher given the approximations of every single round.

Lemma 1. Piling-up lemma 3 Let X i (1 · i · n) be independent random
variables whosevalues are 0 with probability pi or 1 with probability 1 ¡ pi .
Then the probability that X 1 © X 2 © : : : © X n = 0 is

1
2

+ 2n¡ 1
nY

i =1

µ
pi ¡

1
2

¶
:

² Once such an expressionis computed, the missing round is added in order to
obtain an expressionlike the following one:

L : P[i 1; i 2; : : : ; i a]©C[j 1; j 2; : : : ; j b]©F8(C; K(8) )[l1; l2; : : : ; ld] = K[k1; k2; : : : ; kc] :

In this case,Matsui proceedsto an attack on a 8 rounds DES. He thus ¯nds
an approximation on the ¯rst 7 rounds and ¯nally adds the last one. It is
clear that the approximation will involve only a limited number of bits of the
last round key K(8) . These bits (plus the parit y bit) are those that linear
cryptanalysis will try to recover.

1 In a known-plain text attack, the cryptanalyst has accessto the ciphertext of several messages,
and to the plaintext of those messages.

2 In a chosen-plaintext attack, the cryptanalyst not only has accessto the ciphertext and associ-
ated plaintext for several messages,but he also choosesthe plaintext that gets encrypted

3As in [Mat93]
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² In order to carry out the attack, the cryptanalyst guessesthe value of the
bits of K(8) involved in the approximation, denoted k(8) , and use this value
to check if the linear approximation holds or not. For every possiblek (8) , a
counter evaluates the number of times the expressionholds, using every plain-
text/ciphertext pairs at disposal. To conclude the attack, the cryptanalyst
supposesthat the counter that displays the largest (or the smallest) value
corresponds to the right round key bits. This supposition, called Wrong-key
randomization hypothesis, says that when the guessedvalue k (8) is wrong, the
linear expressionhas no more particular reason to hold with a probabilit y
p 6= 1

2 .

Assumption 1. Wr ong-key randomization hypothesis 4 For any linear
expressionL operating on n rounds for which

¯
¯
¯
¯Pr

h
L = 0 j K(1) = k(1) ; : : : ; K(n) = k(n)

i
¡

1
2

¯
¯
¯
¯

is large for virtual ly all valuesk(1) ; : : : ; k(n) of the round keys, the following is
true: for virtual ly all possibleful l keys (k(1) ; : : : ; k(n) ) and for all estimates k̂
of the last round key,

¯
¯Pr [L = 0 j K = kr ] ¡ 1

2

¯
¯

¯
¯
¯Pr

h
L = 0 j K = k̂

i
¡ 1

2

¯
¯
¯

À 1 8k̂ 6= kr

where kr is the right key.

1.2 Impro vements

In a secondpaper [Mat94a] published at Crypto '94, Matsui proposessomeimprove-
ments to linear cryptanalysis. He intro ducesa new linear expressionon the central
n ¡ 2 rounds of DES and proposesa way to classify round keys candidates during
the attack. He managesto recover 26 round key bits, using 243 plaintext/ciphertext
couples,with a probabilit y of successof 85%. The remaining 30 bits are recovered
with an exhaustive search. The attack improvement is due to the ¯nal ranking of
the round key candidates. However, Matsui proposesno proof on the optimalit y
of its method. In a paper [JV03] published at FSE '03, Pascal Junod and Serge
Vaudenay proposean optimal way to classify the round key candidates. The use
of Hypothesis tests and of the Neyman-Pearsonlemma allow them to build an op-
timal distinguisher, which is a solution to the problem of candidates classi¯cation.
They manageto achieve a rate of successof 85% when approximativ ely 242:5 plain-
text/ciphertext couplesare at disposal.

4As it appears in [Jun01], ¯rst appeared in [HKM95 ]
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Figure 1: Notations on a n rounds Feistel scheme

2 Generalizing linear cryptanalysis

2.1 Previous work

Sincethe intro duction of linear cryptanalysis by Matsui, somegeneralizationshave
beenproposed. Carlos Harpes,Gerhard G. Kramer and JamesL. Massey, in a pa-
per [HKM95] published at Eurocrypt '95, proposefor exampleto generalizeMatsui's
linear expressionwith threefold sums. A threefold sum on one round of a cipher is
the sum of three terms: a binary function of the round input, a binary function of
the round output and a binary function of the round key. These functions are not
necessarilysimple bits xor anymore. One of the main problems solved in this paper
concern the generalization of the piling-up lemma to their theory. Despite the fact
that binary function allow more control over the computation of the correlation of
plaintext bits, ciphertext bits and key bits, threefold sums still compareone bit of
text to one bit of key.

Another work by Matthew G. Parker [Par03] considerslinear approximations over
spacesof dimension four instead of two. Although no method to obtain linear
approximations on several rounds of the cipher given linear expressionson the in-
dividual rounds is given (which would be a generalization of the piling-up lemma),

ix



signi¯cantly higher biaseson several S-boxes are found.

Carlo Harpes also proposedsomesigni¯cant modi¯cations on linear cryptanalysis
[HM97]. The basic idea is to usepartition-p air , i.e. a partition of the set of inputs
of the ¯rst round of the cipher (the input partition), and a partition the set of
inputs of the last round of the cipher (the output partition). More precisely, Harpes
de¯nes a partition A of a input (or output) set X to be a set of non-empty blocks
A0; : : : ; Aa¡ 1 such that A = f A0; : : : ; Aa¡ 1g. The basic attack is based on the
property that, taking plaintexts in a ¯xed block of the input partition, the random
variable representing the input of the last round is not uniformly distributed over
all possibleoutput blocks and this, for almost all keys.

2.2 Our prop osition

We will thus try to generalizelinear cryptanalysis by generalizing linear expression
usedto approximate somerounds of the cipher during the attack. Linear expressions
will bereplacedby transition matrices5. Wedescribeherethe content of each chapter
of this work:

² In chapter I we realize a study on distinguishers, useful for the ¯nal classi¯ca-
tion of round key candidates. We study two typesof distinguishers. The ¯rst
should be able to make the distinction betweentwo probabilit y distributions of
a single random variable. The secondone makes the distinction between two
distributions of a couple of random variables, de¯ned by a transition matrix.
In both caseswe will recall someprevious results (description of the distin-
guisher, Neyman-Pearsonlemma, computation of the best advantage) before
we intro duce somenew results (given a certain error probabilit y, we provide
an estimate of the necessarynumber of questionsof the distinguisher to a gen-
erator implementing oneof the two distributions beforeit can take a decision).
In the secondcase,the obtained results will allow us to generalizethe measure¯
¯p ¡ 1

2

¯
¯ of a linear expressionexpressione±ciency, in order to compute the

e®ectivenessof a transition matrix.

² In chapter I I, we provide a toolbox gathering all necessarytools for generalized
linear cryptanalysis. We intro duce a linear function on ¯nite ¯elds, called the
trace, which will allow us to de¯ne a certain type of transition matrices (and
of bias matrices). Some properties of these matrices are intro duced. This
chapter also intro ducesa generalization of the piling-up lemma which should
be applicable to our theory. It will allow to ¯nd a good approximation (i.e. a
good transition matrix) on several roundsof a cipher, given the approximations
of each single round (i.e. the transition matrices of each single round).

² In chapter I I I, we apply the theory to a simple cipher. Two casesare consid-
ered, whether to transition matrices used are 2 £ 2 (we will seethat this is

5This terminology seemsto appear in [MG00] for the ¯rst time in the world of cryptograph y.
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equivalent to linear cryptanalysis) or 4 £ 4.

² In the last chapter, we summarize someof the main results obtained during
this work, give starting points for further researchesand conclude.
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Chapter I

A study on distinguishers

1 Notation and convention

Random variables X ; Y; : : : are denoted by capital letters, while realizations x 2
X ; y 2 Y; : : : of random variables are denoted by small letters. The fact for a ran-
dom variable X to follow a distribution D is denoted X Ã D, whilst its probabilit y
function is denoted by PrX Ã D [X = x] or PrD [x]. The fact that a sequenceof iid
random variablesX 1; : : : ; X n is such that every random variable X i of that sequence
follows a distribution D will be denoted X n Ã Dn . Similarly, a sequenceof realiza-
tions x1; x2; : : : ; xn will be denoted xn .

We call support of a distribution D the set SuppD of all x 2 X s.t. PrD [x] 6= 0.

2 Distinguishabilit y of two distributions of probabilities

2.1 The Problem

We considera sequenceof n iid random variables X 1; X 2; : : : ; X n following a distri-
bution D̂, taking values in a set Z . We wonder whether D̂ = D0 or D̂ = D1 (where
D1 is referred to an "ideal distribution").

2.2 Recall on distinguishers

A distinguisher is an algorithm which gets a realization of the sequencefrom a
Sourceand which ultimately outputs 0 or 1. In our case,we can query the Source
and receive a realization of the random variable X in return. This variable follows
either the distribution D0 or D1 (seeFigure I.1).
A distinguisher is usually limited to n queries to the Oracle. Its capacity to dis-
tinguish a distribution from another is given by its Advantage, which is a distance
betweenthe probabilities that the distinguisher outputs 0 given D̂ = D0 or D̂ = D1.

1



Parameters: a complexity n, an acceptanceregion A
Input: a random SourceS which generatesrealizations of a random variable X following a
distribution D̂

1: for i = 1; : : : ; n do

2: Receive x i 2 Z from the Source

3: end for

4: if (x1; x2; : : : ; xn ) 2 A

5: Output 0

6: else

7: Output 1

8: end if

Algorithm 1: Modeling of a distinguisher limited to n questions

We consider the distinguisher described by Algorithm 1. We seethat this distin-
guisher dependson a certain set A 2 Z n .
By choosing this set judiciously, we can maximize the advantage de¯ned by

Advn
A =

¯
¯PrDn

0
[A ] ¡ PrDn

1
[A ]

¯
¯ : (I.1)

Such a distinguisher can make two di®erent typesof mistakes. It can either output
1 when D̂ = D0 or output 0 when D̂ = D1. We denote the probabilit y of these two
events by

® = PrDn
0

£
A

¤
(I.2)

and
¯ = PrDn

1
[A ] : (I.3)

With thesenotations, the advantage is such that:

Advn
A = j1 ¡ 2Pej ; (I.4)

where Pe = 1
2(® + ¯ ) is overall probabilit y of error. This can be seenas Bayesian

approach, whereoneassignsprior probabilities to two hypothesis(see[Jun03a]). As

x1 ; : : : ; xn 2 Z
distribution D0 or D1

0 or 1

S

A

Figure I.1: A distinguisher betweentwo distributions
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for now we can consider that Pe · 1
2 , otherwise we would turn A in A to get an

overall probabilit y of error lessthan 1
2 . Thus

Advn
A = 1 ¡ 2Pe : (I.5)

Thus maximizing Advn
A is equivalent to minimizing the overall probabilit y of error

Pe.

2.3 Maximizing the advantage of the distinguisher

We are going to derive the set A that minimizes the overall probabilit y of error (i.e.
maximize the advantage of the distinguisher). The construction we make can also
be consideredlike a proof of the Neyman-Pearson lemma (see [Jun03a] for more
details). We have:

Pe =
1
2

0

@
X

x n 2 A

PrDn
0

[xn ] +
X

x n 2A

PrDn
1

[xn ]

1

A

=
1
2

Ã

1 ¡
X

x n 2A

PrDn
0

[xn ] +
X

x n 2A

PrDn
1

[xn ]

!

=
1
2

+
1
2

X

x n 2A

¡
PrDn

1
[xn ] ¡ PrDn

0
[xn ]

¢
:

Thus minimizing Pe is equivalent to minimizing the sum of the last equation. It
is minimal when A consistsof all xn such that the di®erencein the parenthesis is
negative (see [Vau03]). The set that minimizes the overall probabilit y of error is
thus:

A =
½

xn 2 Z n :
PrDn

0
[xn ]

PrDn
1

[xn ]
¸ 1

¾
; (I.6)

with the convention that p
0 = + 1 for p > 0. Note that this set is well de¯ned, as

the 0
0 casecan be ignored.

This set de¯nes a so called decision function ± : Z n ! f 0; 1g such that

8xn 2 Z n ±(xn ) = 0 , xn 2 A :

The set A is called the region of acceptance of ±.

We summarizetheseresults in the following de¯nition.

De¯nition 1. (Optimal Binary Hyp othesis Test). The optimal decision rule
to test D̂ = D0 against D̂ = D1 that minimizes the overall probability of error (i.e.
maximizes the advantageof the distinguisher of Algorithm 1) is the following:

3



±opt =

(
0 (i.e. accept D̂ = D0) if LR(xn ) ¸ 1

1 (i.e. accept D̂ = D1) if LR(xn ) < 1
(I.7)

where LR is the likelihood ratio,

LR(xn ) =
PrDn

0
[xn ]

PrDn
1

[xn ]
; (I.8)

with the convention that p
0 = + 1 for p > 0 (the 0

0 casecan be ignored).

Intuitiv ely, if we supposethat for somequery we receive a value x that could not
be generatedby distribution D0 (i.e. PrD0 [x] = 0) our distinguisher should choose
at the end D̂ = D1. We seethat in such a situation, LR(x n ) = 0 and thus our
distinguisher will make the right choice. Note that this result corresponds to the
Neyman-Pearsonlemma (see[JV03]).

2.4 On the optimalit y of the distinguisher

The best advantage of the distinguisher described in Algorithm 1 is reached when
A is de¯ned by equation (I.6). Unfortunately such a distinguisher can hardly be
implemented as n grows. In order to take a decisionit must keepin memory all the
results of the n queries. We are going to optimize (in the senseof decreasingthe
neededmemory, while keeping the sameadvantage) the distinguisher by using the
fact that X 1; : : : ; X n are i.i.d. and by the use of jZ j counters, each one counting
the number of occurrencesof a certain symbol of Z in the sequencex n . Moreover,
we will show that the best advantage of such a distinguisher is the sameas the one
described in Algorithm 1.

If we go back the de¯nition of the likelihood ratio, we have:

LR(xn ) =
PrDn

0
[xn ]

PrDn
1

[xn ]

=
nY

i =1

PrD0 [x i ]
PrD1 [x i ]

=
Y

a2Z
s.t. N (ajx n )> 0

µ
PrD0 [a]
PrD1 [a]

¶ N (ajx n )

where N (ajxn ) is the number of times the symbol a 2 Z occurs in the sequence
xn 2 Z n .
We thus seethat the optimal decisionrule is perfectly de¯ned by jZ j counters, each
onecounting the number of occurrencesof a particular symbol of Z in the sequence
x1; x2; : : : ; xn . Taking the logarithm of the likelihood ratio, we can de¯ne a new
decisionrule e± (i.e. a new region of acceptance eA) basedon thesecounters:

4



Parameters: a complexity n, an acceptanceregion eA
Input: a random SourceS which generatesrealizations of a random variable X following a
distribution D̂

1: Initialize jZ j counters u1; u2; : : : ; ujZ j

2: for i = 1; : : : ; n do

3: Receive x 2 Z from the Source

4: Increment ux

5: end for

6: if (u1; u2; : : : ; ujZ j ) 2 eA

7: Output 0

8: else

9: Output 1

10: end if

Algorithm 2: Modeling of a distinguisher limited to n questions,using counters

De¯nition 2. (Optimal Binary Hyp othesis Test Revisite d). The optimal
decision rule to test D̂ = D0 against D̂ = D1 that minimizes the overall probability
of error is the following:

e±opt =

(
0 (i.e. accept D̂ = D0) if LLR (N (a1jxn ); : : : ; N (ajZ j jxn )) ¸ 0

1 (i.e. accept D̂ = D1) if LLR (N (a1jxn ); : : : ; N (ajZ j jxn )) < 0
(I.9)

where N (ai jxn ) is the number of times the symbol ai occurs in the sequence xn 2 Z n

and where LLR is the logarithmic likelihood ratio,

LLR( N (a1jxn ); : : : ; N (ajZ j jx
n )) =

X

a2Z
s.t. N (ajx n )> 0

N (ajxn ) log
PrD0 [a]
PrD1 [a]

; (I.10)

with the convention that log 0
p = ¡1 and log p

0 = + 1 for p > 0 (Note that the log 0
0

casecan be ignored).

From this consideration, it is now possible to derive the best distinguisher of two
distributions (seeAlgorithm 2).
As the decision rule used in the new distinguisher is equivalent to the one used in
the previous distinguisher, both o®er the sameadvantage. In the next paragraph
we will compute its exact value.

2.5 Computation of the Adv antage of the Best Distinguisher

Let M n and M ¤
n be the vectors de¯ned by

[M n ](x1 ;x2 ;:::;xn ) = PrDn
0

[x1; x2; : : : ; xn ] and [M ¤
n ](x1 ;x2 ;:::;xn ) = PrDn

1
[x1; x2; : : : ; xn ] :

5



This corresponds to n-wise distribution matrices in the decorrelation theory (see
[Vau03]) in a simpli¯ed caseas we have no input here, only outputs x i .

The probabilit y that the distinguisher outputs 0 when X follows distribution D0

(resp. D1) is
P

x n 2A [M n ]x n (resp.
P

x n 2A [M ¤
n ]x n ). The advantage is thus

X

x n 2A

([M n ]x n ¡ [M ¤
n ]x n ) :

We know that the set A maximizesthis sum (as it minimizes its opposite), moreover
this sum is null if it is taken over all possiblevaluesof x n . Thus the advantage is

1
2

X

x n 2Z n

j[M n ]x n ¡ [M ¤
n ]x n j ;

which can be written down as

Advn
±opt

=
1
2

k M n ¡ M ¤
n k1 ;

where the norm k ¢k1 of a vector A is de¯ned by k A k1=
P

i jA i j.

2.6 Necessary num ber of queries for close distributions

In this sectionwe try to anticipate the number of queriesthat the algorithm we have
presented needsin order to distinguish D0 from D1, given a certain error probabilit y
Pe.

In the ¯rst part we will seehow the LLR can be approximated by a normal law when
SuppD0

= SuppD1
. In the secondwe compute the approximate number of queries

consideringthat D1 is the uniform distribution and that both distributions are close
to each other.

Appro ximation of the LLR by a normal law

We start by intro ducing a de¯nition which will allow to simplify someof the results
we are going to obtain.

De¯nition 3. The relative entropy or Kul lback Leibler distance1 between two dis-
tributions D0 and D1 is de¯ned as

D(D0 k D1) =
X

x2Z

PrD0 [x] log
PrD0 [x]
PrD1 [x]

;

with the convention that 0 log 0
p = 0 and plog p

0 = + 1 for p > 0.

1See[CT91] for more details
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The following Theorem provides an important property of the Kullback Leibler
distance (see[CT91] for a proof).

Theorem 1. Considering the two distributions D0 and D1 we have

D(D0 k D1) ¸ 0

with equality if and only if D0 = D1.

Still using the conventions proposedin Section1 and in De¯nition 3, and considering
that 0 logp = 0 for p ¸ 0, we can write the LLR as:

LLR( N (a1jxn ); : : : ; N (ajZ j jx
n )) =

X

a2Z

N (ajxn ) log
PrD0 [a]
PrD1 [a]

=
X

a2Z

nX

i =1

1x i = a log
PrD0 [a]
PrD1 [a]

=
nX

i =1

X

a2Z

1x i = a log
PrD0 [a]
PrD1 [a]

:

As the n queriesare independent, we can consider the n random variables

X

a2Z

1x i = a log
PrD0 [a]
PrD1 [a]

; 1 · i · n

to be independent. The Central Limit Theorem then states that the LLR converges
towards a normal distribution of mean E [LLR ]j and of variance Var [LLR] j , where

j is equal to 0 (resp. 1) when D̂ = D0 (resp. D̂ = D1).

The mean (depending on the distribution) is

E [LLR ]j =
nX

i =1

X

a2Z

E1x i = a
[log]

PrD0 [a]
PrD1 [a]

= n
X

a2Z

PrDj [a] log
PrD0 [a]
PrD1 [a]

:

Using the relative entropy we obtain

E [LLR] 0 = nD (D0 k D1) (I.11)

and

E [LLR] 1 = ¡ nD (D1 k D0) : (I.12)
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Before going further we should note that these results hold becausewe supposed
that SuppD0

= SuppD1
. Supposenow that this is not the case. Somea 2 Z such

that PrD0 [a] = 0 and PrD1 [a] 6= 0 can occur. We then have D(D1 k D0) = + 1 and
thus E [LLR ]1 = ¡1 . In the samesituation, the value of E [LLR] 0 is ¯nite. It is
obvious that in such a situation the Central Limit Theorem cannot be usedand this
is why we have to supposethat SuppD0

= SuppD1
.

As the n queriesare independent we also have:

Var [LLR ]0 = nVar

"
X

a2Z

1x= a log
PrD0 [a]
PrD1 [a]

#

= n

0

@E

2

4
X

a2Z

X

a02Z

1x= a1x= a0 log
PrD0 [a]
PrD1 [a]

log
PrD0 [a0]
PrD1 [a0]

3

5 ¡ D(D0 k D1)2

1

A

= n

Ã

E

"
X

a2Z

1x= a

µ
log

PrD0 [a]
PrD1 [a]

¶ 2
#

¡ D(D0 k D1)2

!

= n

Ã
X

a2Z

PrD0 [a]
µ

log
PrD0 [a]
PrD1 [a]

¶ 2

¡ D (D0 k D1)2

!

:

A similar computation leadsto:

Var [LLR ]1 = n

Ã
X

a2Z

PrD1 [a]
µ

log
PrD0 [a]
PrD1 [a]

¶ 2

¡ D (D1 k D0)2

!

:

We summarizetheseresults in the following proposition.

Prop osition 1. Considering that X 1; : : : ; X n are i.i.d. and that D0 and D1 have
the samesupport, the Central Limit Theorem statesthat the LLR convergestowards
a normal distribution of mean

E [LLR] 0 = nD (D0 k D1) ¸ 0 (I.13)

or

E [LLR ]1 = ¡ nD (D1 k D0) · 0 (I.14)

and of variance

Var [LLR ]0 = n

Ã
X

a2Z

PrD0 [a]
µ

log
PrD0 [a]
PrD1 [a]

¶ 2

¡ D (D0 k D1)2

!

(I.15)

or
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Var [LLR ]1 = n

Ã
X

a2Z

PrD1 [a]
µ

log
PrD0 [a]
PrD1 [a]

¶ 2

¡ D (D1 k D0)2

!

: (I.16)

whether D̂ = D0 or D̂ = D1.

When we say that D0 and D1 can be distinguished, we mean that the distinguisher
takesthe right decisionwith a small probabilit y of error Pe. Now that wehaveshown
that the LLR can be approximated by a normal law, we can extend this concept.

De¯nition 4. We wil l say that the two normal distributions given in Proposition 1
can be distinguished with a probability of error Pe when the underlying two distribu-
tions D0 and D1 can be distinguished with a probability of error Pe.

Computation of the num ber of queries

In the preceedingparagraph, we have consideredthat SuppD0
= SuppD1

. Now, we
also considerthat both distributions are very closeto each other and that D1 is the
uniform distribution.

Appro ximation 1. Considering that D0 is closeto the uniform distribution D1, we
can write

8a 2 Z : PrD0 [a] =
1

jZ j
+ ²a with j²aj ¿

1
jZ j

(I.17)

We can now simplify the results obtained in Proposition 1.

Theorem 2. Under the hypothesis of Proposition 1 and of Approximation 1 we
have, at order two :

E [LLR] 0 ¼ ¡ E [LLR ]1 ¼
1
2

n jZ j
X

a2Z

²2
a (I.18)

and
Var [LLR ]0 ¼ Var [LLR ]1 ¼ n jZ j

X

a2Z

²2
a : (I.19)

Proof. If we make useof Proposition 1 and of Approximation 1, we have:

E [LLR ]0 = n
X

a2Z

µ
1

jZ j
+ ²a

¶
log(1 + jZ j ²a)

E [LLR ]1 = n
X

a2Z

1
jZ j

log(1 + jZ j ²a)

and

9



Var [LLR ]0 = n

Ã
X

a2Z

µ
1

jZ j
+ ²a

¶
(log (1 + jZ j ²a))2

¡

Ã
X

a2Z

µ
1

jZ j
+ ²a

¶
log(1 + jZ j ²a)

! 2
1

A

Var [LLR ]1 = n

0

@
X

a2Z

1
jZ j

(log (1 + jZ j ²a))2 ¡

Ã
X

a2Z

1
jZ j

log(1 + jZ j ²a)

! 2
1

A :

If we develop thesefour results in Taylor seriesat order 2, we obtain the announced
results.

In the rest of this paragraph, we usethe following notation:

¹ =
1
2

n jZ j
X

a2Z

²2
a

¾2 = n jZ j
X

a2Z

²2
a :

We can ¯nally give the expected Theorem, that is the one that givesthe number of
necessaryquestionsto distinguish D0 and D1 with a speci¯c error probabilit y.

Theorem 3. If we assumethat we are under the hypothesisof Proposition 1 and of
Approximation 1 and that the number of queriesn of the distinguisher is

n =
d

jZ j
X

a2Z

²2
a

(I.20)

for somed, then the probability of error Pe is

Pe = 1 ¡ ©

Ã p
d

2

!

; (I.21)

where © is the distribution function of a standard normal distribution, i.e.

©(x) =
Z x

¡1

1
p

2¼
e¡ 1

2 z2
dz :

Proof. Let d be such that

¹ =

p
d

2
¾:

10



¾ ¾

® ¯

¡ ¹ ¹

Figure I.2: The two normal distributions and the probabilities of error

We have

¹ =

p
d

2
¾ , ¹ 2 =

d
4

¾2

,
1
4

n2 jZ j2
Ã

X

a2Z

²2
a

! 2

=
d
4

n jZ j
X

a2Z

²2
a

, n =
d

jZ j
X

a2Z

²2
a

:

We now compute the probabilit y of error. The two normal distributions N (¹; ¾)
and N (¡ ¹; ¾) can be distinguished with a probabilit y of error (seeFigure I.2)
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Pe =
1
2

(®+ ¯ )

=
1
2

µ Z 0

¡1

1

¾
p

2¼
e¡ ( x ¡ ¹ ) 2

2¾2 dx +
Z + 1

0

1

¾
p

2¼
e¡ ( x + ¹ ) 2

2¾2 dx
¶

=
1
2

ÃZ ¡ ¹=¾

¡1

1
p

2¼
e¡ z2

2 dz +
Z + 1

¹=¾

1
p

2¼
e¡ z2

2 dz

!

=
1
2

Ã

1 ¡
Z ¹=¾

¡ ¹=¾

1
p

2¼
e¡ z2

2 dz

!

=
1
2

Ã

1 ¡ 2
Z ¹=¾

0

1
p

2¼
e¡ z2

2 dz

!

=
1
2

Ã

1 ¡ 2

ÃZ ¹=¾

¡1

1
p

2¼
e¡ z2

2 dz ¡
1
2

! !

= 1 ¡ ©
³ ¹

¾

´

= 1 ¡ ©

Ã p
d

2

!

For instance, with d = 1, a distinguisher that asks
1

jZ j
P

a2Z ²2
a

queries makes an

error with a probabilit y Pe = 1 ¡ ©( 1
2) ¼ 0:3085.

Exp erimen tal results

We provide here someexperimental results. The program we use to test the accu-
racy of Theorem 3 works in the following way: it choosesat random a distribution
of probabilit y D0. Then, for each allowed number of questionsn, it computesd and
the resulting theoretical probabilit y of error Pe;th using equations (I.20) and (I.21).
Then it computes the experimental probabilit y of Pe;exp by querying a Sourceim-
plementing D0 and a Source implementing D1 (so that it can compute ® and ¯
experimentally). The results of theseexperiments are shown on Figure I.3 and I.4,
depending on the cardinalit y of Z .
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Figure I.3: Accuracy of Theorem 3 when jZ j = 2
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Figure I.4: Accuracy of Theorem 3 when jZ j = 4

The program we used was written in C, the random generator we used was the
standard C generator. For each graph, the experimental curve wascomputed on the
baseof 200 iterations, each one simulating the distinguisher allowed to n queries,
for n = f 1; 2; 3; : : : ; 3000g.
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2.7 Necessary num ber of queries for distan t distributions

We have seenthat it is possible to compute an approximation of the number of
queriesthe distinguisher needsin the casewhereD0 is closeto D1. We now consider
that the two distributions are distant.

De¯nition 5. We consider that D0 and D1 are distant when SuppD0
6= SuppD1

and
when one of the two the following equations are veri¯ed:

8a 2 SuppD0
: PrD0 [a] ¸ PrD1 [a]

8a 2 SuppD1
: PrD1 [a] ¸ PrD0 [a]

We now considerthat SuppD0
6= SuppD1

= Z . To simplify the study we alsoconsider
that D1 is the uniform distribution, so that the fact that thesetwo distributions are
distant implies that

8a 2 SuppD0
: PrD0 [a] ¸ PrD1 [a] =

1
q

:

In such a situation, supposing that the generator implements D1, it is possiblethat
the distinguisher receives a sample a 2 Z such that PrD0 [a] = 0. Regardlesswhat
it received before, it can then chooseD̂ = D1 with no doubt. In other terms, if the
distinguisher receivesa value a in the symmetric di®erence

SuppD0
4 SuppD1

= (SuppD0
[ SuppD1

) ¡ (SuppD0
\ SuppD1

)

= (SuppD0
[ Z ) ¡ (SuppD0

\ Z )

= Z ¡ SuppD0

= SuppD0

it can take its decision. Thus the number of queries it needscan be consideredto
approximativ ely equal to the expected number of questionsbeforereceiving a value
of the symmetric di®erence,when the distinguisher implements D1. One can see
that oncesuch a value is received, the error probabilit y Pe is 0.

Theorem 4. If we assumethat D0 is distant from the uniform distribution D1 and
that the distinguisher asksn questions,then the probability of error is such that

Pe ·

Ã ¯
¯SuppD0

¯
¯

jZ j

! n

(I.22)

Proof. We have de¯ned the probabilit y of error to be

Pe =
1
2

(®+ ¯ ) :
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We have:

® = PrD0

·
A j 8i

PrD0 [x i ]
PrD1 [x i ]

¸ 1
¸

PrD0

·
8i

PrD0 [x i ]
PrD1 [x i ]

¸ 1
¸

+ PrD0

·
A j 9i

PrD0 [x i ]
PrD1 [x i ]

< 1
¸

PrD0

·
9i

PrD0 [x i ]
PrD1 [x i ]

< 1
¸

:

The de¯nition of A for the best distinguisher implies that

PrD0

·
A j 8i

PrD0 [x i ]
PrD1 [x i ]

¸ 1
¸

= 0 :

As the two distributions are distant, we also have

PrD0

·
9i

PrD0 [x i ]
PrD1 [x i ]

< 1
¸

= 0 ;

so that ® = 0. On the other hand, we have

¯ = PrD1

£
A j 8i x i 2 SuppD0

¤
PrD1

£
8i x i 2 SuppD0

¤

+ PrD1

£
A j 9i x i =2 SuppD0

¤
PrD1

£
9i x i =2 SuppD0

¤
:

As the distinguisher makesno mistake when it receivesa value in SuppD0
, we know

that
PrD1

£
A j 9i x i =2 SuppD0

¤
= 0 :

We thus have

¯ · PrD1

£
8i x i 2 SuppD0

¤

=

Ã ¯
¯SuppD0

¯
¯

jZ j

! n

which concludesthe proof.

To complete this section, we can note that if

1

jZ j
X

a2 SuppD0
\ SuppD1

²2
a

¿ n4 ;

the e®ectof the fact that SuppD0
\ SuppD1

6= ; can be neglected. Although this may
happen only when Z is large enough,we can sum on SuppD0

\ SuppD1
instead of Z ,

so that Theorem 3 is still valid.
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3 Best distinguisher of a Couple of Random Variables

3.1 The problem

We consider a sequenceof n iid pairs of random variables (X i ; Yi ) 1 · i · n, each
pair taking values in the set Z £ Z (note that X i and Yi are dependent). We
will concentrate on known plaintext attacks for which X 1; : : : ; X n are i.i.d. and
uniformly distributed. When the distribution of the random variable X is uniform,
the distribution of the random variable Y is de¯ned by a socalledMatrix of transition
T such that

Tx;y = Pr [Y = yjX = x] :

A random Generator implements a matrix of transition T̂ which is either T or
T¤ (the ideal transition matrix). By querying it, we want to discover which one it
implements. Like for the previous section,we will have to ¯nd the best distinguisher
for this task (seeFigure I.5).

y1 ; y2 ; : : : ; yn

x1 ; x2 ; : : : ; xn

Transition matrix T or T ¤

0 or 1

G

A

Figure I.5: A non-adaptative distinguisher betweentwo transition matrices

3.2 Notation and convention

In this section we will focus on the distribution of couples(X ; Y ) taking values in
Z 2. We will consider such a couple like a random variable Z = (X ; Y ). Therefore,
n realizations will be denoted zi = (x i ; yi ) for 1 · i · n.
We call support of a transition matrix T the subset SuppT of Z £ Z such that for
all (x; y):

(x; y) 2 SuppT , Tx;y 6= 0 :

3.3 The Best Decision Rule

In the previous section, we managedto ¯nd a distinguisher whoseset of acceptance
was dependent only on counters. In this section we are going to follow the same
approach. In a ¯rst phase,we will maximize the advantage of our distinguisher in
order to derive a set of acceptanceA based on the n realizations of the random
variable (X ; Y ), where X is uniformly distributed. In a secondphase,we will use
this set to ¯nd a new set of acceptance eA basedon jZ j2 counters.
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Finding a set of acceptance based on realizations

We consider the distinguisher described by Algorithm 3. We want to maximize its
advantage given by

Advn
A = jPrT [A ] ¡ PrT ¤ [A ]j : (I.23)

This distinguisher can make two types of mistake. It can either output 1 when
T̂ = T or output 0 when T̂ = T¤. We denote the probabilit y of thesetwo events by

® = PrT
£
A

¤
(I.24)

and
¯ = PrT ¤ [A ] : (I.25)

As in the previous section, we can write the advantage using thesenotation in the
following way:

Advn
A = 1 ¡ 2Pe (I.26)

where Pe is the overall probabilit y of error, consideredto be lessthan 1
2 , and such

that Pe = 1
2(®+ ¯ ).

Still following the methodology used in the previous section, we can derive the set
A ½ (Z £ Z )n maximizing the advantage. We ¯nd

A =
½

zn 2 (Z £ Z )n :
PrT [zn ]
PrT ¤ [zn ]

¸ 1
¾

; (I.27)

with the convention that p
0 = + 1 for p > 0. Note that the 0

0 can be ignored.

Wecanexpressthis result in function of the transition matrix T and T ¤. Considering
that the X i 's are uniformly distributed, we have:

PrT [zn ]
PrT ¤ [zn ]

=
PrT [(X i ; Yi ) = (x i ; yi ) 1 · i · n]
PrT ¤ [(X i ; Yi ) = (x i ; yi ) 1 · i · n]

=
nY

i =1

PrT [(X i ; Yi ) = (x i ; yi )]
PrT ¤ [(X i ; Yi ) = (x i ; yi )]

=
nY

i =1

Tx i ;yi

T¤
x i ;yi

:

We summarizetheseresults in the following de¯nition.

De¯nition 6. (Optimal Binary Hyp othesis Test using Transition Matrix).
The optimal decision rule to test T̂ = T against T̂ = T¤ that minimizes the overall
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Parameters: a complexity n, an acceptanceregion A
Input: an random Generator G which generatesa realization of a random variable Y
according to a realization of X at its input and to a transition matrix T̂ .

1: for i = 1; : : : ; n do

2: Pick x i uniformly at random and sendit to the Generator G

3: Receive yi 2 Z

4: end for

5: if ((x1; y1); (x2; y2); : : : ; (xn ; yn )) 2 A

6: Output 0

7: else

8: Output 1

9: end if

Algorithm 3: Known plaintext attack basedon a set of realizations

probability of error (i.e. maximizes the advantageof the distinguisher of Algorithm
3) is the following:

±opt =

(
0 (i.e. accept T̂ = T) if LR(zn ) ¸ 1

1 (i.e. accept T̂ = T¤) if LR(zn ) < 1
(I.28)

where LR is the likelihood ratio,

LR(zn ) =
nY

i =1

Tx i ;yi

T¤
x i ;yi

; (I.29)

with the convention that p
0 = + 1 for p > 0 (the 0

0 casecan be ignored).

Finding a set of acceptance based on coun ters

Like in the previous section, the distinguisher we just computed can not be imple-
mented as it usesa huge amount of memory. We will seethat only counters are
necessaryin order to derive a distinguisher with the sameadvantage.

If we reconsiderthe de¯nition of the LR, we have:

LR(zn ) =
nY

i =1

PrT [(X i ; Yi ) = (x i ; yi )]
PrT ¤ [(X i ; Yi ) = (x i ; yi )]

=
Y

a;b2Z
s.t. N (( a;b)jzn )> 0

µ
PrT [(X ; Y ) = (a;b)]
PrT ¤ [(X ; Y ) = (a;b)]

¶ N (( a;b)j(x1 ;y1 ):::(xn ;yn ))

;
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Parameters: a complexity n, an acceptanceregion eA
Input: a random Generator G which generatesa realization of a random variable Y accord-
ing to a realization of X at its input and to a transition matrix T̂ .

1: Initialize a matrix U of jZ j £ jZ j counters

2: for i = 1; : : : ; n do

3: Pick a 2 Z uniformly at random and sendit to the Generator G

4: Receive b 2 Z and increment [U]ab

5: end for

6: if U 2 eA

7: Output 0

8: else

9: Output 1

10: end if

Algorithm 4: Known plaintext attack basedon a set of counters

where N ((a;b)j(x1; y1) : : : (xn ; yn )) is the number of times the couple (a;b) 2 Z 2

occurs in the sequence(x1; y1) : : : (xn ; yn ). The likelihood ratio is thus uniquely
de¯ned by jZ j2 counters. Let U be the jZ j £ jZ j matrix such that

[U]ab = N ((a;b)j(x1; y1); (x2; y2); : : : ; (xn ; yn )) :

Like in the previous section, we can take the logarithm of the likelihood ratio and
consider it as a function of the counters. We denote it LLR, such that

LLR (U) =
X

a;b2Z
s.t. N (( a;b)jzn )> 0

N ((a;b)jzn ) log
PrT [(X ; Y ) = (a;b)]
PrT ¤ [(X ; Y ) = (a;b)]

=
X

a;b2Z
s.t. N (( a;b)jzn )> 0

N ((a;b)jzn ) log
Ta;b

T¤
a;b

;

with the convention that log 0
p = ¡1 and log p

0 = + 1 for p > 0. We note that the
log 0

0 casestill never occurs here as the sum is taken over (a;b) couplessuch that
N ((a;b)jzn ) > 0. Wecande¯ne a newdecisionrule e± (i.e. a newsetof acceptance eA)
basedon the counters. The distinguisher associated with this new set eA is described
by Algorithm 4. We summarizetheseresults in the following de¯nition.

De¯nition 7. (Optimal Binary Hyp othesis Test using Transition Matrix
Revisite d). The optimal decision rule to test T̂ = T against T̂ = T¤ that minimizes
the overall probability of error is the following:

e±opt =

(
0 (i.e. accept T̂ = T) if LLR (U) ¸ 0

1 (i.e. accept T̂ = T¤) if LLR (U) < 0
(I.30)
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where U is the jZ j £ jZ j matrix such that [U]ab = N ((a;b)jzn ) and where LLR is the
logarithmic likelihood ratio,

LLR( U) =
X

a;b2Z
s.t. N (( a;b)jzn )> 0

N ((a;b)jzn ) log
Ta;b

T¤
a;b

; (I.31)

with the convention that log 0
p = ¡1 and log p

0 = + 1 for p > 0 (the log 0
0 casecan

be ignored).

As in the previous case,it is clear that if the optimal distinguisher receivesa couple
(x; y) such that Tx;y = 0, it will eventually make the right choice (i.e. choose
T̂ = T¤).

3.4 Computation of the advantage of the best distinguisher

The probabilit y that the distinguisher outputs 0 when T̂ = T (resp. T̂ = T¤) isP
(a;b)2A PrT [zn ] (resp.

P
(a;b)2A PrT ¤ [zn ]). The advantage is thus
¯
¯
¯
¯
¯

X

zn 2A

(PrT [zn ] ¡ PrT ¤ [zn ])

¯
¯
¯
¯
¯

:

We know that this sum is maximum when it is taken over A and that it is null when
it is taken over all possiblevalues. Thus the advantage is:

Advn
±opt

=
1
2

X

zn 2 (Z £Z )n

jPrT [zn ] ¡ PrT ¤ [zn ]j

If Tn is the jZ n j £ jZ n j matrix such that

[Tn ](x1 ;x2 ;:::;xn )( y1 ;y2 ;:::;yn ) =
nY

i =1

Tx i yi ;

we can write down the advantage as:

Advn
±opt

=
1

2jZ jn
k Tn ¡ T ¤

n k1 ; (I.32)

where the k ¢k1 norm of a matrix A is de¯ned by k A k1=
P

i;j jA i;j j.

3.5 Necessary num ber of queries for close distributions

Like in the previous section,we try to anticipate the number of queriesthat our dis-
tinguisher needsin order to make the distinction betweenT and T ¤, given a certain
error probabilit y Pe.
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We follow an identical approach. We will approximate the LLR by a normal law in
the casewhereSuppT = SuppT ¤ . Then we compute the number of queriessupposing
that T is closeto T¤.

Appro ximation of the LLR by a normal law

We slightly modify the de¯nition of the relative entropy so that it ¯ts to the tran-
sition matrices we are manipulating.

De¯nition 8. The relative entropy between two transition matrices T and T ¤ is
de¯ned as

D(T k T¤) =
X

a;b2Z

Ta;b log
Ta;b

T¤
a;b

(I.33)

with the convention that 0 log 0
p = 0 and plog p

0 = + 1 for p > 0.

Using just the sameconventions as in the previous section, we can write the LLR
in the following way:

LLR (U) =
X

a;b2Z

N ((a;b)jzn ) log
Ta;b

T¤
a;b

=
X

a;b2Z

nX

i =1

1(a;b)=( x i ;yi ) log
Ta;b

T¤
a;b

=
nX

i =1

X

a;b2

1(a;b)=( x i ;yi ) log
Ta;b

T¤
a;b

:

As the n queriesare independent, we can consider that the n random variables

X

a;b2Z

1(a;b)=( x i ;yi ) log
Ta;b

T¤
a;b

; 1 · i · n

are independent. The Central Limit Theorem then states that the LLR approaches
a normal distribution of meanE [LLR ]j and of varianceVar [LLR ]j , where j is equal

to 0 (resp. 1) when T̂ = T (resp. T̂ = T¤).

The mean (depending on the distribution) is

E [LLR ]j =
nX

i =1

X

a;b2Z

E
£
1(a;b)=( x i ;yi )

¤
log

Ta;b

T¤
a;b

;

which gives

E [LLR] =
n

jZ j
D(T k T¤) (I.34)
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and

E [LLR] ¤ = ¡
n

jZ j
D(T¤ k T) : (I.35)

As the n queriesare independent we also have:

Var [LLR ] = nVar

2

4
X

a;b2Z

1(a;b)=( x;y ) log
Ta;b

T¤
a;b

3

5

= n

Ã

E

2

4
X

a;b2Z

X

a0;b02Z

1(a;b)=( x;y )1(a0;b0)=( x;y ) log
Ta;b

T¤
a;b

log
Ta0;b0

T¤
a0;b0

3

5

¡
1

jZ j2
D(T k T¤)2

!

= n

0

@E

2

4
X

a;b2Z

1(a;b)=( x;y )

Ã

log
Ta;b

T¤
a;b

! 2
3

5 ¡
1

jZ j2
D(T k T¤)2

1

A

=
n

jZ j

0

@
X

a;b2Z

Ta;b

Ã

log
Ta;b

T¤
a;b

! 2

¡
1

jZ j
D(T k T¤)2

1

A :

A similar computation leadsto:

Var [LLR ]¤ =
n

jZ j

0

@
X

a;b2Z

T¤
a;b

Ã

log
Ta;b

T¤
a;b

! 2

¡
1

jZ j
D(T¤ k T)2

1

A :

We summarizetheseresults in the following proposition.

Prop osition 2. Considering that the n queries to the Oracle are independent and
that T and T¤ have the same support, the Central Limit Theorem states that the
LLR approachesa normal distribution of mean

E [LLR ] =
n

jZ j
D(T k T¤) ¸ 0 (I.36)

or

E [LLR ]¤ = ¡
n

jZ j
D(T¤ k T) · 0 ; (I.37)

and of variance

Var [LLR ] =
n

jZ j

0

@
X

a;b2Z

Ta;b

Ã

log
Ta;b

T¤
a;b

! 2

¡
1

jZ j
D(T k T¤)2

1

A :
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or

Var [LLR ]¤ =
n

jZ j

0

@
X

a;b2Z

T¤
a;b

Ã

log
Ta;b

T¤
a;b

! 2

¡
1

jZ j
D(T¤ k T)2

1

A :

whether T̂ = T or T̂ = T¤.

Computation of the num ber of queries

Until now, we have only consideredthat SuppT = SuppT ¤ . Now, we also consider
that T and T¤ are closeto each other and that T ¤ is an ideal transition matrix where
all entries are equal to 1

jZ j .

Appro ximation 2. Considering that T is closeto T ¤, we can write

8a;b 2 Z : Ta;b =
1

jZ j
+ ²a;b with ²a;b ¿

1
jZ j

: (I.38)

The results of Proposition 2 can now be simpli¯ed.

Theorem 5. Under the hypothesis of Proposition 2 and of Approximation 2 we
have, at order two:

E [LLR] ¼ ¡ E [LLR] ¤ ¼
1
2

n
X

a;b2Z

²2
a;b (I.39)

and
Var [LLR ] ¼ Var [LLR ]¤ ¼ n

X

a;b2Z

²2
a;b : (I.40)

Proof. Using the approximations we have:

E [LLR ] =
n

jZ j

X

a;b2Z

µ
1

jZ j
+ ²a;b

¶
log(1 + jZ j ²a;b)

E [LLR ]¤ =
n

jZ j

X

a;b2Z

1
jZ j

log(1 + jZ j ²a;b)

and

Var [LLR] =
n

jZ j

0

@
X

a;b2Z

µ
1

jZ j
+ ²a;b

¶
(log(1 + jZ j ²a;b))

2

¡

0

@
X

a;b2Z

µ
1

jZ j
+ ²a;b

¶
log(1 + jZ j ²a;b)

1

A

21
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Var [LLR ]¤ =
n

jZ j

0

@
X

a;b2Z

1
jZ j

(log(1 + jZ j ²a;b))
2 ¡

0

@
X

a;b2Z

1
jZ j

log(1 + jZ j ²a;b)

1

A

21

A :
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If we develop thesefour results in Taylor seriesat order 2, we obtain the announced
results.

In the rest of this paragraph we adopt the following notations:

¹ =
1
2

n
X

a;b2Z

²2
a;b

¾2 = n
X

a;b2Z

²2
a;b :

We now give the expected theorem which gives the necessarynumber of questions
to distinguish T from T¤ given a speci¯c probabilit y of error.

Theorem 6. If we assumethat we are under the hypothesisof Proposition 2 and of
Approximation 2 and that the number of queriesn of the distinguisher is

n =
d

X

a;b2Z

²2
a;b

(I.41)

for somed, then the probability of error Pe is

Pe = 1 ¡ ©

Ã p
d

2

!

; (I.42)

where © is the distribution function of a standard normal distribution, i.e.

©(x) =
Z x

¡1

1
p

2¼
e¡ 1

2 z2
dz :

Proof. The proof is exactly the sameas the one of Theorem 3. The only change is
the de¯nition of ¹ and ¾.

3.6 Illustration in the case of a Linear Cryptanalysis

In the caseof a standard linear cryptanalysis, the cardinal of Z is 2. The variable X
(resp. Y ) is in reality the product of a mask and of an input block (resp. an output
block) of a permutation. Thus both the sum of the rows and of the columns must
be equal to 1. The shape of the transition matrix is

T =
µ

p 1 ¡ p
1 ¡ p p

¶
;

wherep = Pr [X = Y ]. If T is supposedto be closeto an ideal transition matrix T ¤,
we obtain:
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T =
µ

1=2 + ² 1=2 ¡ ²
1=2 ¡ ² 1=2 + ²

¶
:

In [Mat94a], Matsui applies its linear cryptanalysis on 14-rounds DES. The linear
expressionholds with a probabilit y 1=2 + 1:19¢2¡ 21. With our notation, it means
that ² = 1:19¢2¡ 21. Matsui also shows that in that case,243 plaintexts are needed
to concludethe attack. Theorem 6 allows to compute the corresponding probabilit y
of error in such a case. It gives:

Pe = 0:0461958570:

3.7 Necessary num ber of queries for distan t distributions

We studied the casewhereT is closeto T ¤. We now considerthe opposite case,that
is when T and T¤ are distant from each other.

De¯nition 9. We consider that T and T ¤ are distant when SuppT 6= SuppT ¤ and
when one of the two the following equations are veri¯ed:

8(x; y) 2 SuppT : Tx;y ¸ T¤
x;y

8(x; y) 2 SuppT ¤ : T¤
x;y ¸ Tx;y

Theorem 7. If we assumethat T is distant from the uniform transition matrix T ¤

and that the distinguisher asksn questions,then the probability of error is such that

Pe ·
µ

jSuppT j

jZ j2

¶ n

(I.43)

Proof. The proof is identical to the one of Theorem 4.

25



Chapter I I

The to ols of Generalized Linear
Cryptanalysis

1 In tro duction and notation

In section2 we are going to intro ducea fundamental mapping from a a ¯nite exten-
sion Fqm of a ¯nite ¯eld Fq. Someof its fundamental properties are also intro duced.
In section 3 we will use it in order to de¯ne a transition matrix.

In what follows, Fqm is a ¯nite extensionof a ¯nite ¯eld Fq. We can considerFqm as
a vector spaceover Fq, of dimension m. The set ®1; ®2; : : : ; ®m 2 Fqm will denote a
baseof this vector space,i.e. every element ® of Fqm can be uniquely written

® = c1®1 + c2®2 + ¢¢¢+ cm ®m with ci 2 Fq 8 1 · i · m :

2 Trace

De¯nition 10. (T race) The trace TrFqm =Fq (®) of an element ® 2 Fqm over Fq is
de¯ned by

TrFqm =Fq (®) = ®+ ®q + ¢¢¢+ ®qm ¡ 1
: (I I.1)

If Fq is the prime sub¯eld of Fqm (i.e. q is prime), the trace is called absolutetrace
and simply denoted TrFqm (®).

We give here someuseful properties of the trace function, proofs can be found in
[LN83].

Theorem 8. The trace function satis¯es the following properties:

1. TrFqm =Fq (®+ ¯ ) = TrFqm =Fq (®) + TrFqm =Fq (¯ ) for all ®; ¯ 2 Fqm ;

2. TrFqm =Fq (c®) = cTrFqm =Fq (®) for all c 2 Fq and ® 2 Fqm ;
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3. TrFqm =Fq is a linear transformation from Fqm onto Fq, where both Fqm and Fq

are viewed as vector spaces over Fq;

4. TrFqm =Fq (a) = ma for all a 2 Fq;

5. TrFqm =Fq (®q) = TrFqm =Fq (®) for all ® 2 Fqm .

We give another theorem which is also taken from [LN83].

Theorem 9. (T ransitivity of tr ace) The trace function is transitive, i.e. :

TrFqm =Fq (®) = TrFqn =Fq

³
TrFqm =Fqn (®)

´
(I I.2)

for all ® 2 Fqm and for all integer n such that n divides m.

The following Theorem of the trace will be fundamental during our generalization
of linear cryptanalysis. It states that the trace is a balanced transformation.

Theorem 10. Let X be a random variable, uniformly distributed over Fqm viewed
as a vector space over Fq. In other terms we can write

X =

0

B
@

X 0
...

X m¡ 1

1

C
A

where the X i 's are iid random variables uniformly distributed over Fq. Then the
random variable TrFqm =Fq (X ) is a uniformly distributed over Fq, i.e.

PrX 2 U Fqm

h
TrFqm =Fq (X ) = c

i
=

1
q

for all c 2 Fq :

Proof. As TrFqm =Fq is a mapping from Fqm onto Fq, there exists C 2 Fqm such that

TrFqm =Fq (C) = c :

Thus we have:

PrX 2 U Fqm

h
TrFqm =Fq (X ) = c

i
= PrX 2 U Fqm

h
TrFqm =Fq (X ) = TrFqm =Fq (C)

i

= PrX 2 U Fqm

h
TrFqm =Fq (X ¡ C) = 0

i
;

using the trace linearit y. The trace of an element is equal to 0 when this element is
a root of (I I.1). As this polynomial is of degreeqm¡ 1, there are at most qm¡ 1 roots
among the qm elements of Fqm . So

PrX 2 U Fqm

h
TrFqm =Fq (X ) = c

i
·

qm¡ 1

qm

=
1
q

:
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As X

c2 Fq

PrX 2 U Fqm

h
TrFqm =Fq (X ) = c

i
= 1

we can concludethat

PrX 2 U Fqm

h
TrFqm =Fq (X ) = c

i
=

1
q

:

3 A transition matrix using the trace

3.1 De¯nition

In this section we are going to de¯ne a speci¯c transition matrix LT f
Fqm =Fq

(a; b)
where a;b are elements of the ¯eld Fqm and f is a function over Fqm . This matrix
will be usedto study the non-linearity of the function f . We will then seehow this
concept generalizesthe linear characteristic LP de¯ned in the context of a linear
cryptanalysis.
Then we will use the study made in the ¯rst part of this work, together with the
notion of trace, to study the non linearit y of the S-Box of AES.

De¯nition 11. (Line ar Transition Matrix) Let f be a function over Fqm . The
linear transition matrix LT f

Fqm =Fq
(a; b) of f from Fqm over Fq and for a;b 2 F¤

qm is
a q £ q matrix such that

h
LT f

Fqm =Fq
(a; b)

i

i;j
= PrX 2 Fqm

h
TrFqm =Fq (bf (X )) = j jTrFqm =Fq (aX ) = i

i
(I I.3)

where the probability holds over the uniform distribution of the random variable X .
If Fq is the prime ¯eld of Fqm (i.e. q is prime), the Linear Characteristic Matrix is
simply denoted LT f

Fqm (a; b).

Example. We consider the casewhere f is C¤, the random permutation uniformly
distributed over Fqm . We have:

EC¤

h
[LT C¤

Fqm =Fq
(a; b)] i;j

i
= EX

h
PrC¤

h
TrFqm =Fq (bC¤(X )) = j jTrFqm =Fq (aX ) = i

ii

=
X

x2 F

PrC¤

h
TrFqm =Fq (bC¤(x)) = j jTrFqm =Fq (ax) = i

i

£ PrX [X = x]

= 1=q:

In what follows we consider that q = 2n .
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If we take the speci¯c casewhere n = 1, f is a permutation C and denote by p
the value of the coe±cient of the ¯rst row, ¯rst column of the linear characteristic
matrix, we obtain

p =
£
LT C

F2m (a; b)
¤

00

= PrX 2 F2m [TrF2m (bC(X )) = 0jTrF2m (aX ) = 0]

= PrX 2 F2m [TrF2m (bC(X )) = TrF2m (aX )] ;

as F2 = f 0; 1g. The linear characteristic one usually de¯nes in the context of linear
cryptanalysis comparestwo bits, which is exactly what we do when we considerthe
casewhere n = 1.

In what follows we will also needthe following de¯nition.

De¯nition 12. (Line ar Bias Matrix) Let f be a function over Fqm and
LT f

Fqm =Fq
(a; b) its transition matrix for a;b 2 F¤

qm . The linear bias matrix

LB f
Fqm =Fq

(a; b) of f corresponding to the given linear transition matrix is de¯ned as

LB f
Fqm =Fq

(a; b) = LT f
Fqm =Fq

(a; b) ¡ U (I I.4)

where U is a q £ q matrix such that all entries are equal to 1
q .

3.2 A fundamen tal prop ert y on linear transition matrices

In this paragraph, we consider the situation of Figure I I.1.

C (1)

C (2)

Z

X

Y

Figure I I.1: Two rounds of a typical block cipher

Our objective is to determine the transition matrix on two rounds C (2) ±C(1) given
the transition matrices of each individual round.
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Prop ert y 1. Consider the situation described on Figure II.1, where C (1) and C(2)

are two ¯xed permutations over Fqm . Supposethat, for every a;b;c 2 F¤
qm , the chain

TrFqm =Fq (aX ) ! TrFqm =Fq (bY) ! TrFqm =Fq (cZ) is a Markov chain. Then:

LT C (2) ±C (1)

Fqm =Fq
(a; c) = LT C (1)

Fqm =Fq
(a; b) £ LT C (2)

Fqm =Fq
(b;c) (I I.5)

Proof. We have:
h
LT C (2) ±C (1)

Fqm =Fq
(a; c)

i

i;j

= Pr
h
TrFqm =Fq (cZ) = j j TrFqm =Fq (aX ) = i

i

= q Pr
h
TrFqm =Fq (cZ) = j ; TrFqm =Fq (aX ) = i

i

=
X

k2 Fq

Pr
h
TrFqm =Fq (cZ) = j ; TrFqm =Fq (aX ) = i j TrFqm =Fq (bY) = k

i
:

Using the fact that TrFqm =Fq (aX ) ! TrFqm =Fq (bY) ! TrFqm =Fq (cZ) is a Markov
chain we concludethat:

h
LT C (2) ±C (1)

Fqm =Fq
(a; c)

i

i;j
=

X

k2 Fq

Pr
h
TrFqm =Fq (cZ) = j j TrFqm =Fq (bY) = k

i

Pr
h
TrFqm =Fq (aX ) = i j TrFqm =Fq (bY) = k

i

=
X

k2 Fq

Pr
h
TrFqm =Fq (cZ) = j j TrFqm =Fq (bY) = k

i

Pr
h
TrFqm =Fq (bY) = k j TrFqm =Fq (aX ) = i

i

=
X

k2 Fq

h
LT C (2)

Fqm =Fq
(b;c)

i

k;j

h
LT C (1)

Fqm =Fq
(a; b)

i

i;k

which concludesthe proof.

In what follows, we will considerthat the hypothesisof Property 1 is always veri¯ed.

3.3 Some useful prop erties

In this paragraph, we denote by U the q £ q matrix such that [U]i;j = 1
q for all

i; j 2 f 0; : : : ; q ¡ 1g. We also consider two q £ q transition matrices LT and LT
0

of
somepermutations and their corresponding bias matrices LB and LB , such that :

LT = U + LB and LT
0

= U + LB
0

:
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We denote[LB ]i;j = ² i;j and [LB
0
]i;j = ±i;j for i; j 2 f 0; : : : ; q¡ 1g. We alsodenoteby

P a random permutation matrix. We recall there are exactly q! such q£ q transition
matrices. We call P the associated permutation of f 0; : : : ; p ¡ 1g such that:

[P £ LT ]i;j = [LT ]P(i );j :

Finally, M denotesany q £ q matrix.

Prop ert y 2. For any transition matrices LT and LT
0

and any permutation matrix
P we have:

LT = P £ LT
0

, LB = P £ LB
0

:

Proof. We have:

LT = P £ LT
0

, LT ¡ U = P £ LT
0
¡ U

, LB = P £
³

LT
0
¡ U

´

, LB = P £ LB
0

:

Prop ert y 3. For any q £ q matrix M we have:

k P £ M k2
2= k M £ P k2

2= k M k2
2

Proof. We have:

k P £ M k2
2=

X

i;j

[M ]2P(i );j =
X

i;j

[M ]2i;j = k M k2
2 :

Prop ert y 4. For any transition matrix LT of some permutation, and the corre-
sponding bias matrix LB , we have:

U £ LT = LT £ U = U and U £ LB = LB £ U = 0 :

Proof. We have:

[U £ LT ]i;j =
X

l

[U]i;l [LT ]l ;j =
1
q

X

l

[LT ]l ;j =
1
q

as LT is a transition matrix. The equality holds for LT £ U becauseLT is the
transition matrix of a permutation, thus the coe±cients of a column also sum to
one. The other equality is a corollary of the previous one.

Prop ert y 5. Considering two transition matrices LT and LT
0

of two permutations
and their corresponding bias matrices LB and LB

0
, we have:

LT £ P £ LT
0

= U + LB £ P £ LB
0
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Proof. Using property 4 we have:

LT £ P £ LT
0

= (U + LB) £ P £ (U + LB
0
)

= U £ P £ U + U £ P £ LB
0
+ LB £ P £ U + LB £ P £ LB

0

= U + U £ LB
0
+ LB £ U + LB £ P £ LB

0

= U + LB £ P £ LB
0

Corollary 1.
k LT £ P £ LT

0
¡ U k2= k LB £ P £ LB

0
k2 :

From what we have just seenwe concludethat in order to evaluate the e±cency of a
transition matrix of the the type P1 £ LT £ P2 £ LT

0
, it is su±cient to compute the

euclidian norm of the matrix LB £ P2 £ LB
0

as the previous properties show that:

k P1 £ LT £ P2 £ LT
0
¡ U k2

2 = k P1 £ (LT £ P2 £ LT
0
¡ U) k2

2

= k LT £ P2 £ LT
0
¡ U k2

2

= k LB £ P2 £ LB
0

k2
2 :

In the next paragraph, we study the mean of the last expression,consideringevery
possiblepermutation matrix.

3.4 A ¯rst generalization of the piling-up lemma

The generalization

The following theorem states that the value of k LB £ P £ LB
0

k2
2 is proportional

to the product of both euclidian norm of LB and LB
0

if we consider the mean on
every possible permutation matrix P. In the next chapters we will see that the
bias matrix corresponding to the successionof a permutation, a key xoring and an
another permutation (t ypical in a block cipher) can be written

LB £ P £ LB
0

whereLB and LB
0

correspond to the bias matrices of two layers, separatedby a key
xoring, represented by the permutation P. The next theorem can thus be considered
like a generalization of the classicpiling-up lemma of standard linear cryptanalysis.

Theorem 11. Gener alize d Piling-up lemma We consider two bias matricesLB
and LB

0
corresponding to the bias matricesof somepermutations. We also consider

P, a random permutation matrix uniformly distributed. We have:

EP

h
k LB £ P £ LB

0
k2

2

i
=

1
q ¡ 1

k LB k2
2 ¢k LB

0
k2

2 :
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Proof. We have:
[LB £ P £ LB

0
]i;j =

X

l

² i;l ±P(l );j :

Thus
k LB £ P £ LB

0
k2

2=
X

i;j

X

l ;l 0

² i;l ±P(l );j ² i;l 0±P(l0);j :

We can compute the expectation of the last expression:

EP

h
k LB £ P £ LB

0
k2

2

i
=

1
q!

X

P

X

i;j

X

l ;l 0

² i;l ±P(l );j ² i;l 0±P(l0);j

=
1
q!

X

P

X

i;j

X

l

²2
i;l ±2

P(l );j +
1
q!

X

P

X

i;j

X

l ;l 0

l6= l0

² i;l ±P(l );j ² i;l 0±P(l0);j

=
1
q!

X

i;j

X

l

²2
i;l

X

P

±2
P(l );j +

1
q!

X

i;j

X

l ;l 0

l6= l0

² i;l ² i;l 0

X

P

±P(l );j ±P(l0);j :

However, we also have:

X

P

±2
P(l );j =

X

P

Ã
X

u

1P(l )= u

!

±2
P(l );j

=
X

P

X

u

1P(l )= u±2
u;j

=
X

u

±2
u;j

X

P

1P(l )= u

= (q ¡ 1)!
X

u

±2
u;j ;
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and

X

P

±P(l );j ±P(l0);j =
X

P

0

B
B
@

X

u;u 0

u6= u0

1 P(l )= u
P(l0)= u0

1

C
C
A ±P(l );j ±P(l0);j

=
X

P

X

u;u 0

u6= u0

1 P(l )= u
P(l0)= u0

±u;j ±u0;j

=
X

u;u 0

u6= u0

±u;j ±u0;j

X

P

1 P(l )= u
P(l0)= u0

= (q ¡ 2)!
X

u;u 0

u6= u0

±u;j ±u0;j

= (q ¡ 2)!
X

u

±u;j

X

u0

u06= u

±u0;j

= ¡ (q ¡ 2)!
X

u

±2
u;j :

Thus :

EP

h
k LB £ P £ LB

0
k2

2

i
=

1
q

X

i;j

X

l ;u

²2
i;l ±2

u;j ¡
1

q(q ¡ 1)

X

i;j

X

l ;l 0

l6= l0

² i;l ² i;l 0

X

u

±2
u;j

=
1
q

0

@
X

i;l

²2
i;l

1

A

0

@
X

u;j

±2
u;j

1

A

¡
1

q(q ¡ 1)

X

i;j

X

u

X

l

±2
u;j ² i;l

X

l0
l6= l0

² i;l 0

=
1
q

k LB k2
2 ¢k LB

0
k2

2 +
1

q(q ¡ 1)

X

i;j

X

u

X

l

±2
u;j ²2

i;l

=
1
q

k LB k2
2 ¢k LB

0
k2

2 +
1

q(q ¡ 1)

0

@
X

i;l

²2
i;l

1

A

0

@
X

u;j

±2
u;j

1

A

=
1

q ¡ 1
k LB k2

2 ¢k LB
0

k2
2 :

As we are going to see,this theorem o®ersonly limited accuracy. We can notice
that it is very easyto obtain an upper bound on k LB £ P £ LB

0
k2

2. We thus obtain
a lower bound on the number of neededqueries.
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Prop ert y 6. We consider two bias matrices LB and LB
0

corresponding to the bias
matrix of somepermutation. We also consider P, a permutation matrix. We have:

k LB £ P £ LB
0

k2
2 · k LB k2

2 ¢k LB
0

k2
2 : (I I.6)

Proof. The euclidian norm k ¢k2 is a matrix norm, thus

k LB £ P £ LB
0

k2
2 · k LB k2

2 ¢k P £ LB
0

k2
2 :

Using Property 3, we concludethat

k LB £ P £ LB
0

k2
2 · k LB k2

2 ¢k LB
0

k2
2 :

Practical tests on the accuracy of the piling-up lemma

In the next chapter we will seethat the permutation matrix Pk resulting from a
subkey xoring will have the following shape:

[Pk ]i;j = [I ]i©k;j 8i; j ; k 2 Fq ;

where I the identit y matrix and wherek is a random variable uniformly distributed
on Fq. Suppose now that we want an approximation of the bias matrix corre-
sponding to one round with a bias matrix LB , followed by a subkey xoring which
implies a permutation matrix Pk , followed by another round with a bias matrix LB

0
.

Using Property 2 with know that the bias matrix of the whole system is simply
LB £ Pk £ LB

0
. Supposethat we want to compute the euclidian norm of this ma-

trix. As the permutation matrix is unknown, we usethe piling-up lemma in order to
approximate the neededvalue. Wecan then wonderabout the accuracyof the result.

In order to test the accuracy of Theorem 11, we propose some practical results,
shown on Figure I I.2. Here we represent

errq = max
k

0

@

¯
¯
¯k LB £ Pk £ LB

0
k2

2 ¡ 1
q¡ 1 k LB k2

2k LB
0

k2
2

¯
¯
¯

1
q¡ 1 k LB k2

2k LB
0

k2
2

1

A (I I.7)

in function of ²max , the maximum value of any entry of bias matrices. Both LB and
LB

0
are chosenrandomly, according to this speci¯cation. Equation (I I.7) represents

the worst case,i.e. the casewhere the theorem has the worst precision. On Figure
I I.2 we show the results of several experiments (modifying the value of ²max ) in three
di®erent cases,whether q is 2, 4 or 16.
We ¯rst notice that the theorem is not an approximation but a perfect result in the
casewhere q = 2, i.e. we can write:

k LB £ Pk £ LB
0

k2
2 = k LB k2

2k LB
0

k2
2 8k 2 F2 :
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Figure I I.2: Accuracy of the generalizedpiling-up lemma when q is 2, 4 or 16

We seethat the bigger the cardinal of the arrival ¯eld of the trace, the worst pre-
cision we obtain in the worst case.We also seethat the worst caseseemssomehow
independent of ²max (the maximum value of all entries of the bias matrix).

Another interesting results are shown on Figure I I.4 and I I.5. Considering the case
q = 4, it seemsthat the variable errk

q de¯ned by

errk
q =

¯
¯
¯k LB £ Pk £ LB

0
k2

2 ¡ 1
q¡ 1 k LB k2

2k LB
0

k2
2

¯
¯
¯

1
q¡ 1 k LB k2

2k LB
0

k2
2

(I I.8)

can take four di®erent typesof values. We seeon Figure I I.4 that errk
q ¼ 0:57 , 0:41

, 0:25 or 0:16. A similar results can be obtained for q = 16, where errk
q seemsto

take sixteen di®erent typesof values.

It also seemsthat that those typical values cannot be linked to particular value of
k. For example when q = 4 and k = 0, err0

4 is approximativ ely equal to 0.57 one
time over four. We cannot conclude anything though, as the bias matrix used for
the study where chosen at random, which in a real attack is not going to be the
case.
In order to complete this practical study, we compute errk

q when LB and LB
0

are
not computed at random but de¯ned by AES substitution box and using the masks
(0x08,0x55) and (0x08,0x9B) respectively. In the next section we show how to
compute thesetwo matrices:
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LB =

0

B
@

¡ 0:062500 ¡ 0:062500 0:187500 ¡ 0:062500
0:062500 0:031250 ¡ 0:062500 ¡ 0:031250
0:000000 0:000000 ¡ 0:093750 0:093750
0:000000 0:031250 ¡ 0:031250 0:000000

1

C
A ;

LB
0

=

0

B
@

¡ 0:062500 ¡ 0:062500 ¡ 0:062500 0:187500
0:062500 ¡ 0:031250 0:031250 ¡ 0:062500
0:000000 0:093750 0:000000 ¡ 0:093750
0:000000 0:000000 0:031250 ¡ 0:031250

1

C
A :

The obtained results are shown on Figure I I.3.

k 0 1 2 3
errk

q 0.093688 0.736686 0.874753 0.505917

Figure I I.3: Valuesof errk
q when LB and LB

0
are de¯ned by AES S-box
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Figure I I.4: Mean distance betweenthe true bias and the bias approximated by the
piling-up lemma, when q = 4
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Figure I I.5: Mean distance betweenthe true bias and the bias approximated by the
piling-up lemma, when q = 16

3.5 Wh y there is no second generalization of the piling-up lemma
(y et)

We try to provide here an another type of generalization. Whereas the previous
study givesan equality on EP

h
k LB £ P £ LB

0
k2

2

i
, this study tries to give a lower

bound on k LB £ P £ LB
0

k2
2, independent of P. In other words, this will corresponds

to an upper bound on the number of neededplaintext/ciphertext couplesfor gen-
eralized cryptanalysis. This research is motivated by the fact that the preceeding
generalization accuracyseemsvery limited.

A mathematical prop ert y of de¯nite positiv e matrices

De¯nition 13. Positive De¯nite Matrix A q£ q real matrix A is called positive
de¯nite if

xT Ax > 0 (I I.9)

for all nonzero vectors x 2 R q, where xT denotesthe transpose.

The following theorem is proved in [Dan01]. It givesa lower bound on the trace of
the product of two positive de¯nite matrices.

Theorem 12. If A and B are two q £ q positive de¯nite matrices then

q(jAj ¢jB j)
m
q · tr (Am B m ) (I I.10)

for any positive integer m, and where j¢j denotesthe matrix determinant.

We will make useof a speci¯c caseof the preceedingtheorem.
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Corollary 2. If A and B are two q £ q positive de¯nite matrices then

tr (AB ) ¸ q(jAj jB j)
1
q ; (I I.11)

where j¢j denotesthe matrix determinant.

De¯nition 14. Let A be a q£ q real matrix. A is said to be nonsingular i® jAj 6= 0,
where j¢j denotesthe determinant of a matrix.

One last property about positive de¯nite matrices will be used.

Prop ert y 7. For any nonsingular matrix M , the matrix M T M is positive de¯nite.

Proof. For any vector x 6= 0,

xT (M T M )x = (M x)T (M x)

= k M x k2
2

But

k M x k2
2= 0 , M x = 0

, 0 is an eigenvalue of M

, jM j = 0

which is impossibleas M is nonsingular.

Where we generalize the piling-up lemma and explain wh y it doesn't
work

In this generalization,wesearch for a lower bound on k LB £ P £ LB
0

k2
2, which would

be independent of P. The following theorem gives such a bound for nonsingular
matrices.

Theorem 13. Let A and B be two real nonsingular q £ q matrices and let P be a
permutation matrix. We have:

k A £ P £ B k2
2 ¸ q(jAj jB j)

2
q : (I I.12)

Proof. We have:

k A £ P £ B k2
2 = tr

¡
(A £ P £ B ) £ (A £ P £ B )T ¢

= tr
¡
A £ P £ B £ B T £ PT £ AT ¢

= tr
¡
AT £ A £ P £ B £ B T £ PT ¢

= tr
¡
AT £ A £ (P £ B ) £ (P £ B )T ¢
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Let A0 = AT £ A and B 0 = (P £ B ) £ (P £ B )T . By Property 7, asA is nonsingular,
then A0 is positive de¯nite. As B is non singular, we have jP £ B j = jP j jB j 6= 0 as
jP j 6= 0 and jB j 6= 0. Thus P £ B is nonsingular. Following Property 7, this implies
that B 0 is positive de¯nite. We thus can apply Theorem 12:

k A £ P £ B k2
2 = tr

¡
A0£ B 0¢

¸ n(
¯
¯A 0̄̄

¯
¯B 0̄̄ )

1
n

= n(
¯
¯AT £ A

¯
¯
¯
¯P £ B £ B T £ PT

¯
¯)

1
n

= n(jAj2 jB j2
¯
¯P £ PT

¯
¯)

1
n

= n(jAj2 jB j2 jI j)
1
n

= n(jAj jB j)
2
n :

The last theorem could givesus a very useful bound, namely that

k LB £ P £ LB
0

k2
2 ¸ q(jLB j

¯
¯
¯LB

0
¯
¯
¯)

2
q :

The only problem is that a linear bias matrix is such that the sum of all columns
gives 0, so that the determinant of any linear bias matrix is null. These kind of
matrices are thus always singular, Theorem 13 doesNOT apply to them. However,
it is still possibleto give somekind of generalization of the piling-up lemma.

Theorem 14. (A nother generalization of the piling-up lemma) We consider
two q£ q bias matrices LB and LB

0
corresponding to the bias matrices of someper-

mutations. We alsoconsider P a permutation matrix. If there existstwo nonsingular
q £ q matrices A and B such that

k LB £ P £ LB
0

k2 ¸ k A £ P £ B k2 ;

then
k LB £ P £ LB

0
k2

2 ¸ q(jAj jB j)
2
q :

Proof. We know that k LB £ P £ LB
0

k2 ¸ k A £ P £ B k2. As A and B are
nonsingular, then we can apply Theorem 13 and obtain the announcedresult.

Wh y this is not a generalization (y et)

We have seenthat it is somehow possibleto ¯nd a lower bound on k LB £ P £ LB
0

k2

under the condition to ¯nd two appropriate nonsingular matrices A and B such that
k LB £ P £ LB

0
k2 ¸ k A £ P £ B k2. However, ¯nding such matrices doesn't

seemsto be an easytask, and this why Theorem 14 cannot be consideredas a true
generalization.

40



4 Case study : The AES S-box

In this section, we are going to test experimentally the results obtained in the past
sections. LT S

F28 =Fq
(resp. LT ¤

F28 =Fq
) will denote the transition matrix of the per-

mutation of F28 de¯ned by the S-box of AES (resp. the random permutation of
F28 uniformly distributed C¤). The corresponding bias matrices will be denoted
LBS

F28 =Fq
and LB¤

F28 =Fq
respectively. We note that LT S

F28 =Fq
(and thus LBS

F28 =Fq
) de-

pends on the applied mask on the AES S-box. If the mask is denoted (a;b), the
corresponding transition matrix will be denotedLT S

F28 =Fq
(a; b). Similarly, the corre-

sponding bias matrix will be denoted LBS
F28 =Fq

(a; b). To simplify notations, we will
drop the subscript on these de¯nitions. However we should keep in mind that q is
the cardinal of the trace arrival space,such that log(q) should divide 8, as the AES
S-box is de¯ned over 28.
Our experiment consistsin two parts. In the ¯rst one, we look for the best couples
(a;b) such that the number of queriesneededto distinguish LT S from LT ¤ is minimal
(given a ¯xed probabilit y of error). In the secondone, we consideran oracle which
implements either LT S or LT ¤. Our distinguisher asksn questionsto it and takesa
decision cLT . We iterate this algorithm and compute the number of errors it makes.

4.1 Finding the best mask

We use Algorithm 5 in order to ¯nd the best masks, i.e. those that minimize the
number of questionsneededto distinguish LT S from LT ¤.
When LBS is closeto LB¤, we recall that this number is computed according to the
following equation:

n =
1

k LBS k2
2

;

which corresponds to a probabilit y of error Pe = 1 ¡ ©
¡ 1

2

¢
¼ 0:3085(seeTheorem

6). When LBS is far from LB¤ (which we consider to be the casewhen LT S has
some0 entry), the number of query is computed according to the following equation
(seeTheorem 7):

n ·
logPe

log jSuppT j
q2

For the computations we ¯x Pe to 1 ¡ ©
¡ 1

2

¢
and consider that the bound approxi-

mates the necessarynumber of queries. In the algorithm n(a;b) corresponds to this
experimental computation when the mask usedon AES S-box is (a;b).
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Parameters: An S-box S de¯ning a permutation over Fqm , a (qm ¡ 1) £ (qm ¡ 1) matrix n
s.t. n(a;b) is the evaluation of the number of queriesneededto distinguish LT S (a;b) from
LT ¤.
Input: The cardinal of the arrival spaceof the trace q.

1: for every (a;b) 2 F¤
qm £ F¤

qm do

2: for every X 2 Fqm do

3: Compute i Ã TrFq m =Fq (aX )

4: Compute j Ã TrFq m =Fq (bS(X ))

5: Increment [LT (a;b)]i;j
6: end for

7: Compute LT (a;b) Ã 1
qm ¡ 1 LT (a;b)

8: Compute the bias matrix LB (a;b) corresponding to LT (a;b)

9: if LT is distant from LT ¤ then

10: Compute n(a;b) Ã 1:67
2 log q¡ log

¯
¯
¯SuppLT

¯
¯
¯

11: else

12: Compute n(a;b) Ãk LB (a;b) k¡ 2
2

13: end if

10: end for

11: Display (n(a;b); a;b) sorted by increasingn(a;b)

Algorithm 5: Finding the best couples(a;b)

F2 F22 F24

(a; b) n(a; b) (a; b) n(a; b) (a; b) n(a; b)

(0x01,0x1E) 64.000000 (0x08,0x55) 13.128205 (0x 4,0x 8) 3.328335
(0x01,0x4A) 64.000000 (0x08,0x9B) 13.128205 (0x 4,0x21) 3.328335
(0x01,0x54) 64.000000 (0x08,0xCE) 13.128205 (0x 4,0x29) 3.328335
(0x01,0x66) 64.000000 (0x21,0x55) 13.128205 (0x 4,0x41) 3.328335
(0x01,0x78) 64.000000 (0x21,0x9B) 13.128205 (0x 4,0x49) 3.328335
(0x02,0x 3) 64.000000 (0x21,0xCE) 13.128205 (0x 4,0x60) 3.328335
(0x02,0x15) 64.000000 (0x97,0x55) 13.128205 (0x 4,0x68) 3.328335
(0x02,0x25) 64.000000 (0x97,0x9B) 13.128205 (0x 4,0x97) 3.328335
(0x02,0x26) 64.000000 (0x97,0xCE) 13.128205 (0x 4,0x9F) 3.328335
(0x02,0x33) 64.000000 (0x9F,0x55) 13.128205 (0x 4,0xB6) 3.328335
(0x03,0x 8) 64.000000 (0x9F,0x9B) 13.128205 (0x 4,0xBE) 3.328335

. . . . . . . . . . . . . . . . . .
(0xFF,0xD9) 1 (0xFC,0x7E) 170.666672 (0xFF,0x74) 4.456977
(0xFF,0xFE) 1 (0xFC,0xB9) 170.666672 (0xFF,0x7A) 4.456977
(0xFF,0xFF) 1 (0xFC,0xC7) 170.666672 (0xFF,0x7F) 4.456977

Figure I I.6: First ten best masks(and worst three) when q is 2, 22 or 24

Figure I I.6 presents the results when q is 1; 2 or 4 respectively.
We can alsoseethat making a bad mask choice in F24 is harmless(as the number of
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questionsneededis almost the samein the best caseand in the worst case)whereas
this choice is important in F2.

4.2 Exp erimen tal probabilit y of error

In this section we will ¯rst study the probabilit y that the distinguisher decidesthat
the Generator implements LT ¤ whereasit implements LT S, which is the ®probabilit y
of error de¯ned in a past section. Then we will study the overall probabilit y of error.
In both cases,we consider three possiblevaluesof q.

Probabilit y of error ®

The ¯rst error we will study is the onewhereour distinguisher decidesthat the Gen-
erator implements the ideal transition matrix whereasit doesnot. The con¯guration
is shown on Figure I I.7.

Y1 ; Y2 ; : : : ; Yn

X 1 ; X 2 ; : : : ; X n

S-box of AES

0 (good guess) or 1 (wrong guess)

G

A

Figure I I.7: Computing experimental ® error

The idea is to iterate the experiment and compute an experimental probabilit y of
error depending on the complexity n (i.e. the number of allowed queries to the
Generator). In other terms we compute the experimental value of ®.
We apply this algorithm for the usual three di®erent cases,i.e. when q is 2, 4 or 16.
For each casethe mask (a;b) is chosenaccording to the best result of Algorithm 5.
The results of our experiments are given in Figure I I.8. As one could expect, as the
linear transition matrix of S contains some0 when q = 16, the ® error is 0 in that
case.
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Figure I I.8: Experimental ® error in function of the number of allowed questionsto
the Generator

Parameters: A complexity n, a mask (a;b) 2 F ¤ £ F ¤, the corresponding transition matrix
for the S-box LT S

Fq m =Fq
(a;b)

Input: a Generator G which implements the AES S-box and outputs S(X ) for any query
X .

1: for i = 1; : : : ; n do

2: Pick X uniformly at random

3: Compute x i Ã TrFq m =Fq (aX )

4: SendX to the Generator G and receive Y

5: Compute yi Ã TrFq m =Fq (bY)

6: end for

7: Compute LR = qn Q n
i =1 [LT S

Fq m =Fq
(a;b)]x i ;y i

8: if LR ¸ 1 then

9: Output 0

10: else

11: Output 1

12: end if

Algorithm 6: Experimental probabilit y of error ®
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Ov erall probabilit y of error

y1 ; : : : ; yn

x1 ; : : : ; xn

ideal transition matrix or LT S
F =K (a; b)

cLT

LT impl

0 or 1

G

A

cLT = LT impl

Figure I I.9: Experimental overall probabilit y of error

In an another approach we can compute an experimental overall probabilit y of error.
We considera special type of Generator, shown on Figure I I.9. It implements either
the transition matrix LT S

Fqm =Fq
(a; b) or the ideal transition matrix. The distinguisher

asksn questionsto it and then guesswhat the Generator implements. It can then
ask a last question, namely what to Generator implements. The distinguisher then
outputs 0 if its guessis right, 1 otherwise. This algorithm is iterated in order to
obtain an experimental probabilit y of error. Algorithm 7 implements it.
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0.3

0.4

2 4 6 8 10 12 14 16 18 20

F16

F4

F2

Figure I I.10: Experimental overall probabilit y of error function of the number of
queries
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Parameters: A complexity n, a mask (a;b) 2 F ¤ £ F ¤, the corresponding transition matrix
for the S-box LT S

Fq m =Fq
(a;b)

Input: An Generator G which implements either the ideal transition matrix or
LT S

Fq m =Fq
(a;b) with equal probabilities

1: for i = 1; : : : ; n do

2: Pick X uniformly at random

3: Compute x i Ã TrFq m =Fq (aX )

4: Sendx i to the Generator G and reive yi

5: end for

6: Compute LR = qn Q n
i =1 [LT S

Fq m =Fq
(a;b)]x i ;y i

7: if LR ¸ 1 then

8: Set cLT Ã LT S
Fq m =Fq

(a;b)

9: else

10: Set cLT Ã LT ¤

11: end if

12: Receive LT impl from the Generator G

13: if cLT = LT impl then

14: Output 0

15: else

14: Output 1

15: end if

Algorithm 7: Experimental overall probabilit y of error
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Chapter I I I

Generalized Linear
Cryptanalysis of a simple cipher

1 Description of the cipher

We now intro ducea very simple SPN, represented on Figure I I I :1, which is inspired
from a little cipher presented in [Hey99]. The block and the subkey are 16 bits long.
The cipher is madeof 3 identical rounds (a key xoring, an S-box layer and a permu-
tation) followed by a round without permutation and an additional key xoring. The
substitution box is AES S-box, it is represented on Figure I I I.2 in hexadecimal.

0 1 2 3 4 5 6 7 8 9 A B C D E F
0 63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76
1 CA 82 C9 7D FA 59 47 F0 AD D4 A2 AF 9C A4 72 C0
2 B7 FD 93 26 36 3F F7 CC 34 A5 E5 F1 71 D8 31 15
3 04 C7 23 C3 18 96 05 9A 07 12 80 E2 EB 27 B2 75
4 09 83 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84
5 53 D1 00 ED 20 FC B1 5B 6A CB BE 39 4A 4C 58 CF
6 D0 EF AA FB 43 4D 33 85 45 F9 02 7F 50 3C 9F A8
7 51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2
8 CD 0C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73
9 60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E 0B DB
A E0 32 3A 0A 49 06 24 5C C2 D3 AC 62 91 95 E4 79
B E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08
C BA 78 25 2E 1C A6 B4 C6 E8 DD 74 1F 4B BD 8B 8A
D 70 3E B5 66 48 03 F6 0E 61 35 57 B9 86 C1 1D 9E
E E1 F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF
F 8C A1 89 0D BF E6 42 68 41 99 2D 0F B0 54 BB 16

Figure I I I.2: The cipher's S-box S(xy) where x designsa row and y a column

The permutation is described on Figure I I I.3. In that table, a number represents a
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K (2)

K (1)

K (3)

K (4)

K (5)

S S

S

SS

S

SS

Figure I I I.1: A simple SPN
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bit position, 1 being the leftmost bit.

input 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
output 1 5 9 13 2 6 10 14 3 7 11 15 4 8 12 16

Figure I I I.3: The cipher's permutation

The key layer corresponds to a a bitwise xor between the subkey bits and the text
bits. We consider the ¯v e subkeys of the cipher to be independent.

2 Notations

The input and the output of the cipher will be denoted X and Y respectively. The
key of round i 2 f 1; 2; 3; 4; 5g will be denoted K (i ) . Thesevalueswill be considered
vectors of four elements in F16, that is:

X =

0

B
B
@

X 0

X 1

X 2

X 3

1

C
C
A ; Y =

0

B
B
@

Y0

Y1

Y2

Y3

1

C
C
A and K (i ) =

0

B
B
B
@

K (i )
0

K (i )
1

K (i )
2

K (i )
3

1

C
C
C
A

:

The input of round i will bedenotedX (i ) and its output Y (i ) . WethushaveX (1) = X
and Y (4) = Y . When studying one single round, the output of the key-layer will be
denoted U and the output of S-boxes layer V . The most signi¯cant bit will always
be on the left.

The de¯nition of the transition matrix has to be slightly modi¯ed so it is adapted
to our cipher. We will consider that it is de¯ned in the following way :

[LT C
F16 =Fq

(a; b)] i;j = Pr
£
TrF16 =Fq (b ¢Y ) = j j TrF16 =Fq (a ¢X ) = i

¤
;

where the ¢ operation denotes the scalar product and where a and b are 16 bits
masksconsideredlike vectors of four elements in F16 :

a =

0

B
B
@

a0

a1

a2

a3

1

C
C
A and b =

0

B
B
@

b0

b1

b2

b3

1

C
C
A :

As the departure ¯eld of the trace is F16, we can study two cases,whether the arrival
spaceFq is F2 or F4.
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3 Un balanced linear expressions vs. biased transition
matrices

In a classical linear cryptanalysis, the attacker tries to ¯nd an unbalanced linear
expressionon the ¯rst four rounds of the cipher, the last subkey K (5) excepted. In
order to do this one would approximate the S-box by a linear expression,use it to
approximate a full round of the cipher and then make useof the Piling-up Lemma
in order to approximate the whole cipher without the last subkey layer. A good
approximation involves a unbalanced linear expression. A linear expressionis un-
balancedwhen the LP coe±cient is far from 0.

In our generalization, linear expressionswill be replacedby transition matrices. In
order to ¯nd good masks on the whole cipher starting with goods masks on S-
boxes we had to generalizethe Piling-up lemma. Before we usethis we start by an
exhaustive search on all possibletransition matrices (i.e. all possibleinput/output
masks(a; b)) in order to ¯nd the best one(i.e. the onefor which the euclidian norm
of the corresponding bias matrix is maximum) for the ¯rst rounds of the cipher. This
is what we do in the next paragraph. As the LP was a measureon the e±cacity
of a particular linear expression,it is replaced here by the inverseof the euclidian
norm of the bias matrix. When this value is high, the matrix is closeto the ideal
transition matrix (i.e. the input/output mask is ine±cient). When this value is low
the matrix is biased.

4 Exhaustiv e search on input/output masks

We thus try to ¯nd biasedtransition matrices on the cipher without the last subkey
and the last S-box layer. We have to usean exhaustive search on all possible(a; b)
values. We should note that this search is key dependent, i.e. the matrices that we
are looking for will depend on the key values. This should not be the caseas the
biased transition matrix usedduring the attack should be e±cient for any possible
keys. The idea will be to ¯nd somekey-dependent biased transition matrices and
then select the most e®ective ones,that is those that stay e®ective even if the sub-
keys of the cipher change.

We thus ¯rst ¯x the subkey values. For our experiment we have chosenthe following
random values

(K (1) ; K (2) ; K (3) ; K (4) ; K (5) ) = (0x3f3b ; 0xa1d5; 0x095a; 0x71bb; 0xd18e) :

The best input/output masks (i.e. those that de¯ne the most biased transition
matrices) are :

² (0x3600,0xd994) in F2 (with n(a;b) ¼ 894),
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² (0x3600,0xd994), (0x9100,0xd994) and (0xa700,0xd994) in F4 (with n(a;b) ¼
687).

In order to ¯nd them, 128 SUN Ultra 10 where used during approximately 3 days
for each ¯eld.

5 Analysis of the cipher

In order to make the cryptanalysis of the cipher in F16, we ¯rst have to represent it
in a di®erent way. Whereasthe permutation is a linear transformation in F2, it is not
linear anymore in F16. We will thus group the bits by group of 4 and try to represent
the permutation in a suitable way for the attack. We considerhereoneround of the
cipher (i.e. one key layer, one S-box layer and one permutation layer). We seethat
it can be represented like on Figure I I I.4. We have splitted the permutation into
three permutations. The resulting round is equivalent to the previous one.
We now denote by S1 the S-box containing the AES S-box and the ¯rst part of the
permutation. On Figure I I I.5 we show the resulting round of the cipher, followed
by the key layer of the following round.

K (r )

S1 S1

K (r +1)

Figure I I I.5: Secondanalysis of one round of the cipher

We considernow the cipher part consistingof the last permutation and the key layer
K (r +1) . In order to simplify the notation, we just name the key K . This part is
equivalent to a key layer ~K followed by the samepermutation (seeFigure I I I.6) such
that:
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SS

K (r )

Figure I I I.4: First analysis of one round of the cipher

0

B
@

~K 0
...

~K 15

1

C
A =

µ
P 0
0 P

¶
£

0

B
@

K 0
...

K 15

1

C
A ;

with K 0; : : : ; K 15; ~K 0; : : : ; ~K 15 2 F2 and

P =

0

B
B
B
B
B
B
B
B
B
B
@

1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 0 0 1

1

C
C
C
C
C
C
C
C
C
C
A
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After this inversion between the key layer and the permutation, we can integrate
the last permutation of round r into the s-box layer of round r + 1. We show the
¯nal cipher on Figure I I I.8. On this cipher we seethree typesof S-box : S1, S2 and
S3. According to the previous analysis, theseS-boxes are such that :

² S1 ´ S followed by the ¯rst part of the initial permutation

² S2 ´ the last part of the initial permutation followed by S, followed by the
¯rst part of the initial permutation

² S3 ´ the last part of the initial permutation followed by S.

~K

K

´

Figure I I I.6: Third analysis of the cipher

6 A transition matrix on one round of the cipher

6.1 The study

We considerhere one round of the cipher (the analyzed version). We denote by X
the round input and by Y the round output. We alsonameU and V the input and
the output of the round S-box respectively. Here we simply denote by K the round
subkey and by Si the round S-box. We summarizethesenotations on Figure I I I.7.
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K

Si Si

X

U

V

Y

Figure I I I.7: One round of the analyzedSPN

We can now try to compute a transition matrix on one round R :

[LT R
F16 =Fq

(a; b)] i;j = PrX
£
TrF16 =Fq (b ¢Y ) = j j TrF16 =Fq (a ¢X ) = i

¤

= PrX
£
TrF16 =Fq (b ¢Y ) = j j TrF16 =Fq (a ¢(U © K )) = i

¤

= PrX
£
TrF16 =Fq (b ¢Y ) = j j TrF16 =Fq (a ¢U ) = i © k

¤
;

with k = TrF16 =Fq (a ¢K ). As K is a random variable uniformly distributed in F16

and as the trace is a balancedtransformation from F16 onto Fq (seeTh. 10), k is a
random variable of Fq uniformly distributed. Thus:

[LT R
F16 =Fq

(a; b)] i;j = PrX

h
TrF16 =Fq

³
~b ¢V

´
= j j TrF16 =Fq (a ¢U ) = i © k

i

with

~b =

0

B
B
@

1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1

1

C
C
A £ b :

We thus ¯nally have

[LT R
F16 =Fq

(a; b)] i;j =
h
LT S

F16 =Fq

³
a; ~b

´i

i©k;j

for every i and j of Fq. If I is the q£ q identit y matrix, we denoteby Pk the matrix
of permutation such that

[Pk ]i;j = [I ]i©k;j 8 i; j ; k 2 Fq :

For one round of the cipher, we thus obtain
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K 1

~K 2

~K 3

~K 4

K 5

S1 S1

S2 S2

S2 S2

S3 S3

Figure I I I.8: The new equivalent shape of the simple SPN, with linear transforma-
tions in F16
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LT R
F16 =Fq

(a; b) = Pk £ LT S
F16 =Fq

³
a; ~b

´
(I I I.1)

We can note that if

a =

0

B
B
@

a0

a1

0
0

1

C
C
A and b =

0

B
B
@

b0

0
b2

0

1

C
C
A

(i.e. only one S-box is active) we obtain :

LT R
F16 =Fq

(a; b) = Pk £ LT Si
F16 =Fq

³
a; ~b

´
(I I I.2)

The general caseis slightly more di±cult to solve. What we want to obtain is an
expressionof LT F16 =Fq which would involve the transition matrices of the S-boxes,
and not the transition matrix of the S-box layer. We thus have to give an equation
that allows to compute the transition matrix of the S-box layer according to the
transition matrix of the S-box. In the following equations,wesimply denoteLT F16 =Fq

and TrF16 =Fq by LT and Tr respectively. If we usethe notations

a01 =

0

B
B
@

a0

a1

0
0

1

C
C
A ; a23 =

0

B
B
@

0
0
a2

a3

1

C
C
A ; b01 =

0

B
B
@

b0

b1

0
0

1

C
C
A ; b23 =

0

B
B
@

0
0
b2

b3

1

C
C
A ;

so that a = a01 © a23 and that b = b01 © b23 we have:

56



h
LT S (a; b)

i

i;j

= Pr [Tr (b ¢V ) = j j Tr (a ¢U ) = i ]

= q Pr [Tr (b ¢V ) = j ; Tr (a ¢U ) = i ]

= q
X

l2 Fq

Pr [Tr (b ¢V ) = j ; Tr (a ¢U ) = i; Tr (b01 ¢V ) = l]

= q
X

l2 Fq

Pr [Tr (b23 ¢V ) = j © l; Tr (a ¢U ) = i; Tr (b01 ¢V ) = l]

= q
X

l ;m2 Fq

Pr [Tr (b23 ¢V ) = j © l; Tr (a ¢U ) = i;

Tr (b01 ¢V ) = l; Tr (a01 ¢U ) = m]

= q
X

l ;m2 Fq

Pr [Tr (b23 ¢V ) = j © l; Tr (a23 ¢U ) = i © m;

Tr (b01 ¢V ) = l; Tr (a01 ¢U ) = m]

= q
X

l ;m2 Fq

Pr [Tr (b01 ¢V ) = l; Tr (a01 ¢U ) = m]

Pr [Tr (b23 ¢V ) = j © l; Tr (a23 ¢U ) = i © m]

=
1
q

X

l ;m2 Fq

Pr [Tr (b01 ¢V ) = l j Tr (a01 ¢U ) = m]

Pr [Tr (b23 ¢V ) = j © l j Tr (a23 ¢U ) = i © m]

=
1
q

X

l ;m2 Fq

[LT S (a01; b01)]m;l [LT S (a23; b23)]i©m;j ©l

If we set u = i © m, we obtain:
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h
LT S (a; b)

i

i;j
=

1
q

X

l ;u2 Fq

[LT S (a01; b01)]i©u;l [LT S (a23; b23)]u;j ©l

=
1
q

X

l2 Fq

0

@
X

u2 Fq

[LT S (a23; b23) £ Pj ]u;l [Pi £ LT S (a01; b01)]u;l

1

A

=
1
q

X

l2 Fq

0

@
X

u2 Fq

£
Pj £ T LT S (a23; b23)

¤
l ;u [Pi £ LT S (a01; b01)]u;l

1

A

=
1
q

X

l2 Fq

£
Pj £ T LT S (a23; b23) £ Pi £ LT S (a01; b01)

¤
l ;l

=
1
q

Tr
¡
Pj £ T LT S (a23; b23) £ Pi £ LT S (a01; b01)

¢
:

Finally, for oneS-box layer of the cipher and when both S-boxesare active, we have:

h
LT S

³
a; ~b

´i

i;j
=

1
q

Tr
³

Pj £ T LT S
³

a23; ~b23

´
£ Pi £ LT S

³
a01; ~b01

´´
: (I I I.3)

We can now give an expressionfor LBS
³

a; ~b
´

(using Property 5):

h
LBS

³
a; ~b

´i

i;j
=

h
LT S

³
a; ~b

´i

i;j
¡

1
q

=
1
q

Tr
³

Pj £ T LT S
³

a23; ~b23

´
£ Pi £ LT S

³
a01; ~b01

´´
¡

1
q

=
1
q

Tr
³

Pj £ T LT S
³

a23; ~b23

´
£ Pi £ LT S

³
a01; ~b01

´
¡ U

´

=
1
q

Tr
³

Pj £ T LBS
³

a23; ~b23

´
£ Pi £ LBS

³
a01; ~b01

´´

Thus:

h
LBS

³
a; ~b

´i

i;j
=

1
q

Tr
³

Pj £ T LBS
³

a23; ~b23

´
£ Pi £ LBS

³
a01; ~b01

´´
(I I I.4)

6.2 Conclusions of the study

We have seenthat the transition matrix of on round of the cipher can be written in
the following way:
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LT R
F16 =Fq

(a; b) = Pk £ LT S
F16 =Fq

³
a; ~b

´
:

When only one S-box of the round is active, for examplewhen

a =

0

B
B
@

a0

a1

0
0

1

C
C
A and b =

0

B
B
@

b0

0
b2

0

1

C
C
A ;

then this equationsbecomes

LT R
F16 =Fq

(a; b) = Pk £ LT Si
F16 =Fq

³
a; ~b

´
:

When both S-boxes are active, we obtain:

h
LT S

³
a; ~b

´i

i;j
=

1
q

Tr
³

Pj £ T LT S
³

a23; ~b23

´
£ Pi £ LT S

³
a01; ~b01

´´
;

which leadsto

h
LBS

³
a; ~b

´ i

i;j
=

1
q

Tr
³

Pj £ T LBS
³

a01; ~b01

´
£ Pi £ LBS

³
a01; ~b01

´´
:

From this study we also concludethat

LBR
F16 =Fq

(a; b) = Pk £ LBS
F16 =Fq

³
a; ~b

´
;

and thus that

k LBR
F16 =Fq

(a; b) k2= k LBS
F16 =Fq

³
a; ~b

´
k2 ;

So¯nding the best mask on oneround of the cipher is equivalent to ¯nding the best
mask on the S-box layer of the cipher, which is in turn equivalent to ¯nding the
best mask on the S-box when only one is active. If both S-boxesare active, we have
provided a formula that gives the value of the transition matrix of the S-box layer
given the transition matrix of the S-box.

7 Piling-up rounds

7.1 Piling-up two rounds

We consider here two successive rounds R(r ) and R(r +1) . The previous study per-
mits to ¯nd the transition matrix of R(r ) and the transition matrix of R(r +1) , both
according the the corresponding subkeys kk and kr +1 . We have :

LT R( r )

F16 =Fq

³
a(r ) ; a(r +1)

´
= Pkr £ LT S( r )

F16 =Fq

³
a(r ) ; ~a(r +1)

´
;

LT R( r +1)

F16 =Fq

³
a(r +1) ; a(r +2)

´
= Pkr +1 £ LT S( r +1)

F16 =Fq

³
a(r +1) ; ~a(r +2)

´
:
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Using Property 1, the transition matrix on two rounds is thus :

LT R( r +1) ±R( r )

F16 =Fq

³
a(r ) ; a(r +2)

´
= Pkr £ LT S( r )

F16 =Fq

³
a(r ) ; ~a(r +1)

´

£ Pkr +1 £ LT S( r +1)

F16 =Fq

³
a(r +1) ; ~a(r +2)

´
:

Using Property 5, this leadsto

LBR( r +1) ±R( r )

F16 =Fq

³
a(r ) ; a(r +2)

´
= Pkr £ LBS( r )

F16 =Fq

³
a(r ) ; ~a(r +1)

´

£ Pkr +1 £ LBS( r +1)

F16 =Fq

³
a(r +1) ; ~a(r +2)

´
:

What we are interested in is k LBR( r +1) ±R( r )

F16 =Fq

¡
a(r ) ; a(r +1)

¢
k2

2 as this is a measureon
the e±cency of the chosenmask for generalizedlinear cryptanalysis. This is where
the generalizedpiling-up lemma becomesuseful. WhereasPkr +1 and Pkr cannot be
any permutation matrix, we will considerthat the Theorem 11 holds anyhow. Thus,
we will consider that:

k LBR( r +1) ±R( r )

F16 =Fq

³
a(r ) ; a(r +2)

´
k2

2

¼
1

q ¡ 1
k LBS( r )

F16 =Fq

³
a(r ) ; ~a(r +1)

´
k2

2 ¢k LBS( r +1)

F16 =Fq

³
a(r +1) ; ~a(r +2)

´
k2

2

7.2 Piling-up several rounds

Piling-up several rounds is just as easy as piling-up two rounds several times. In
order to apply generalizedlinear cryptanalysis, we need a good approximation on
the ¯rst 3 rounds of the cipher followed by the fourth round key. We simply denote
LBF16 =Fq

the corresponding bias matrix. We have:

LBF16 =Fq
(a; b) = Pk4 £ LBR(3) ±R(2) ±R(1)

F16 =Fq
(a; b)

= Pk4 £

Ã
3Y

r =1

LBR( r )

F16 =Fq

³
a(r ) ; a(r +1)

´
!

;

with a(1) = a and a(4) = b. Applying the piling-up lemma several times, we obtain:

60



k LBF16 =Fq
(a; b) k2

2 = k
3Y

r =1

LBR( r )

F16 =Fq

³
a(r ) ; a(r +1)

´
k2

2

= k
3Y

r =1

Pkr £ LBS( r )

F16 =Fq

³
a(r ) ; ~a(r +1)

´
k2

2

= k LBS(1)

F16 =Fq

³
a(1) ; ~a(2)

´

£
3Y

r =2

Pkr £ LBS( r )

F16 =Fq

³
a(r ) ; ~a(r +1)

´
k2

2

¼
µ

1
q ¡ 1

¶ 2 3Y

r =1

k LBS( r )

F16 =Fq

³
a(r ) ; ~a(r +1)

´
k2

2 :

Finally, with a(1) = a and a(4) = b:

k LB (a; b) k2
2 ¼

µ
1

q ¡ 1

¶ 2

k LBS(1)
³

a(1) ; ~a(2)
´

k2
2

¢k LBS(2)
³

a(2) ; ~a(3)
´

k2
2 ¢k LBS(3)

³
a(3) ; ~a(4)

´
k2

2 :

In the casewherewe can manageto have only oneactive substitution box per round,
this equation becomes:

k LB (a; b) k2
2 ¼

µ
1

q ¡ 1

¶ 2

k LBS1

³
a(1) ; ~a(2)

´
k2

2

¢k LBS2

³
a(2) ; ~a(3)

´
k2

2 ¢k LBS2

³
a(3) ; ~a(4)

´
k2

2 :

In the last equation we made a slight abuse of notation. When computing k
LBS1

¡
a(1) ; ~a(2)

¢
k2

2 for example, we only consider the two non zero coordinates of
a(1) and ~a(2) to obtain a mask on the active substitution box.

8 Finding the best path

We have to ¯nd a path, i.e. a sequenceof input/output masksa = a(1) ! a(2) !
a(3) ! a(4) = b such that the value of n(a; b) = k LBF16 =Fq

(a; b) k¡ 2
2 is minimum.

Finding such a sequenceis not a trivial problem. A possiblestrategy wasproposedby
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Matsui (see[Mat94b]) and then improved by Otha, Moriai and Aoki (see[OMA95]).
Their solution applies well to a cipher following a Feistel scheme, which is not the
casehere. Thus, we proposean alternativ e. Algorithm 8 gives an e±cient way to
¯nd the best possiblecharacteristic on our cipher.

Parameters: The number of rounds r tot . A list
³

n(1)
min ; : : : ; n( r tot )

min

´
, where all entry cor-

respond to the approximate number of queriesallowed for a particular round. An interval
length ±.

main():

1: for each a(1) do

2: call sub( 1)

3: end for

4: /* If this line is reach, no characteristic has beenfound */

5: Exit

sub( r ):

1: for each a( r +1) do

2: if n(a( r ) ; a( r +1) ) 2 [n( r )
min ; n( r )

min + ±[ then

3: if r = r tot then

4: Display
¡
a(1) ; a(2) ; : : : ; a( r )

¢
and

¡
n(a(1) ; a(2) ); : : : ; n(a( r ) ; a( r +1) )

¢
and Exit

5: else

6: call sub( r + 1)

7: end if

8: end if

9: end for

Algorithm 8: Finding the best characteristic

Remember that the objective is to ¯nd the characteristic such that the value ofQ r tot
r =1 n(a(r ) ; a(r +1) ) is minimal. Notice that on one round r , the number of ques-

tions n(a(r ) ; a(r +1) ) is always smaller than the minimum number of questionson one
substitution box (say nS-box). The key of this algorithm is to determine the initial
valuesn(1)

min ; : : : ; n(r )
min . Before we explain how to determine them, someclari¯cation

on the algorithm.

During the execution of sub(r) , we search for the output mask a(r +1) of round r .
The only masksthat areacceptedby the algorithm arethosesuch that n(a(r ) ; a(r +1) ) ¼
n(r )

min . If such a mask is accepted,then proceduresub is called recursively, unlessthe
searched mask was the last (i.e. we were looking for b) which implies that we found
the characteristic.

Here is how to choosen(1)
min ; : : : ; n(r )

min in order to ¯nd the best characteristic. First
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K 1

~K 2

~K 3

~K 4

S1 S1

S2 S2

S2 S2

a(1)
0a(1)

1a(1)
2a(1)

3

~a(2)
0~a(2)

1~a(2)
2~a(2)

3

a(1) = a

~a(2)

a(2)

a(2)
0a(2)

1a(2)
2a(2)

3

~a(3)
0~a(3)

1~a(3)
2~a(3)

3

a(2)

~a(3)

a(3)

a(3)

~a(4)

a(4) = b

a(3)
0a(3)

1a(3)
2a(3)

3

~a(4)
0~a(4)

1~a(4)
2~a(4)

3

Figure I I I.9: Path through the cipher
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we initialize each of thesevaluesto nS-box , the minimum number of questionson the
substitution box. The we start the algorithm. If it ¯nds a characteristic, we know
it is the best. If it doesnot, we must increment one of the n(i )

min 's in order to search
through di®erent branches. If the search succeeds,we know the characteristic is the
best as

Q r tot
r =1 n(a(r ) ; a(r +1) ) ¼

Q r tot
r =1 n(r )

min and as no characteristic can be found for

smaller valuesof the n(i )
min 's. If the search givesno result, we try all possiblepermu-

tations of the valuesof n(i )
min 's. If again, no result is found, we iterate. Algorithm 9

gives in a more formal way the method used to ¯nd the good initial values of the
n(i )

min 's.

Using this algorithm, we found the two following best paths:

² (0x0200, 0x4080) in F2 with n(a;b) ¼ 4750000. The path found is the following:

(a(1) ; a(2) ; a(3) ; a(4) ) = (0x0200; 0x0010; 0x0200; 0x4080) :

² (0x5000, 0x0004) in F4 with n(a;b) ¼
¡ 1

3

¢2 ¤ 3800¼ 422. The path found is
the following:

(a(1) ; a(2) ; a(3) ; a(4) ) = (0x5000; 0x0010; 0x0005; 0x0004) :

9 And what was that all about?

After the results we have just presented, we decidedto experiment our cryptanaly-
sis on the cipher. Unfortunately, linear cryptanalysis (as well classicas generalized)
in ine®ective in the present case. Concretely, independently of number of plain-
text/ciphertext couplesat our disposal, the rank of the good subkey in the sorted
list of all possiblesubkey for the last round is always too high (although it decreases
as the number of couples increases). It is thus necessaryto test un high num-
ber of wrong key before the good one is discovered. Even when using all possible
plaintext/ciphertext couples (i.e. 216 couples), the good subkey is not necessar-
ily at the ¯rst position, which meansthat the cryptanalysis is not better than an
exhaustive key search. These bad results are due to the excellent quality of AES
substitution boxes against linear cryptanalysis and to the low number of possible
plaintext/ciphertext couplesat our disposal.

Can we concludethat our generalization of linear cryptanalysis is useless? When a
cipher is strong against linear cryptanalysis, is it automatically strong against our
generalization ? In the next section we investigate both questions.

10 On the limitations of this generalization

In this section, we prove a result that seemsto show that somehow, the power of
generalizedcryptanalysis (as we de¯ned it) is limited when the power of classical
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find initial values():

1: A Ã ((nS-box ; : : : ; nS-box ))

2: B Ã ;

3: do

4: for each element
³

n(1)
min ; : : : ; n( r tot )

min

´
2 A do

5: for each permutation ¾of the set f 1; 2; : : : ; r tot g do

6: if
³

n(¾(1))
min ; : : : ; n(¾(r tot ))

min

´
=2 B then

7: B Ã B [
³

n(¾(1))
min ; : : : ; n(¾(r tot ))

min

´

8: end if

9: end for

10: end for

11: for each element
³

n(1)
min ; : : : ; n( r tot )

min

´
2 B do

12: Search of a characteristic with initial values
³

n(¾(1))
min ; : : : ; n(¾(r tot ))

min

´

13: end for

14: A Ã next set( A )

15: B Ã ;

16: while no characteristic has beenfound

next set( A ):

1: for each element
³

n(1)
min ; : : : ; n( r tot )

min

´
2 A do

2: A Ã A n
³

n(1)
min ; : : : ; n( r tot )

min

´

3: for each i 2 f 1; : : : ; r tot ¡ 1g do

4: if n( i )
min + ± · n( i +1)

min do

5: A Ã A [
³

n(1)
min ; : : : ; n( i )

min + ±; n( i +1)
min ; : : : ; n( r tot )

min

´

6: end if

7: Sort A by increasingvalue of
Q r tot

i =1 n( i )
min

8: end for

9: end for

Algorithm 9: Finding the best initial valuesfor the search for the best character-
istic
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linear cryptanalysis is limited.

Theorem 15. Consider a permutation C over f 0; 1gn . Let LT C
F2m =F2n (a; b) be the

transition matrix de¯ned by
h
LT C

F2m =F2n (a; b)
i

x;y
= PrZ 2 F2m

£
TrF2m =F2n (bC(Z )) = y j TrF2m =F2n (aZ) = x

¤

such that n > 1 and such that n divides m. Let ²x;y be the x; y entry of the cor-
responding bias matrix. If there exists some B > 0 such that for all a; b 2 F¤

2 we
have ¡

2PrZ 2 F2m

£
TrF2m =F2 (aZ) = TrF2m =F2 (bC(Z ))

¤
¡ 1

¢2 · B (I I I.5)

then X

x;y 2 F2n

²2
x;y · 22nB :

Proof. If equation (I I I.5) is true, we also have:

¡
2PrZ 2 F2m

£
TrF2m =F2 (®aZ) = TrF2m =F2 (¯ bC(Z ))

¤
¡ 1

¢2 · B

for all ®; ¯ 2 F2n . Using the transitivit y of the trace (seeTheorem 9), this implies:

¡
2PrZ 2 F2m

£
TrF2n =F2

¡
TrF2m =F2n (®aZ)

¢
= TrF2n =F2

¡
TrF2m =F2n (¯ bC(Z ))

¢¤
¡ 1

¢2 · B

Using Theorem 8, as ® and ¯ are elements of F2n , we have:

¡
2PrZ 2 F2m

£
TrF2n =F2

¡
®TrF2m =F2n (aZ)

¢
= TrF2n =F2

¡
¯ TrF2m =F2n (bC(Z ))

¢¤
¡ 1

¢2 · B

Considering the probabilistic part of the last equation, we have:

PrZ 2 F2m

£
TrF2n =F2

¡
®TrF2m =F2n (aZ)

¢
= TrF2n =F2

¡
¯ TrF2m =F2n (bC(Z ))

¢¤

=
X

z2 F2m

1TrF2n =F2 (®TrF2m =F2n (az))= TrF2n =F2 (¯ TrF2m =F2n (bC(z)) )Pr [Z = z]

=
1

2m

X

z2 F2m

X

x;y 2 F2n

1TrF2n =F2
(®x)= TrF2n =F2

(¯ y) 1 x= TrF2m =F2n (az)
y= TrF2m =F2n (bC(z))

=
1

2m

X

x;y 2 F2n

1TrF2n =F2
(®x)= TrF2n =F2

(¯ y)

X

z2 F2m

1 x= TrF2m =F2n (az)
y= TrF2m =F2n (bC(z))

Noticing that

PrZ 2 F2m

£
TrF2m =F2n (bC(Z )) = y; TrF2m =F2n (aZ) = x

¤
=

1
2m

X

z2 F2m

1 x= TrF2m =F2n (az)
y= TrF2m =F2n (bC(z))
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we have:

PrZ 2 F2m

£
TrF2n =F2

¡
®TrF2m =F2n (aZ)

¢
= TrF2n =F2

¡
¯ TrF2m =F2n (bC(Z ))

¢¤

=
1
2n

X

x;y 2 F2n

1TrF2n =F2
(®x)= TrF2n =F2

(¯ y)

h
LT C

F2m =F2n (a; b)
i

x;y

Going back to the initial expression,we thus obtain:

0

@ 2
2n

X

x;y 2 F2n

1TrF2n =F2
(®x)= TrF2n =F2

(¯ y)

h
LT C

F2m =F2n (a; b)
i

x;y
¡ 1

1

A

2

· B (I I I.6)

Noticing that

1i = j =
(¡ 1)i + j + 1

2
for i; j 2 F2 we can compute the preceedingsum:

X

x;y 2 F2n

1TrF2n =F2
(®x)= TrF2n =F2

(¯ y)

h
LT C

F2m =F2n (a; b)
i

x;y

=
X

x;y 2 F2n

1
2

³
(¡ 1)TrF2n =F2

(®x)+ TrF2n =F2
(¯ y) + 1

´ h
LT C

F2m =F2n (a; b)
i

x;y

=
1
2

X

x;y 2 F2n

(¡ 1)TrF2n =F2
(®x)+ TrF2n =F2

(¯ y)
h
LT C

F2m =F2n (a; b)
i

x;y
+

2n

2

Considering the last equality and equation (I I I.6), we obtain:

0

@ 1
2n

X

x;y 2 F2n

(¡ 1)TrF2n =F2
(®x)+ TrF2n =F2

(¯ y)
h
LT C

F2m =F2n (a; b)
i

x;y

1

A

2

· B (I I I.7)

We can develop the left term of equation (I I I.7) (remember that + and ¡ are equiv-
alent in F2):
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0

@ 1
2n

X

x;y 2 F2n

(¡ 1)TrF2n =F2
(®x)+ TrF2n =F2

(¯ y)
h
LT C

F2m =F2n (a; b)
i

x;y

1

A

2

=
1

22n

X

x;y 2 F2n

X

x0;y02 F2n

(¡ 1)TrF2n =F2
(®x)+ TrF2n =F2

(¯ y) (¡ 1)TrF2n =F2
(®x0)+ TrF2n =F2

(¯ y0)

h
LT C

F2m =F2n (a; b)
i

x;y

h
LT C

F2m =F2n (a; b)
i

x0;y0

=
1

22n

X

x;y 2 F2n

X

x0;y02 F2n

(¡ 1)TrF2n =F2
(®x)+ TrF2n =F2

(¯ y)¡ TrF2n =F2
(®x0)¡ TrF2n =F2

(¯ y0)

h
LT C

F2m =F2n (a; b)
i

x;y

h
LT C

F2m =F2n (a; b)
i

x0;y0

=
1

22n

X

x;y 2 F2n

X

x0;y02 F2n

(¡ 1)TrF2n =F2
(®(x¡ x0))+ TrF2n =F2

(¯ (y¡ y0))

h
LT C

F2m =F2n (a; b)
i

x;y

h
LT C

F2m =F2n (a; b)
i

x0;y0

We can notice that:

X

®;¯ 2 F2n

(¡ 1)TrF2n =F2
(®(x¡ x0)) + TrF2n =F2

(¯ (y¡ y0)) =

(
22n when x = x0 and y = y0

0 otherwise.

So that:

X

®;¯ 2 F2n

0

@ 1
2n

X

x;y 2 F2n

(¡ 1)TrF2n =F2
(®x)+ TrF2n =F2

(¯ y)
h
LT C

F2m =F2n (a; b)
i

x;y

1

A

2

=
X

x;y 2 F2n

h
LT C

F2m =F2n (a; b)
i 2

x;y

The last equality and equation (I I I.7) give:

X

x;y 2 F2n

h
LT C

F2m =F2n (a; b)
i 2

x;y
· 22nB (I I I.8)

We are almost done. We have:
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X

x;y 2 F2n

²2
x;y

=
X

x;y 2 F2n

µ h
LT C

F2m =F2n (a; b)
i

x;y
¡

1
2n

¶ 2

=
X

x;y 2 F2n

h
LT C

F2m =F2n (a; b)
i 2

x;y
¡

2
2n

X

x;y 2 F2n

h
LT C

F2m =F2n (a; b)
i

x;y
+

X

x;y 2 F2n

1
22n

=
X

x;y 2 F2n

h
LT C

F2m =F2n (a; b)
i 2

x;y
¡ 1

Using equation (I I I.8) we obtain:

X

x;y 2 F2n

²2
x;y · 22nB

which ¯nishes this (long) proof.

The preceedingtheorem proves that when a cipher is strong against linear crypt-
analysis, that is when the value of

¡
2PrZ 2 F2m

£
TrF2m =F2 (aZ) = TrF2m =F2 (bC(Z ))

¤
¡ 1

¢2

is low, it makessure that the value of

X

x;y 2 F2n

²2
x;y

is also relatively low. Given the de¯nition of the transition matrices used in this
study (seeChapter I I, De¯nition 11), this alsomeansthat the cipher is strong against
generalizedcryptanalysis (but to a lesserextent). But the range of application of
Theorem 15 is limited to this particular de¯nition. It would be su±cient to de¯ne
the transition matrices in someother way in order to leave its rangeof applicabilit y.
In the next chapter we give an exampleof such transition matrices.
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Chapter IV

Further impro vements and
Conclusion

1 On the univ ersalit y of our generalization

1.1 A new kind of transition matrices

At the beginning of chapter I I we decideto usespeci¯c typesof transition matrices
(although someof the results of the chapter hold of any kind of transition matrices).
Namely we de¯ned q £ q transition matrices in the following way:

h
LT f

Fqm =Fq
(a; b)

i

i;j
= PrX 2 Fqm

h
TrFqm =Fq (bf (X )) = j jTrFqm =Fq (aX ) = i

i
;

where f is function over Fqm and a;b are elements of F¤
qm . This choice,although not

completely arbitrary , can be changedby somethingmore appropriate. For example,
an easyway to eliminate the problem of the limitation proved in Theorem 15 is to
make useof what we call di®erential linear transition matrices:

h
¢ LT f

Fqm =Fq

i

i;j
= PrX 1 ;X 2 2 Fqm [Ã(Y2 © Y1) = j j Á(X 2 © X 1) = i ] ;

where Ã and Á are linear functions from Fqm onto Fq, where Yi = f (X i ) and where
the X i 's independent and uniformly distributed. We consider the con¯guration
represented on Figure IV.1.
We have:

Yi = f (X i ) = C(X i © K )

where K represent a ¯xed subkey, and C a ¯xed permutation over Fqm . In order to
simplify notations, we can consider that Á = Ã. Typically, f represents a round a
block cipher. We can easily prove that di®erential linear transition matrix doesnot
depend on K :

X 2 © X 1 = (U2 © K ) © (U1 © K )

= U2 © U1 :
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C

K

Y1 ; Y2

X 1 ; X 2

U1 ; U2

Figure IV.1: Application of di®erential linear transition matrices

Thus:

h
¢ LT f

Fqm =Fq

i

i;j
= PrX 1 ;X 2 2 Fqm [Ã(Y2 © Y1) = j j Ã(U2 © U1) = i ]

=
h
¢ LT C

Fqm =Fq

i

i;j
:

Weseethat the subkeyswill bediscardedin the computation of the di®erential linear
transition matrix of one round, which will thus only depend on the permutation C.
Consider two rounds represented on Figure IV.2.
We have:

h
¢ LT R(2) ±R(1)

Fqm =Fq

i

i;j
= PrX 1 ;X 2 [Ã(Y2 © Y1) = j j Ã(X 2 © X 1) = i ]

= q PrX 1 ;X 2 [Ã(Y2 © Y1) = j ; Ã(X 2 © X 1) = i ]

=
X

k2 Fq

PrX 1 ;X 2 [Ã(Y2 © Y1) = j ; Ã(X 2 © X 1) = i j Ã(Z2 © Z1) = k]

We supposethat the chain Ã(X 2 © X 1) ! Ã(Z2 © Z1) ! Ã(Y2 © Y1) is a Markov
chain (just as we did in chapter I I, Property 1), we obtain:
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C

X 1 ; X 2

K (1)

K (2)

C

Y1 ; Y2

Z1 ; Z2

Figure IV.2: Di®erential linear transition matrix on two rounds

h
¢ LT R(2) ±R(1)

Fqm =Fq

i

i;j
=

X

k2 Fq

Pr [Ã(Y2 © Y1) = j j Ã(Z2 © Z1) = k]

Pr [Ã(X 2 © X 1) = i j Ã(Z2 © Z1) = k]

=
X

k2 Fq

Pr [Ã(Y2 © Y1) = j j Ã(Z2 © Z1) = k]

Pr [Ã(Z2 © Z1) = k j Ã(X 2 © X 1) = i ]

=
X

k2 Fq

h
¢ LT R(2)

Fqm =Fq

i

k;j

h
¢ LT R(1)

Fqm =Fq

i

i;k

And thus:

¢ LT R(2) ±R(1)

Fqm =Fq
= ¢ LT R(1)

Fqm =Fq
£ ¢ LT R(2)

Fqm =Fq
:

As we know that the di®erential linear transition matrix on one round does only
depend on C, we obtain:

¢ LT R(2) ±R(1)

Fqm =Fq
=

³
¢ LT C

Fqm =Fq

´ 2
: (IV.1)

Since the ¯rst chapter, we know that the e±ciency of such a transition matrix is
given by the norm of the corresponding bias matrix. We have:
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k ¢ LBR(2) ±R(1)

Fqm =Fq
k2 = k ¢ LT R(2) ±R(1)

Fqm =Fq
¡ U k2

= k
³

¢ LT C
Fqm =Fq

´ 2
¡ U k2

= k
³

¢ LT C
Fqm =Fq

¡ U
´ 2

k2

= k
³

¢ LBC
Fqm =Fq

´ 2
k2 ;

using Property 4.

We seethat the transition matrix on several rounds doesnot depend on the subkeys,
which is a good thing asthe matrix wewant to obtain shouldwork with just the same
e±ciency regardlessof the key that was usedto crypt the plaintexts. Nevertheless,
we still need a generalization of the piling-up lemma here, as we did not express
the norm of the bias matrix on several rounds in function of the norm of the bias
matrices of each individual round.

1.2 Some in teresting prop erties

Going back on the de¯nitions of the transition matricesLT and ¢ LT , wewill consider
in this paragraph that

h
LT C

Fqm =Fq
(a; b)

i

i;j
= PrX 2 Fqm [Tr (bC(X )) = j jTr (aX ) = i ] ;

and that

h
¢ LT C

Fqm =Fq
(a; b)

i

i;j
= PrX 1 ;X 2 2 Fqm [Tr (b(Y2 © Y1)) = j j Tr (a(X 2 © X 1)) = i ] ;

with the usual notations. In other words we consider that Á and Ã correspond to
the trace function. In this particular case,someinteresting properties can be found.

Prop ert y 8. For i; j 2 Fq we have:

h
¢ LT C

Fqm =Fq
(a; b)

i

i;j
=

1
q

X

l ;k2 Fq

h
LT C

Fqm =Fq
(a; b)

i

l ;k

h
LT C

Fqm =Fq
(a; b)

i

l+ i;k + j

Proof. In order to simplify notations, wesimply write ¢ LT insteadof ¢ LT C
Fqm =Fq

(a; b)

and LT instead of LT C
Fqm =Fq

(a; b). We also drop the subscript on the trace function.
We have:
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[¢ LT ]i;j

= q Pr [Tr (b(Y2 © Y1)) = j ; Tr (a(X 2 © X 1)) = i ]

=
X

l2 Fq

Pr [Tr (b(Y2 © Y1)) = j ; Tr (a(X 2 © X 1)) = i j Tr (X 1) = l ]

= q
X

l2 Fq

Pr [Tr (b(Y2 © Y1)) = j ; Tr (a(X 2 © X 1)) = i ; Tr (aX 1) = l ]

=
X

l ;k2 Fq

Pr [Tr (b(Y2 © Y1)) = j ; Tr (a(X 2 © X 1)) = i ;

Tr (aX 1) = l j Tr (bY1) = k]

= q
X

l ;k2 Fq

Pr [Tr (bY2) = k + j ; Tr (aX 2) = l + i ;

Tr (aX 1) = l ; Tr (bY1) = k]

=
1
q

X

l ;k2 Fq

Pr [Tr (bY1) = k j Tr (aX 1) = l ]

Pr [Tr (bY2) = k + j j Tr (aX 2) = l + i ]

which concludesthe proof.

An another interesting remark is the following:

Prop ert y 9. We the usual notations, we have:

k ¢ LBC
Fqm =Fq

(a; b) k2 · k LT C
Fqm =Fq

(a; b) k2
2 :

Proof. As in the precedent proof, we decideto simplify the notations. Using Prop-
erty 8 we obtain:

[¢ LB ]i;j = [¢ LT ]i;j ¡
1
q

=
1
q

X

l ;k

µ
[LT ]l ;k [LT ]l+ i;k + j ¡

1
q2

¶
:

Thus:
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q2 k ¢ LB k2
2 =

X

i;j

0

@
X

l ;k

µ
[LT ]l ;k [LT ]l+ i;k + j ¡

1
q2

¶
1

A

2

=
X

i;j

X

l ;k

X

l0;k0

µ
[LT ]l ;k [LT ]l+ i;k + j ¡

1
q2

¶ µ
[LT ]l0;k0 [LT ]l0+ i;k 0+ j ¡

1
q2

¶

=
X

i;j

X

l ;k

X

l0;k0

[LT ]l ;k [LT ]l+ i;k + j [LT ]l0;k0 [LT ]l0+ i;k 0+ j ¡ q2 (IV.2)

We also have:

X

l ;k

[LT ]l ;k [LT ]l+ i;k + j ¡
1
2

k LT k2
2=

1
2

X

l ;k

³
2 [LT ]l ;k [LT ]l+ i;k + j ¡ [LT ]2l ;k

´
(IV.3)

As

0 ¸
³

[LT ]l ;k ¡ [LT ]l+ i;k + j

´ 2
= [LT ]2l ;k ¡ 2 [LT ]l ;k [LT ]l+ i;k + j + [LT ]2l+ i;k + j ;

equation (IV.3) becomes:

X

l ;k

[LT ]l ;k [LT ]l+ i;k + j ¡
1
2

k LT k2
2 ¸

1
2

X

l ;k

[LT ]2l+ i;k + j

=
1
2

k LT k2
2

and thus:

X

l ;k

[LT ]l ;k [LT ]l+ i;k + j ¸ k LT k2
2 : (IV.4)

From equations (IV.2) and (IV.4) we obtain:

q2 k ¢ LB k2
2 · q2 k LT k4

2 ¡ q2

· q2 k LT k4
2

which concludesthe proof.

We have to admit that those results, apart from making the link between two the-
ories, are not very useful when comesthe time of cryptanalysis. But they may be
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a start for ¯nding sometheory that (for example) would make use of both de¯ni-
tions in order to generalizethe piling-up lemma. The aim was also to show that the
transition matrices we de¯ned in Chapter I I are not unique, and can be replacedan
another type of transition matrices.

Finding the best type of transition matrix for a particular cipher is the starting
point for studies of great interest !

2 Conclusion

In this diploma work, we exposeseveral ideasthat generalizeMatsui's linear crypt-
analysis. Whether somegeneralizationshad already been done, none of them pro-
posed a way to widen the spacecardinal of the linear expressions,which is our
proposal. Following this idea we replace linear expressionsby linear transition ma-
trices. A critical measureon linear expressionis the notion of bias. The study on
distinguishers we make in chapter I allows us to extend it, giving a similar measure
on transition matrices. All the results given in chapter I and some results given
in chapter I I are true regardlessthe exact de¯nition of the transition matrix (see
section 1 for more details). The only assumption is that the matrices are transition
matrices (i.e. that their lines and columns sum to 1).

From that point, we made the choice of restricting the study to speci¯c types of
transition matrices. More precisely, we de¯ned a speci¯c type of transition matrices
using the trace operator on ¯nite ¯elds. This operator is an elegant way to generalize
the notion of scalar product. Still in chapter I I we tried to generalizeone of the
central notions of linear cryptanalysis, the piling-up lemma. The generalization we
proposeis of courselinked to the exact de¯nition of the transition matrices we are
using and thus to the trace function.

Finally, in chapter I I I, we usethe tools of the past chapters to cryptanalyze a simple
cipher. We show how to ¯nd a transition matrix on several rounds of the cipher,
given the transition matrices on the individual rounds, using the generalization of
the piling-up lemma. We also take a look at an another complex problem faced by
the cryptanalyst, namely how to ¯nd the transition matrices on individual rounds
such that a transition matrix on several rounds can indeed be derived.

The theory we have presented here is general enough to open new doors on very
exciting future work. We give someexamplesin the present chapter . . .
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