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Presentation of the cipher (1)

Presentation based on a symmetric-k ey blo ck cipher .
Inspired from a tuto rial from Howard M. Heys.
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Presentation

of the cipher (1)

Presentation

Inspired from a tuto rial from Howard M. Heys.

based on a symmetric-k ey block cipher .

Invertible function, mapping a 16-bits plaintext block P to a 16-bits
ciphertext block C.
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Presentation of the cipher (1)

Presentation based on a symmetric-k ey blo ck cipher .
Inspired from a tuto rial from Howard M. Heys.

Invertible function, mapping a 16-bits plaintext block P to a 16-bits
ciphertext block C.

Our block cipher is a simple SPN, made of 3 identical rounds , follo wed
by an additional round .
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Presentation of the cipher (2)

One round of the cipher:
2 Key-xo0 ring

2 Substitution-b  ox (from AES)

2 Permutation

— )
LAZELD A generalization of Linear Cryptanalysis -(H-

4



Presentation

of the cipher (3)

Key xoring :

Xi5 X4 Xo

Yis Y14 Yo

A generalization of Linear Cryptanalysis
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Presentation of the cipher (4)

Substitution BoX:
Permutation applied to one byte.

Ox00 jiii iSi ij! 0x63
0x01 iiiiiSiii! Ox7c

Oxff  jiiiiiiil Ox16
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Presentation  of the cipher (4)

Substitution BoX:
Permutation applied to one byte.

S

Ox00 jiiiiiii!
S

Ox01 jiiiiiii!
| S

Oxff  fiiiiiii!

This is the only non-linea r transfo rmation of the round.

0x63
Ox7c

Ox16
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Presentation of the cipher (5)

b SO A A
| K® |
0 A

S S
Y@ = x@
| K® |
N A O I I
S S
Y@ = x@
| KO |
N A O I I
S S
Yy® = x@
| K® |
z TT T T T T T T T T T T T[]
S S
N A Y I I
| K® |
T A O O
— )
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Linea r Cryptanalysis  of the cipher

(1)

(Sho rt) Histo rical review:

2 Linear cryptanalysis is a statistical attack presented in 1993 by
Matsui.
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Linea r Cryptanalysis  of the cipher (1)

(Sho rt) Histo rical review:

2 Linear cryptanalysis is a statistical attack presented in 1993 by
Matsui.

2 It iIs a known-plaintext attack:

The cryptanalyst has access to the ciphertext of several
messages, and to the plaintext of those messages.

— L : . (s
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Linea r Cryptanalysis  of the cipher (1)

(Sho rt) Histo rical review:

2 Linear cryptanalysis is a statistical attack presented in 1993 by
Matsui.

2 It iIs a known-plaintext attack:

The cryptanalyst has access to the ciphertext of several
messages, and to the plaintext of those messages.

2 Re ned version in 1994 which allowed to break DES.
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Linea r Cryptanalysis  of the cipher (1)

(Sho rt) Histo rical review:

2

Linear cryptanalysis Is a statistical attack presented in 1993 by
Matsui.

It iIs a known-plaintext attack:

The cryptanalyst has access to the ciphertext of several
messages, and to the plaintext of those messages.

Re ned version in 1994 which allowed to break DES.

Statistical part optimized by Pascal Junod and Serge Vaudenay
In 2003.

L (il
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Linea r Cryptanalysis  of the cipher (2) - First phase

Objective Find an linear expression that approximates 3 rounds of
the cipher.
LAZELD A generalization of Linear Cryptanalysis M
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Linea r Cryptanalysis  of the cipher (2) - First phase

Objective : Find an linear expression that approximates 3 rounds of
the cipher.
0 1 0 1
ag bo
_ _ B a1 _ B b
2¢h © |bgZ = 0 a-%:E b-%}%
one bit one bit ' '
ai5 b5

with a; 2 f0;1g and by 2 f0;1g for all 1;].

The operator ¢is the inner-dot product:

atP = agPy© a;P; © ¢¢¢O a5P15

— L : . ICPA
LAZELD A generalization of Linear Cryptanalysis R



Linea r Cryptanalysis

of the cipher (3) - First phase

Objective : Find an e®ective linear expression that approximates 3

rounds of the cipher.

L : : A
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Linea r Cryptanalysis  of the cipher (3) - First phase

Objective : Find an e®ective linear expression that approximates 3
rounds of the cipher.

2¢h © |bgz =0

one bit one bit

If the linear expression holds with probabilit y p, the value
&
Pi 5

must be far from 0. This is the bias of the linear expression.

— L : . (A
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Linea r Cryptanalysis  of the cipher (4) - First

phase

Question

How do we nd such an expression ?

A generalization of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (4) - First phase

Question : How do we nd such an expression ?

Non-linea r transfo rmations of the cipher: the substitution

Uz Us Us Uy Uz U U Uy

N N O N O I

o

ViioVe V5 Vi V3 Vo Vi W

Find a linear expression a¢U © b ¢V = 0 on the S-box,
with a large bias.

boxes.

LAZELD A generalization of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (5) - First phase
Example:

Uy Us Us Us Us Up Uy Us

N I N O T A

S

o

Vi Ve Vs Vi Va Vo Vi W

U]_ © U5 © V3 =0
LAZELD A generalization of Linear Cryptanalysis M
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Linea r Cryptanalysis  of the cipher (5) - First phase

Example:

Uz Us Us Us Uz Uz Up Uy

Vi Ve Vs Vo Va Vo Vi W

U1©U5©V3: o)

Set cto 0. For every input U, increment c if the equation holds.
C

p:2—8

The equation Iis e®ective if 2= pj % Is far from O.

— )
LAZELD A generalization of Linear Cryptanalysis M
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Linea r Cryptanalysis  of the cipher (6) - First phase

Supp ose that the follo wing equations have a large bias:

U ©Ug©V3 = 0 21
Ui ©Vis = 0 22

Uis Uwg Uz Uz Un Uy Ug Ug U; Us Us Us Uz U Ui U

Vis Vig Viz Vip Viu Vig Vo V& V2 Ve Vo5 Vi Va Vo Vi Vg

How do we nd an expression on the whole S-box layer ?

PR
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Linea r Cryptanalysis  of the cipher (6) - First phase

Supp ose that the follo wing equations have a large bias:

U ©Ug©V3 = 0 21
Ui ©Vis = 0 22

Uis Uwg Uz Uz Un Uy Ug Ug U; Us Us Us Uz U Ui U

Vis Vig Viz Vip Viu Vig Vo V& V2 Ve Vo5 Vi Va Vo Vi Vg

How do we nd an expression on the whole S-box layer ?

Using the piling-up lemma .

PR
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Linea r Cryptanalysis  of the cipher (7) - First phase

U1©U5©V3 = 0 21
Ui ©Vis = 0 ?2

— L : . L (Ol
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Linea r Cryptanalysis  of the cipher (7) - First phase

Uy © Us © V4
Uip ©Vis = 0 22

I
o
N

=

Then bias of

U ©Us© U1 ©V30© V15 = 0

2 = 2242,

LAZELD A generalization of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (7) - First phase

Uy © Us © V4
Uip ©Vis = 0 22

I
o
N

=

Then bias of
U ©Us© U1 ©V30© V15 = 0

2 = 2242,

We know how to nd e®ective linear expressions on the S-box layer.

LAZELD A generalization of Linear Cryptanalysis e



Linea r Cryptanalysis  of the cipher (8) - First phase
Going through the permutation is easy. ..
U12 U5 Ul
N S S s O
S S
A%
Y
Yis Y12

U1©U5©U12©V3©V15: 0
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Linea r Cryptanalysis  of the cipher (8) - First phase
Going through the permutation is easy. ..
U12 U5 Ul
N S S s O
S S
A%
Y
Yis Y12

U1©U5©U12©V3©V15 =0
becomes

U1©U5©U12©Y12©Y15: 0)

LAZELD A generalization of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (9) - First phase

Going through the subkey layer. ..

Xlz X5 Xl
N S s s A NS '«
K
N I I e ¢
S S
v
Y
Yis Y12
— L : . (A
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Linea r Cryptanalysis  of the cipher (9) - First phase

Going through the subkey layer. ..

Xlz X5 Xl
N S N O A
K
N N O I e
S S
vV
Y
Yis Y12

U1©U5©U12©Y12©Y15:O 2

)

X1©X5©X12©Y12©Y15: K1©K5©K12

2

A generalization of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (9) - First phase
Going through the subkey layer. ..
Xlz X5 Xl
N T S B I L x
K
L PPl L U
S S
v
Y
Yis Y12

U1©U5©U12©Y12©Y15: 0

)
)

as2= Ppj 3= (1ipPisz:

X10© X50© X12 © Y12 © Yqg
X1©X5®© X120 Yo © Yis

2

Ki{©Ks©K 1y
0 2

2

A generalization of Linear Cryptanalysis
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Linea r Cryptanalysis

of the cipher (10)

- First phase

X (1)

vy@D = x@
Y@ = x0
Y@ = x@

z

K(‘l) \
I O [T T T
s ° a® ¢PODBW ¢YD = 0 O
K \:
I O [T T 1]
s S a® ¢X® ©b?® ¢Y® = 0 @
K® \:
I O [T T 1]
s s a® ¢X® ©b® ¢Y® = 0 ®
K @ \4
I O [T T T
S S

A generalization

of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (11) - First phase

if b1 = a® and b@ = a® we can add the 3 linear equations:

al) ¢cPob® ¢y ® = 0

LAZELD A generalization of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (11) - First phase

if b1 = a® and b@ = a® we can add the 3 linear equations:
al) ¢Ppob® ¢y ® = g
Using the piling-up lemma

2 = 4 2(1) 2(2) 2(3)

LAZELD A generalization of Linear Cryptanalysis

PR

ooooooooooooooooo
F D RALE DE LAUSANNE

18-a



Linea r Cryptanalysis  of the cipher (11) - First phase

if b1 = a® and b@ = a® we can add the 3 linear equations:

al) ¢Pob® ¢y ® = ¢
Using the piling-up lemma
2 = 4 2(1) 2(2) 2(3)

Going through K®)  we Tnally obtain an expression like:

atPoOb¢zZ=0

with a large bias 2.

LAZELD A generalization of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (12) - Second phase

P
N T O O By
P11 Pz Ps
First three rounds P.OP,©P;,© Z:0 Zs = 0 c
Zs s
N N O
S S

N N ) O I O
| K®  ceeeeeeee KO

B B
C

— )
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Linea r Cryptanalysis  of the cipher (12) - Second phase

P
N T O O By
P11 Pz Ps
First three rounds P.OP,©P;,© Z:0 Zs = 0
Zs s
N N O
S S

N N ) O I O
| K®  ceeeeeeee KO

B B
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Linea r Cryptanalysis  of the cipher (12) - Second phase

P
N T O O By
P11 Pz Ps
First three rounds P.OP,©P;,© Z:0 Zs = 0 c
Zs s
N N O
S S

N N ) O I O
| K®  ceeeeeeee KO

B B

C
For every possible K§5);:::;Kc(,5) do
2. Set cto 0. For every (P;C, compute Z and increment c if equation holds.
— )
LAZELD A generalization of Linear Cryptanalysis M
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Linea r Cryptanalysis  of the cipher (12) - Second phase

P
N T O O By
P11 Pz Ps
First three rounds P.OP,©P;,© Z:0 Zs = 0 c
Zs s
N N O
S S

N N ) O I O
| K®  ceeeeeeee KO

B B

C
For every possible K§5);:::;Ké5) do
2. Set cto 0. _ For every (P;C), compute Z and increment c if equation holds.
2 — ¢ 1
K® . K® = 5732
— )
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Linea r Cryptanalysis  of the cipher (12) - Second phase

P
N T O O By
P11 Pz Ps
First three rounds P.OP,©P;,© Z:0 Zs = 0 c
Zs s
N N O
S S

N N N O
K®  ceeeeeeee KO

B B

C
1: For every possible K§5);:::;K65) do
2. Set cto 0. _ For every (P;C), compute Z and increment c if equation holds.
3 ke k0T 573
4: Output the subkey bits corresponding to the largest bias.
LAZEL A generalization of Linear Cryptanalysis .
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Linea r Cryptanalysis

of the cipher (14) - Recap'

Linear cryptanalysis

In two phases:

1. Find an e®ective linear expression

2. Find the last subkey bits

A generalization

of Linear Cryptanalysis
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Linea r Cryptanalysis  of the cipher (14) - Recap'

Linear cryptanalysis in two phases:

1. Find an e®ective linear expression

2 A Generalise linear expression
2 A Generalise bias

~

2 A Generalise piling-up lemma

2. Find the last subkey bits

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e
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Generalization of critical notions (1) - linea r exp ressions

We will can consider a;P;b:C;Z:::: as elements of the nite eld F>16.

— )
LAZELD A generalization of Linear Cryptanalysis M
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Generalization of critical notions (1) - linea r exp ressions

We will can consider a;P;b:C;Z:::: as elements of the nite eld F>16.

The trace function de nes a linear mapping from F,16 onto one of its
sub elds. (e.g. F»):
Tr © Fae i! ko
X 71 Tr(X)

— L : . L (Ol
LAZELD A generalization of Linear Cryptanalysis e
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Generalization of critical notions (1) - linea r exp ressions

We will can consider a;P;b:C;Z:::: as elements of the nite eld F>16.

The trace function de nes a linear mapping from F,16 onto one of its
sub elds. (e.g. F»):

Tr © Fue ! ko
X 71 Tr(X)

W e can replace the inner-dot product by the trace function:

atP A Tr(aP)

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e
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Generalization of critical notions (1) - linea r exp ressions

We will can consider a;P;b:C;Z:::: as elements of the nite eld F>16.

The trace function de nes a linear mapping from F,16 onto one of its
sub elds. (e.g. F»):

Tr © Fue ! ko
X 71 Tr(X)

W e can replace the inner-dot product by the trace function:
atP A Tr(aP)
A linear expression becomes:

atPob¢z=0 A Tr(aP©bzZ)= 0

— )
LAZELD A generalization of Linear Cryptanalysis M
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Generalization of critical notions (2) - linea r exp ressions

W e denoted p the probabilit y that

atP©b¢z=0
holds. We now denote p the probabilit y that

Tr(aP©bz) =0
holds.

LAZELD A generalization of Linear Cryptanalysis
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Generalization of critical notions (2) - linea r exp ressions

W e denoted p the probabilit y that

atPoOb¢zZ=0
holds. We now denote p the probabilit y that
Tr(aP©bz)=0

holds.
It can be shown that;

p= Pr[Tr(bZz)=0jTr(aP) = 0] :

LAZELD A generalization of Linear Cryptanalysis
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Generalization of critical notions (2) - linea r exp ressions

W e denoted p the probabilit y that
atPO©bc¢z=0

holds. We now denote p the probabilit y that
Tr(aP©bz)=0

holds.
It can be shown that;

p= Pr[Tr(bZz)=0jTr(aP) = 0] :

We de ne a linear transition matrix :
A !

1.
LT (a;b) = 1ipp 'pp

which can replace linear expression.

LAZELD A generalization of Linear Cryptanalysis
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Generalization of critical notions (3) - bias

Bias matrix associated to the transition matrix:

A ! A !
iy oy, 1=2 1=2 _ " ;"
LB (a;b) = LT (a;b) 1=2 1=2 ~ " o

where the bias of the (old) linear expressions is 2 = |"j.

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e
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Generalization of critical notions (3) - bias

Bias matrix associated to the transition matrix:
A ! A !
1=2 1=2 _ " j"

LB (a;b) = LT (a;b) | 1=2 1=2 ~ v =

where the bias of the (old) linear expressions is 2 = |"j.

A linear expression is e®ective if its bias

S e
2 — —p -—
- |
2
Is large.
— )
LAZELD A generalization of Linear Cryptanalysis M
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Generalization of critical notions (3) - bias

Bias matrix associated to the transition matrix:
A ! A !
1=2 1=2 _ " j"

LB (a;b) = LT (a;b) | 1=2 1=2 ~ v =

where the bias of the (old) linear expressions is 2 = |"j.

A linear expression is e®ective if its bias

-~ 1=
2 — . _
= —pl —
2
Is large.
A linear transition maitrix 1s e®ective If its bias
X
kLB (a;b) k3 = "6
i5)
Is large.
LAZELD A generalization of Linear Cryptanalysis M
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Generalization of critical

notions (4) - Recap'

~

2 Linear expression A LT

2 2= i 1A kLB ky

LAZELD A generalization of Linear Cryptanalysis
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Generalization of critical notions (4) - Recap'

~

2 Linear expression A LT

2 2= i 1A kLB ky

Where is the generalization ?!1?

LAZELD A generalization

of Linear Cryptanalysis

PR

EEEEEEEEEEEEEEEEE
F D RALE DE LAUSANNE

24-a



Generalization of critical notions (4) - Recap'
2 Linear expression A LT
2 2= pj 5 A kLB ks
Where is the generalization ?!1?
W e can cho ose:
2 F,4 as departure eld for the trace,
2 and F,2 as arrival eld,
both seen as vecto r spaces over F,is.
LAZELD A generalization of Linear Cryptanalysis M
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Generalization of critical notions (5) - Recap'

For example, if Tr @ Fy j! F,2 we obtain:
[LT (a;B)]jj = Pr[Tr(b¢Z) = jjTr(ac¢P) = i
with
b¢Z= bpZo©Z{©hZy,© hyZs:
where by;by;Zg; ¢¢¢2 Fy 4.

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e
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Generalization of critical notions (5) - Recap'

For example, if Tr @ Fy j! F,2 we obtain:
[LT (a;B)]jj = Pr[Tr(b¢Z) = jjTr(ac¢P) = i
with
b¢Z= bpZo©Z{©hZy,© hyZs:
where by;by;Zg; ¢¢¢2 Fy 4.

The bias matrix is simply

01:4 1=4 1=4 1:41

1=4 1=4 1=4 1=4¢
1=4 =4
1=4 1=4 1=4 1=4

1B (a;b) = LT (a;b) | @

The matrix is e®ective if K LB (a;b) ko is large.

— )
LAZELD A generalization of Linear Cryptanalysis M
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Generalized cryptanalysis  of the cipher (1) - Prologue

Generalized cryptanalysis in F4.
Find an equivalent cipher. permutation has to be linear in F,a.

\\\\\\\\\\\\\\\\
S1 S1

[ T T T T T T T T T T T T T 11
S2 S2

S2 S2

.

S3 S3
[ T T T T T T T T T T T T T T1
K

5
FT T T T T T T T T T T

— )
LAZELD A generalization of Linear Cryptanalysis -



Generalized cryptanalysis  of the cipher (2) - First phase

Step 1. Find an e®ective transition matrix on the substitution box.

Uz Us Us Uy Uz U U Uy

N N O N O I

I

Vi Ve V5 Vi Va Vo Vi W

LAZELD A generalization of Linear Cryptanalysis e



Generalized cryptanalysis  of the cipher (2) - First phase

Step 1. Find an e®ective transition matrix on the substitution box.

Uz Us Us Uy Uz U U Uy

I I N N D
S

Vi Ve V5 Vi Va Vo Vi W

Set LT (a;b) to 0. For every input U, increment [LT (a;b)];; where
I = Tr(ac¢U)
] = Tr(b¢Vv)

Compute LT (a;b) A Z,LT (a;b) and LB (a;b).

— )
LAZELD A generalization of Linear Cryptanalysis M
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Generalized cryptanalysis  of the cipher (2) - First phase

Step 1. Find an e®ective transition matrix on the substitution box.

Uz Us Us Uy Uz U U Uy

I I N N D
S

Vi Ve V5 Vi Va Vo Vi W

Set LT (a;b) to 0. For every input U, increment [LT (a;b)];; where

I = Tr(ac¢U)
] = Tr(b¢Vv)

Compute LT (a;b) A Z,LT (a;b) and LB (a;b).

If KLB (a;b) ko is large, the matrix is e®ective .

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e
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Generalized cryptanalysis  of the cipher (3) - First phase

Step 2: Find transition matrix on the S-box layer.

Uis Uwa Uz Uz Un Uy Ug Ug U; Us Us Us Uz U Ui U

Vis Vig Viz Vip Viu Vig Vo V& V2 Ve Vs Vi Va Vo Vi Vg

— )
LAZELD A generalization of Linear Cryptanalysis M
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Generalized cryptanalysis  of the cipher (3) - First phase

Step 2: Find transition matrix on the S-box layer.

Uis Uwa Uz Uz Un Uy Ug Ug U; Us Us Us Uz U Ui U

Vis Vig Viz Vip Viu Vig Vo V& V2 Ve Vs Vi Va Vo Vi Vg

W e supp ose that only one S-box is active, I.e.
0 1 0 1

ao bO
a= %q)%lg and b = ?q)%lg
0 0

Transition matrix on S-box layer = Transition matrix on S-box.

— )
LAZELD A generalization of Linear Cryptanalysis M
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Generalized cryptanalysis  of the cipher (4) - First phase

Step 3: Going through the permutation

U3 U2 U1 UO

’\\\\H\\\\HIIIIHIIII‘ U

S S
Y
| || || || |
Y, Yi Yo

Y3

[LT (a;b)]ij = Pr[Tr(be¢V) =] j Tr(ac¢U) = i]

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e

29



Generalized cryptanalysis  of the cipher (4) - First phase

Step 3: Going through the permutation
U3 Uz U1 UO
IR I

[ 1M

[LT (a;b)]ij = Pr[Tr(be¢V) =] j Tr(ac¢U) = i]

becomes ) ) _
3 h 3 |
[LT a;b Jij = Pr Tr DCY =j j Tr(atU) =i
with
0O 1 0,1
ao bO
a= Epalg and D = %)og
0 by
0) 0
LAZELD A generalization of Linear Cryptanalysis B
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Generalized cryptanalysis  of the cipher (5) - First phase

Step 4: Going through the key layer.

X3 X2 Xl XO

220

| ||
Y3
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Generalized cryptanalysis

of the cipher (5) - First phase

Step 4: Going through the key layer.

X3 X2 X1 Xo
‘\ || \H\ || \HI | | IHI | | I‘ X
| K
N N O O N U

S S
Y

| | | | |

Y3 Y> Y1 Yo

The transition matrix on one full round is;

where Py is a permutation

3

PcE LT ab
matrix depending on k= Tr (ac¢K).

LAZELD A generalization of Linear Cryptanalysis
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Generalized

cryptanalysis  of the cipher (6) - First phase

x @ N I B L —
K @D ‘
I _
|
° ° Pw £ LT a®;b®
vy@D = x@ _
K@ ‘
A A I O O O _
|
s ° Po £ LT a@;b®
Y@ = x® —
K ® ‘
A A I O O O _
|
§ 8§ Pk(s) £LT a(3) ,b(g)
Y@ = x@ —
K@ ‘
z TTT T T T T T T T T T T TT]
S S
A A I O O
K ) ‘
N A A O O O
— )
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Generalized cryptanalysis  of the cipher (7) - First phase

Step 5: Finding a transition matrix on the rst three rounds.

If b = a@® and b® = al®) we can nd the transition matrix on the
Tst three rounds (including K®)):

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e
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Generalized cryptanalysis  of the cipher (7) - First phase

Step 5: Finding a transition matrix on the rst three rounds.

If b = a@® and b® = al®) we can nd the transition matrix on the
Tst three rounds (including K®)):

0 1
v : '
(r).p(r) A
@ Pk(r) £ LT a ,b £ Pk(4)
r=1
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Generalized cryptanalysis  of the cipher (7) - First phase

Step 5: Finding a transition matrix on the rst three rounds.

If b = a@® and b® = al®) we can nd the transition matrix on the
Tst three rounds (including K®)):

0 3 , 1
@ Pk(r) £ LT a(r),b(r) AE Pk(4)
r=1

One can show that the corresp onding bias matrix Is:

0 1
\ 3 ‘
(r).p(r) A
r=1
LAZELD A generalization of Linear Cryptanalysis M
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Generalized cryptanalysis  of the cipher (8) - First phase

Step 5 - cont' ;. Finding a transition matrix on the rst three rounds.

The generalized piling-up lemma gives the bias of the last equation:

— L : . (A
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33



Generalized cryptanalysis  of the cipher (8) - First phase

Step 5 - cont' ;. Finding a transition matrix on the rst three rounds.

The generalized piling-up lemma gives the bias of the last equation:

0 1
\8 3 ’ 1 \3 3 -,
k @ P.r) £ LB al"):p() Ag P a ko 3 ke alf;pln) Ko
r=1 r=1
LAZELD A generalization of Linear Cryptanalysis M
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Generalized cryptanalysis  of the cipher (8) - First phase

Step 5 - cont' ;. Finding a transition matrix on the rst three rounds.

The generalized piling-up lemma gives the bias of the last equation:

0 1
\8 3 ’ 1 \3 3 -
k @ P.r) £ LB al"):p() Ag P a ko 3 ke alf;pln) Ko
r=1 r=1

We naly nd a transition matrix on the rst the rounds (i.e. in
input/output mask (a;b)) and its bias.

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e
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Generalized

cryptanalysis  of the cipher (9) - Second phase

LT (a,b)

N N e O O D
| K®  ceeeeeeee KO

B
C

L : : BPA
A generalization of Linear Cryptanalysis EOIRSLCURE
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Generalized cryptanalysis  of the cipher (9) - Second phase
P
N S O O
Pro P
First three rounds LT (ab)
/. Zo
N O
S S
I N N I
| K®  ceeeeeeee KO
e
C
1: For every possible K§5);::';Ké5) do

A generalization

of Linear Cryptanalysis

PR

EEEEEEEEEEEEEEEEE
F D RALE DE LAUSANNE
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Generalized

cryptanalysis  of the cipher (9) - Second phase

P
I I
S —— Py
First three rounds LT (a,b)
- Zo
T T T T T TTTIT T T T —
S S
O I I O B
| K®  ceeeeeeee KO
T T T r T Tl
C
1: For every possible K§5);::';Ké5) do
2: Set matrix LT to 0. For every (P;C), compute Z and increment [LT ];; where

i= Tr(a-P) and j = Tr(b-%Z)
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Generalized

cryptanalysis  of the cipher (9) - Second phase

P
I I
S —— Py
First three rounds LT (a,b)
- Zo
T T T T T TTTIT T T T —
S S
O I I O B
| K®  ceeeeeeee KO
T T T r T Tl
C
1: For every possible K§5);::';Ké5) do
2: Set matrix LT to 0. For every (P;C), compute Z and increment [LT ];; where

3:  ComputeLT «—2i8LT and LB

i= Tr(a-P) and j = Tr(b-%Z)

K KD
© LK
LASELD izat i i ki
- A generalization of Linear Cryptanalysis EOIRSLCURE
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Generalized cryptanalysis  of the cipher (9) - Second phase

P
N I I
S —— Py
First three rounds LT (a,b)
- Zo
I O I
S S
O I I O
| K®  ceeeeeeee KO
| T T T 1T 1T 11
C
1: For every possible K§5);:::;Ké5) do
2: Set matrix LT to 0. For every (P;C), compute Z and increment [LT ];; where

i= Tr(a-P) and j = Tr(b-%Z)

3:  ComputeLT « 2i°LT and LB

7 e

©)
KO

4: Output the subkey bits corresponding to the largest [[LB .o .o |2

— L : . L (Ol
LAZELD A generalization of Linear Cryptanalysis e
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Limitations, further imp rovements and conclusion (1)

Theo rem: Consider a permutation C over f0;1g". If for any a;b2 FJn
the bias matrix in F» is such that

22.. 4B

then, for any a;b2 FSm the bias matrix in Fon is such that:

X

"%j . 22nB :
]

In other words. ..

— L : . (A
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Limitations, further Imp rovements and conclusion (1)

Theo rem: Consider a permutation C over f0;1g". If for any a;b2 FJn
the bias matrix in F» is such that

22 . 4B

then, for any a;b2 FJm the bias matrix in Fpn is such that:

X

"%j . 22nB :
]

In other words. ..

If a cipher is very strong against linear cryptanalysis, it is strong
against generalized linear cryptanalysis.

— L : . ICPA
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Limitations, further imp rovements and conclusion (2)

Theo rem is true only when the transition matrix is de ned with the
trace function.

General de nition:

[LT (&) ]ij = Prx [©(bC(X)) =] ]2 aX) = 1] :

— L : . (A
LAZELD A generalization of Linear Cryptanalysis e
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Limitations, further Imp rovements and conclusion (3)

Thank you for your attention !

— )
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