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Abstract

Block ciphers probably figure in the list of the most important cryptographic
primitives. Although they are used for many different purposes, their essential goal is
to ensure confidentiality. This thesis is concerned by their quantitative security, that is,
by measurable attributes that reflect their ability to guarantee this confidentiality.

The first part of this thesis deals with well know results. Starting with Shan-
non’s Theory of Secrecy, we move to practical implications for block ciphers, recall the
main schemes on which nowadays block ciphers are based, and introduce the Luby-
Rackoff security model. We describe distinguishing attacks and key-recovery attacks
against block ciphers and show how to turn the firsts into the seconds. As an illustration,
we recall linear cryptanalysis which is a classical example of statistical cryptanalysis.

In the second part, we consider the (in)security of block ciphers against sta-
tistical cryptanalytic attacks and develop some tools to perform optimal attacks and
quantify their efficiency. We start with a simple setting in which the adversary has
to distinguish between two sources of randomness and show how an optimal strategy
can be derived in certain cases. We proceed with the practical situation where the
cardinality of the sample space is too large for the optimal strategy to be implemented
and show how this naturally leads to the concept of projection-based distinguishers,
which reduce the sample space by compressing the samples. Within this setting, we
re-consider the particular case of linear distinguishers and generalize them to sets of
arbitrary cardinality. We show how these distinguishers between random sources can
be turned into distinguishers between random oracles (or block ciphers) and how, in
this setting, one can generalize linear cryptanalysis to Abelian groups. As a proof of
concept, we show how to break the block cipher TOY100, introduce the block cipher
DEAN which encrypts blocks of decimal digits, and apply the theory to the SAFER
block cipher family.

In the last part of this thesis, we introduce two new constructions. We start
by recalling some essential notions about provable security for block ciphers and about
Serge Vaudenay’s Decorrelation Theory, and introduce new simple modules for which
we prove essential properties that we will later use in our designs. We then present
the block cipher C and prove that it is immune against a wide range of cryptanalytic
attacks. In particular, we compute the exact advantage of the best distinguisher limited
to two plaintext/ciphertext samples between C and the perfect cipher and use it to
compute the exact value of the maximum expected linear probability (resp. differential
probability) of C which is known to be inversely proportional to the number of samples
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Abstract

required by the best possible linear (resp. differential) attack. We then introduce KFC
a block cipher which builds upon the same foundations as C but for which we can prove
results for higher order adversaries. We conclude both discussions about C and KFC by
implementation considerations.

Keywords: Cryptography, block cipher, statistical cryptanalysis, linear cryptanalysis,
hypothesis testing, SAFER, Decorrelation Theory
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Résumé

Les algorithmes de chiffrement a clef secrete font tres certainement partie des
primitives cryptographiques les plus importantes. Bien qu’ils soient utilisés a des fins
tres diverses, leur principale fonction est d’assurer la confidentialité des données. Cette
these s’intéresse a leur sécurité quantitative, c’est-a-dire aux attributs mesurables qui
refletent leur habilité a garantir cette confidentialité.

La premiere partie de cette these traite d’un certain nombre de résultats bien
connus. En partant de la théorie du secret de Shannon, nous considérons les implications
pratiques pour les algorithmes de chiffrement a clef secrete, nous rappelons les schémas
élémentaires sur lesquels ces derniers sont congus, et introduisons le modele de Luby
et Rackoff. Nous décrivons les attaques visant a distinguer une permutation aléatoire
d’une autre puis les attaques dont I'objectif est de retrouver la clef secrete pour enfin
montrer comment les premieres peuvent entrainer les deuxiemes. En guise d’exemple,
nous rappelons les concepts de la cryptanalyse linéaire qui est un exemple classique de
cryptanalyse statistique.

Dans la deuxieme partie, nous considérons I’(in)sécurité des algorithmes de
chiffrement a clef secrete face au attaques cryptanalytiques statistiques et développons
quelques outils pour exécuter certaines attaques et quantifier leur efficacité. Nous con-
sidérons un cadre initial tres simple dans lequel un adversaire doit distinguer une source
aléatoire d’une autre et montrons que, dans certains cas, une stratégie optimale peut
étre trouvée. Nous traitons ensuite le cas pratique dans lequel la cardinalité de ’espace
échantillon est trop grande pour que la stratégie optimale puisse étre utilisée telle quelle,
ce qui entraine naturellement la définition de distingueurs basés sur des projections qui
réduisent I’espace en compressant chaque échantillon. Dans cette optique, nous recon-
sidérons le cas des distingueurs linéaires et les généralisons aux ensembles de cardinalité
arbitraire. Nous montrons comment ces distingueurs entre des sources aléatoires peu-
vent étre transformés en distingueurs entre des oracles aléatoires et comment, de cette
fagon, il est possible de généraliser la cryptanalyse linéaire aux groupes Abéliens. En
guise de preuve de concept, nous montrons comment casser ’algorithme de chiffrement
TOY100, introduisons I'algorithme DEAN qui permet de chiffrer des blocs de chiffres
décimaux, et appliquons la théorie a la famille d’algorithmes SAFER.

Dans la derniere partie de cette these, nous proposons deux nouvelles con-
structions. Nous commencons par rappeler quelques notions essentielles concernant
la sécurité prouvée des algorithmes de chiffrement a clef secrete et la Théorie de la
Décorrélation développée par Serge Vaudenay. Nous introduisons de nouveaux modules
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Résumé

pour lesquels un certain nombre de résultats de sécurité peuvent étre prouvés et qui
seront au coeur des deux constructions a suivre. Nous présentons ensuite ’algorithme
de chiffrement C et prouvons sa sécurité contre une certain nombre d’attaques. En par-
ticulier, nous calculons 'avantage ezact du meilleur distingueur limité a deux paires de
textes clairs/chiffrés entre C et I’algorithme de chiffrement parfait et utilisons ce résultat
pour calculer la valeur exacte de la valeur moyenne maximum de la probabilité linéaire
(ainsi que celle de la valeur moyenne de la probabilité différentielle) de C que 1'on sait
étre inversement proportionnelle au nombre d’échantillons nécessaires pour mener une
attaque concluante. Nous introduisons ensuite KFC, un algorithme qui repose sur les
mémes bases que C mais pour lequel nous arrivons a prouver des résultats concernant
des adversaires d’ordres plus élevés. Dans les deux cas, nous concluons la discussion
par des considérations expérimentales.

Mots-clefs: Cryptographie, algorithme de chiffrement a clef secrete, cryptanalyse statis-
tique, cryptanalyse linéaire, test d’hypothese, SAFER, Théorie de la Décorrélation
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An Introduction to Modern Cryptology
and an Approach to the Design and
Cryptanalysis of Block Ciphers







Chapter 1

Shannon’s Theory of Secrecy

The oldest concern of cryptography is probably to find the most efficient and
elegant technique to transmit confidential information (through time or space) to a
recipient, and to this recipient only. The first known reference to this problem dates
back to quite ancient times, a fact that David Kahn illustrates from the very beginning
of “The Code-Breakers” [78] by entitling the second chapter “The first 8,000 years”.
During this period of time, cryptography fascinated not only the most important world
leaders (Julius Caesar’s cipher is one of the first encryption method taught in almost
every lecture on cryptography) but also the greatest artists and scientists. It is not
surprising that several books relate its story [78,100,141,142] for a reason which is very
clearly and concisely summarized in a (by now) famous leitmotiv propagated in the 90’s
by a young cryptographer [149] of the “FEcole Normale Supérieure”:

“La crypto c’est rigolo”.!

Yet, the bases of cryptography as a scientific discipline were only formulated
in 1946 by Claude E. Shannon in the confidential report (by now declassified) “A Math-
ematical Theory of Cryptography” [139]. Its mathematical analysis provides a formal
statement of what defines a cryptographic system and what one should require from it.

Shannon’s theory of secrecy is concerned with encryption methods which allow
one to conceal information originally contained in a message (or plaintext) in a so-called
ciphertext. Ideally, the ciphertext alone should not allow the recovery of information,
so the fact that it is eavesdropped by some adversary cannot do any harm?.

1.1  The Encryption Model: Preserving Confidentiality

Shannon defines a secrecy system (or a cryptographic system) as “a set of
transformations of one space (the set of possible messages) into a second space (the set

!Crypto is fun.
2Shannon makes reference to the “enemy” since at that time, cryptography was essentially of military
concern.
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Chapter 1 Shannon’s Theory of Secrecy

Enemy Cryptanalyst

Message Source Message M EncilPherer Cryptogram C' Dec_:_p_hlerer Message M
K K
Key K
Key Source

Figure 1.1: Symmetric Encryption

of possible cryptograms).” [139]. Each of the transformations is indexed by a key which
shall only be shared by the sender and the recipient of the message. This situation is
illustrated in Figure 1.1. Using the key K and the Encipherer T, the sender encrypts
the message M and obtains the cryptogram (or ciphertext)

C=Tg(M)

which is send over an insecure channel to the recipient, who recovers the original message
M using the decipherer T~! as
M =TZ(0).

According to this scenario, all the transformations defined by the system should be
invertible in order to allow the recipient to recover only the original plaintext from the
ciphertext. The channel on which the ciphertext is sent is assumed to be insecure in the
sense that the enemy cryptanalyst (or adversary) can eavesdrop any message on that
channel.

The key K is sampled by the key source in the finite space of all the possible
keys allowed by the system. The key is usually considered as a random variable following
some a priori distribution (which is known by the adversary). In most cases, this
distribution is assumed to be uniform. Similarly, the message M is sampled by the
message source according to some a priori distribution which is generally non-uniform.
Once the adversary has intercepted the ciphertext C, the new distributions of M and
K are referred to as the a posteriori distributions, since the adversary can benefit from
any information that can be extracted from C. Intuitively, the level of security achieved
by the system depends on how far the a posteriori distributions are from the a priori
distributions.

In this scenario, the secret key must be transmitted to both parties over a
secure (i.e., confidential) channel, which is obviously more “expensive” to use than
the insecure one. This clearly makes sense when the encryption method is such that
the message space from which M is chosen is larger than the key space. For example,
modern encryption procedures (as block ciphers or stream ciphers) allow the encryption

4 -



Section 1.3 Perfect Secrecy and the Vernam Cipher

of several gigabytes of data with only one 128-bit key. But this model can also be
meaningful when the message and the key are equal in length (which is mandatory
when one aims at unconditional security, as we will see). In that case, one can anticipate
any potential difficulty in transmitting confidential information at a certain time t by
transmitting the key at a time ¢’ < ¢ when such a transmission is easier.

Finally, this model assumes that the adversary knows the set from which the
transformations Tx and TI_{1 are chosen from. In other words, the adversary knows
the specifications of the cryptosystem that is used. Besides being conservative (which
is often desirable from the point of view of security), this assumption has been proved
correct in several situations and in particular when a large period of time is left to the
adversary to break the system. This assumption corresponds to one of the most famous
Kerckhoffs’ principles [83], according to which the security of a cryptosystem should
not rely on the secrecy of the cryptosystem itself (which is not to say that one should
necessarily make it public in practice).

1.2 Perfect Secrecy and the Vernam Cipher

Ideally, no information about the plaintext should leak from the ciphertext C.
In other words, the a posteriori distribution of the message should be identical to its
a priori distribution so that an adversary with unlimited computational power cannot
recover M (nor K) from C. We thus consider that the encryption system achieves
perfect secrecy when
Pr[M = m|C = ¢] = Pr[M = m]

for any acceptable ciphertext ¢ and message m, which also reads as
H(M|C) = H(M),

where H(-) denotes Shannon’s entropy [139,157].

The Vernam cipher [160] is a stream cipher developed by Gilbert Sandford
Vernam in 1926 which achieves perfect secrecy when the a priori distribution of the
key is uniform [139] and when its length (at least) corresponds to that of the plaintext.
Assuming that the plaintext and the key are represented as bit strings and that they
are of equal length, the Vernam cipher simply computes the ciphertext as

C=MoK

where @ corresponds the bit-wise exclusive-or operation. For several reasons, the Ver-
nam cipher is impractical: not only a secret key cannot be used twice, but it has to
be uniformly distributed, which is hard to achieve in practice. Yet, the problem of the
secret key length is not inherent to the Vernam cipher but to the nature of perfect
secrecy, as the following theorem shows.

Theorem 1.1 (Shannon, 1949) Perfect secrecy implies H(K) > H(X).



Chapter 1 Shannon’s Theory of Secrecy

1.3  Going Beyond Perfect Secrecy

Obviously, perfect secrecy is too expensive in many practical situations since
the quantity of data to be sent over the insecure channel is necessarily (at least) equal
to that of the data to be secured. Modern encryption methods are thus more concerned
with practical security instead.

Essentially, a cryptographic system is considered to be practically secure when
no computationally bounded adversary can recover meaningful information about M or
K from the sole knowledge of the ciphertext C'. Most of the currently widely used block
ciphers (such as the Advanced Encryption Standard [41]) are assumed to be practically
secure (although in almost all cases, no strong mathematical proof of this is provided).

Moreover, even in the case where perfect secrecy is not required, both ends
still need to share the same secret key, which shall thus be transmitted to both end in a
confidential way. This problem was solved with the invention of public key cryptography,
as we will see in Chapter 2.

1.4  Thesis Outline

In the rest of Part I, we will recall several notions concerning Encipherers,
which we rather call symmetric encryption algorithms. In particular we explain in
Chapter 2 how to determine the secret key length by computing the complexity of
black box attacks (i.e., generic attacks that apply to any block cipher) and show how
the problem of sharing this secret key is solved by means of public key cryptography.
Almost all practical block cipher constructions follow either a Feistel scheme [50] (or a
generalization of it), a Lai-Massey scheme [96], or a substitution-permutation network
(SPN). We recall these three schemes in Chapter 3 following a top-down approach,
detailing various of the smallest building blocks used within these schemes together
with some of the essential properties they should have. We recall in Chapter 4 the
Luby-Rackoff security model [102]. We introduce the notion of perfect cipher together
with statistical attacks against block ciphers. In particular, we explain the difference
between distinguishing attacks and key-recovery attacks (and see how to turn the first
ones into the seconds), and recall linear cryptanalysis [110] which is a classical example
of statistical cryptanalysis. The notations used throughout the rest of this thesis are
introduced in Chapter 5 as well as some elementary mathematical results.

In Part II we consider the (in)security of block ciphers against statistical crypt-
analytic attacks and develop some tools to perform optimal attacks and quantify their
efficiency. We do this step-by-step, starting by assuming in Chapter 6 a simple setting
in which the adversary has to distinguish between two sources of randomness in a set
of reasonable cardinality. Through the method of types, we show how to derive the
optimal distinguisher limited to ¢ samples and compute its advantage, which we proved
to be linked to the Chernoff information between the two probability distributions. Our
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Section 1.4 Thesis Outline

treatment is not only valid when both distributions are of full support® but also when
their respective supports differ. Then we consider the case where both distributions
are “close” to each other, which is a situation of practical interest in cryptography.
We then turn to a more complex problem (from the point of view of the adversary)
where one of the two hypotheses is composite. Finally, we study the case where the
adversary has to decide whether or not the samples follow some known distribution,
and we derive her advantage in this case also. In Chapter 7 we consider the case where
the cardinality of the samples’ set is too large to implement the optimal distinguisher.
We introduce projection-based distinguishers which typically compress the samples be-
fore using them to decide between one hypothesis or another. Within this setting, we
re-consider the particular case of linear distinguishers and generalize them to sets of
arbitrary cardinality. We show how these distinguishers between random sources can be
turned into distinguishers between random oracles (or block ciphers) in Chapter 8 and
how, in this setting, one can generalize linear cryptanalysis to Abelian groups. Using
these theoretical tools, we show how to break TOY100 and introduce the block cipher
DEAN which encrypts blocks of decimal digits. We apply the theory to the SAFER
block cipher family in Chapter 9. Most of the theoretical tools introduced in this part
are published in [7,10], except for the generalization of linear cryptanalysis which is
published in [8], along with the attacks on SAFER.

We introduce two new block cipher designs in Part III. We start by recalling
some essential notions about provable security for block ciphers and about Serge Vau-
denay’s Decorrelation Theory [155] in Chapter 10. Our contribution essentially relies
on introducing new simple modules for which we prove essential properties that we will
later use in our designs. In Chapter 11 we introduce C, a block cipher provably secure
against a wide range of cryptanalytic attacks, including linear and differential crypt-
analysis (taking into account the linear hull effect [125] and the differentials effects,
which is unfortunately almost never done in so-called traditional block cipher security
proofs). In particular, we compute the ezact advantage of the best distinguisher lim-
ited to two plaintext/ciphertext samples between C and the perfect cipher and use it to
compute the exact value of the maximum expected linear probability (resp. differential
probability) of C which is known to be inversely proportional to the number of samples
required by best possible linear (resp. differential) attack. We conclude the chapter by
implementation considerations. Since we are unable to prove any security result on C
concerning the best g-limited distinguisher for ¢ > 3, we introduce the block cipher KFC
in Chapter 12, for which we indeed manage to prove security results for higher order
adversaries. The block cipher C is published in [6], based on previous security results
we obtained in [9]. The development of KFC is published in [5].

3The support of a finite distribution is the set of points on which the probability is non-zero. A
distribution is of full support when its support corresponds to the whole sample space.
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Chapter 2

Computationally Bounded Adversaries

In this chapter we show how two address two questions raised by Shannon’s
encryption model, namely

e what should be the typical key length (in bits for example) of a secure block
cipher,

e how one can transmit the secret key to both parties.

A block cipher on a finite set is a family of permutations on that set, indexed
by a parameter called the key. More formally, let 7 and K be two finite sets, respectively
called the text space and the key space. A block cipher C on the text space 7 and key
space K is a set of || permutations on 7, i.e.,

C={Cx:7T —T :kek}.

To obtain a secure block cipher, it seems natural to require at least that the cardinality
of K is large enough, for a reason that we will formalize here.

2.1 Black Box Attacks: Determining the Secret Key Length

Exhaustive Key Search

We first assume that the block cipher has no equivalent key, i.e., that Cp # Cy/
when k # k' (otherwise, it suffices to keep in K exactly one representative of each
equivalence class). We consider the scenario where the adversary is given a plain-
text/ciphertext pair (P,C), such that C' = C;(P) for some secret key k € K. The
objective of the adversary is to recover k. Probably the most basic strategy is to ex-
haust all possible keys k and check whether C' = Cg(P). If this is not the case, then
k is certainly not the key k. If the equality holds, then the algorithm outputs k and
stops. This is illustrated in Algorithm 2.1. Assuming that k= ky(j) for some j and the
permutation ¢ drawn on line 1, then it is clear that the algorithm succeeds if

C # Cp, ;) (P)
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Chapter 2 Computationally Bounded Adversaries

Input: A plaintext/ciphertext pair (P,C) € 72 such that C' = C¢(P) for some

secret key k € K = {k1, k2, ..o Ky}
Output: A key k

1. Select o uniformly at random among all permutations of {1,2,...,|K|}
2. fori=1,2,...,|K| do

3: if ¢ = Cy,,,(P) then return k,;

4: end

Algorithm 2.1: Exhaustive search for the secret key kek.

foralli=1,2,...,7—1. We denote by p the probability of success. Since o is uniformly
distributed, we have

p:N

where N denotes the number of keys k in K such that C' = Ci(P). We can approximate
N by assuming that the |K| permutations defined by the block cipher are initially
chosen (at the time of designing C) at random and in a uniform way so that, denoting
C*: T — T a uniformly distributed random permutation we have

N = max(1, |K| Pr[C*(P) = C]) = max(L, |K| / |T]). (2.1)

Since in practice || and |7| are close to each other, a few pairs are sufficient to obtain
an overwhelming probability of success.

Assuming that the algorithm succeeds using only one pair, the time complexity
is clearly equal to the position of k in the list {ko(1), ka(2)s - - - > ko) }- In the worst case,
the complexity is || encryptions while on average it is (|| 4 1)/2 since o is uniformly
distributed. In both cases this does not depend on the distribution of k (thanks to the
random selection of o). The memory complexity of Algorithm 2.1 is clearly negligible.

Codebook Attack

The exhaustive key search algorithm requires no memory but has a tremendous
time complexity. One can rather imagine storing all possible (Cx(P), k) pairs in a huge
table (for all possible k and one chosen P, sorted according to the first entry), request
the encryption of P under the secret key k, and perform one table look-up in order to
recover k. The time complexity is now negligible (except for the table pre-computation
time) and the memory requirement is in O(|K]).

Time-Memory Trade-offs
Martin Hellman showed in [66] how to obtain a trade-off between time and

memory complexities (a concept that was further refined by in [127]). Essentially, the

method allows the reduction of both time and memory complexities to \IC\Q/ 3,

~10 -
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Enemy Cryptanalyst

Message Source Message M Encipherer Cryptogram C D601;11116re1' Message M
Tk ] L Te
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pow(-,-) pow(g, -)
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X Y
RNG in G RNG in G

Figure 2.1: Secret key exchange by means of an authenticated channel

Conclusion

What the black box methods show is that K should be large enough in order
for the time needed to encrypt || plaintext to be overwhelming. As a consequence,
most of the current block ciphers use 128-bit or 256-bit keys whereas older ciphers used
to have 64-bit (or even 56-bit) keys.

2.2 New Directions in Cryptography: reducing Confidential-
ity to Authenticity

In their seminal article “New Directions in Cryptography” [47], Diffie and Hell-
man explain how to build a confidential channel from an authentic channel. The way
their construction integrates in Shannon’s model of secrecy is illustrated in Figure 2.1.
To simplify the description, we assume that the we are in the situation where Alice
needs to send some confidential information to Bob. Let G be finite cyclic group and
let g € G be a (public) generator of this group. Alice and Bob respectively choose X and
Y uniformly at random in G, send g% and ¢ to each other through the insecure (but
authenticated) channel and both compute K = ¢*¥. Without entering into the details
(for which we refer to [47,157]), the Diffie-Hellman key agreement protocol is assumed
to be secure whenever the channels on which g, g%, and ¢¥ are sent are authenticated
and as soon as it is computationally hard to solve the Diffie-Hellman Problem (DHP)
in G, that is, given two inputs U,V € G, compute K = g% where X = log, U and
Y =log, V. In particular, this problem is assumed to be hard in Z, where p is a large
prime number. We note that in practice, the secret key K will not be equal to gX¥
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but rather to h(gX") where h: G — {0,1}" is a hash function and n is the secret key
length.

Since Diffie and Hellman, various other means of exchanging a common secret
key by means of an authenticated channel were invented. In particular, any public
key cryptosystem (such as RSA [132], ElGamal [49], Paillier cryptosystem [128], the
Naccache-Stern cryptosystem [117] or Cramer-Shoup [38], to cite only a few) can be
used.
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Chapter 3

Block Ciphers Design: a Top-Down Approach

In this chapter we introduce typical block cipher designs. We first consider
iterated block ciphers, which encompass almost all block ciphers widely used today, key
schedules, and then consider three particular cases of iterated block ciphers, namely
Feistel ciphers, ciphers based on the Lai-Massey scheme, and substitution-permutation
networks.

It will then become evident that, whatever the kind of scheme, the building
blocks used within it must have certain desirable properties. Finally, we detail the
design of the Advanced Encryption Standard (AES) since the block cipher C that we
introduce in Chapter 11 is based on it.

3.1 Iterated Block Ciphers and Key Schedules

Let 7 and K respectively be the text space and the key space of a block cipher
C={Cx:7T —-T:kek}.

Let r > 0 be a positive integer and let K1, Ko, .../ , be r finite sets. C is said to be an
r-round iterated block cipher when it can be written as

Cr = Rl(c:) o jo}) 0---0 R,(gll), (3.1)

for all k € K, where '
RO = {R,(C? T — Tk eK;}

is called the ith round of C. Of course, this definition is not completely sound since,
according on it, there is not a clear unique way of expressing an iterated cipher. Usually,
the ith round of a block cipher is successively made of

e a key-mixing phase, where the key k; is mixed to the data being encrypted,
e a confusion phase (in the sense of [139)]),

e and a diffusion phase which dissipates the eventual redundancy.
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D

| |

Figure 3.1: An r-round Feistel scheme ¥ (fy,fo,...,f,)

The last round often restricts to the key-mixing phase. Finally, k1, ko, ..., k, are called
the round keys of the block cipher and are derived from the main secret key k& by means
of a deterministic algorithm called the key schedule. We will see that in most cases, the
length of each round key is comparable to that of the main secret key, so that when this
secret key is considered as a random variable K, the round keys K1, Ko, ..., K, cannot
be independent.

3.2  Round Functions Based on Feistel Schemes

A Feistel scheme is a structure which allows to construct a permutation on
2n-bit strings based on functions of n-bit strings. An r > 0 rounds Feistel scheme
based on the functions

f,fay ..o £ 0 {0,117 — {0, 1}7,

is denoted W(fy,fy,...,f,) and is represented in Figure 3.1. It is easy to see that
U(fy,fa,...,f.) is invertible since

UL (f,fy . ) = U (f, freq, ..., ).
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Section 3.4 Round Functions Based on Lai-Massey Schemes

To construct an r-round iterated block cipher C : {0,1}?" — {0,1}?" (as in (3.1)) based
on an r-round Feistel scheme, one typically defines a family of functions

f={f:{0,1}" = {0,1}" : k€ K'}
and then let for all k € K’

R(i) (xleft”l’right) = (JfrightHJJleft & fki (xright))a

where Z1e¢t (r€sp. Trignt) denotes the left-most (resp. right-most) n bits of the input x
of the round. Usually, the last round does not permute the outputs (as in Figure 3.1).
In this way, the construction of a family of permutations on 2n bits reduces to that of a
family of functions on n bits. Moreover, Luby and Rackoff showed in [102] that from a
secure family of functions, one only needs three rounds to obtain a secure block cipher
(this is more formally stated in Chapter 10).

Practical examples of block ciphers based on a Feistel scheme include the Data
Encryption Standard (DES) [122] and Blowfish [134]. The block cipher KFC that we
introduce in Chapter 12 is based on a three rounds Feistel scheme.

3.3 Round Functions Based on Lai-Massey Schemes

Like the Feistel scheme, the Lai-Massey scheme enables us to construct a per-
mutation from functions. An r rounds Lai-Massey scheme is represented in Figure 3.2.
This scheme was developed by Xuejia Lai and James Massey during the design of the
block cipher IDEA [94]. The particularity of the scheme is that it requires a commu-
tative and associative law (which can be the exclusive-or operation or more complex
group laws like in IDEA). As is, the Lai-Massey scheme is not secure even if the round
functions are. The reason being that whatever the number of rounds, it is always true
that

T1est B Tright = Yleft = Yright,

where & = Tiest||Tright and ¥ = Y1ert||Yrigne respectively denote the input and the
output of the scheme. To break this undesirable property, Vaudenay demonstrates
in [153] that introducing a special (fixed) permutation o at the output of each round
left branch allows one to obtain security results equivalent to those of the Feistel scheme.
The permutation o must be such that z — o(z) — z is also a permutation, in which case
o is called an orthomorphism.

Practical examples of block ciphers based on a Lai-Massey scheme include
IDEA [94] and FOX [76].

3.4 Round Functions Based on Substitution-Permutation
Networks

The last typical skeleton is probably the one which is closest to Shannon’s
conception of encryption [139] since it consists of a sequence wherein a substitution
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Figure 3.2: An r-round Lai-Massey scheme

layer producing confusion is followed by a confusion layer producing diffusion. Although
any block cipher can be seen as a substitution-permutation network, those based on the
Feistel or the Lai-Massey schemes are usually not considered to be part of this category.

The family of block ciphers SAFER [107,109] (which we cryptanalyse in Chap-
ter 9) and the Advanced Encryption Standard [41] (which we introduce in Section 3.7
and on which we base the design of the block cipher C in Chapter 11) are well known
examples of substitution-permutation networks.

3.5 Providing Diffusion: on the Need for Multipermutations

According to Shannon, the diffusion process should “dissipate [the redundancy]
into long range statistics” [139]. Yet, this definition leaves quite some space for inter-
pretation. Schnorr and Vaudenay formalize in [137] the concept of multipermutation
explaining what it technically means to provide good diffusion. Vaudenay further il-
lustrates in [150] how fundamental this concept can be. In particular, he shows that if
one replaces the substitution boxes of SAFER by other boxes then one obtains a weak
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block cipher in more than 6% of cases, the reason being that the diffusion of SAFER
is not a multipermutation. This is also a feature we exploit in the generalized linear
cryptanalysis that we propose in Chapter 9.

Definition 3.1 A (r,n)-multipermutation over an alphabet Z is a function f from Z"
to Z™ such that two different (r + n)-tuples of the form (x,f(x)) cannot collide in any
r positions.

Vaudenay notes that in the case where f is linear, Definition 3.1 corresponds to
MDS codes. For example, one of the core transformations of the AES diffusion is based
on a linear multipermutation (i.e., on an MDS code). In Chapter 11 we take advantage
of the inherent properties of MDS codes to prove certain security results concerning the
block cipher C.

3.6  Providing Confusion: Mixing key bits

Providing confusion is usually done by applying a (fixed) substitution box to
a mixing of key bits and of text bits. This is the case for the DES, the AES and SAFER.
Probably the most well known counter-example is IDEA. Sometimes the confusion is
created by key-dependent substitution boxes, which is the case for Blowfish [134] for
example, where the key bits have the particularity to be mixed with text bits in an
non-linear way. It seems natural to look for substitution boxes as similar as possible
to uniformly distributed random permutations (or functions, depending on the case),
as indicated by several security results that we manage to prove for both C and KFC
thanks to the ideal nature of the boxes we choose.

3.7 The Advanced Encryption Standard

As an example of substitution-permutation network, we introduce the encryp-
tion part of the Advanced Encryption Standard [41]. The AES is a 128-bit block cipher
made of » = 10 rounds in the case where 128-bit keys are used!, all identical in their
structure (except the last one). Each round is parameterized by a round-key which
is derived from the main 128 bits secret key using a so-called key schedule algorithm.
The structure of each round is made of a (non-linear) substitution layer followed by a
(linear) permutation layer.

A 128-bit plaintext p is considered as a 4 x4 array of 8-bit elements (p; ;)1<i j<4
with

b= p1,1\|p2,1||p3,1 p4,1Hp1,2H T HP4,4-

The first » — 1 first rounds successively apply to p the following transformations:

The AES can also be used with 192 and 256-bit keys, in which cases the number of rounds are 12
and 14 respectively.
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e AddRoundKey performs an exclusive-or operation between the bits of p and the
bits of the round key k:
a1 a2 G13 G14 P11 P12 P13 DPia kip k12 ki3 kg
ag1 azp 23 G24| _ |P21 P22 D23 D24 @ ka1 koo ko3 kou
as1 ag2 33 a34 P31 P32 P33 D34 k31 ka2 ksz ksa
(41 Q42 (43 Q44 Pa1 P42 P43 Paa ka1 kao kaz kaa
e SubBytes applies to each 8-bit a; ; a fixed substitution box S[-]:
big bia2 b1z bia Sla1,1] Sla1] Sla1s] Slai]
bri bap baz baa| _ |Slagu] Slazo] Slazs] Slasa]
b31 b3a2 b33 b3a Slas1] Slasz] Slass] Slas
bsg bao bagz baa Slas,1] Slasa] Slass] Slasa)
e ShiftRows shifts each row of the 4 x 4 array by an offset which depends on the
row number:
c1,1 €12 €13 Cl4 big b2 b1z bia
Co1 Co2 Ca3 Coa| _ |b22 baz bog bon
€31 €32 €33 C34 b3z bzsa b31 b3o
C41 C42 €43 C44 baa ba1 baz bag3
e MixColumns applies a linear multipermutation to each column of (¢;;)i<i j<a.

Each 8-bit element is considered as a member of the finite field with 256 elements
GF(2%). The elements of this finite field are represented by polynomials of degree
less than 8 with coefficients in GF(2), standard operations are performed modulo
the irreducible polynomial 2% 4 2%+ 23 +2+1, and any 8-bit element b = brbg . . . by
corresponds to the polynomial byz” + bga® + - - - + by. With these notations, the
MixColumns operation on the jth column of (¢; ;); ; is:

dy 0x02 0x03 0x01 0x01 1
doj|  |0x01 0x02 0x03 0x01 o |2
ds 0x01 0x01 0x02 0x03 3,5
dy 0x03 0x01 0x01 0x02 ca

The last round of AES is identical to the r — 1 previous ones, except that there no
MixColumns operation. Finally, a last AddRoundKey completes the algorithm.
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Chapter 4

The Luby-Rackoff Model:
Statistical Attacks against Block Ciphers

In Chapter 2 we considered computationally bounded adversaries and used
them to determine the length of the secret key of a typical block cipher. We also
showed that public-key cryptography can be used to turn an authentic channel into an
(expensive) confidential channel that can be used to exchange this secret key.

Conversely, an adversary in the Luby-Rackoff Model is assumed to be compu-
tationally unbounded! and only limited by the number of plaintext and/or ciphertext
samples she has access to.

4.1  The Perfect Cipher and Security Models

Let 7 and K respectively be the text space and the key space of a block cipher
C={Cx:7T —T :kek}.

The block cipher C can be considered as a random permutation by simply considering
the key K € K is a random variable. Intuitively the perfect cipher should have no
particular property common to each permutation that it defines. As a consequence, the
perfect cipher

cC:7T—-T

is defined as a uniformly distributed random permutation on 7. Obviously, the perfect
cipher cannot be implemented for realistic block sizes, since the key length is propor-
tional to log(|7|!). When studying the security of a block cipher C in the Luby-Rackoff
model, one is essentially concerned with how easy it is to distinguish C from C*.

More formally, we consider an algorithm, called a distinguisher and denoted
by A, that queries an oracle O which implements either a random instance of the
block cipher C (an hypothesis that we denote H; : O = C) or a random instance of
the perfect cipher (an hypothesis that we denote Hy : O = C*). The distinguisher

!So that we can assume without loss of generality that it is deterministic, see [157].
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eventually outputs a bit to indicate which hypothesis between Hy and H; is more likely
to be correct. The ability to distinguish between these two hypotheses is defined as the
advantage of the distinguisher and is defined by

Adva(Ho, Hi) = [Pri,[A = 1] — Pry,[A = 1]

which we also denote by Adva(C,C*). The distinguisher is essentially limited by the
number ¢ of queries it can make to the oracle, so that A is usually referred to as a
g-limited distinguisher. Furthermore, a distinguisher that can actually choose the ith
query made to the oracle based on the answers of the ¢ — 1 previous ones is said to be
adaptive. A distinguisher which asks the ¢ queries at once is said to be non-adaptive.
Obviously, adaptive distinguishers are more powerful than non-adaptive distinguishers.
We say that the block cipher C is resistant to ¢g-limited (non-)adaptive distinguishers if
any ¢-limited (non-)adaptive distinguisher A has a negligible advantage.

This security model is the one used by Michael Luby and Charles Rackoff
in [102] to study the security of the Feistel scheme (on which the DES is based). This
is also the model in which we prove security results for the block ciphers C and KFC
that we introduce in chapters 11 and 12 respectively.

4.2 From Distinguishing to Key Recovery

Most of the concrete statistical cryptanalytic attacks against block ciphers
implicitly assume the Luby-Rackoff model. Moreover, most of the well known attack
categories (if not all) are non-adaptive. Within these, cryptanalysts generally distin-
guish between known-plaintezt attacks (KPA), in which the adversary has no control
on which queries are made to the oracle, and chosen-plaintext attacks (CPA), in which
the queries follow a certain distribution chosen by the adversary. For example, linear
cryptanalysis [110,147] is a known-plaintext attack and differential cryptanalysis [21] is
a chosen-plaintext attack.

The objective of a cryptanalytic attack can either be to distinguish between
the two hypothesis mentioned in the previous section, namely Hg : O = C* and H; :
O = C, or to recover the key that is used to encrypt the plaintext/ciphertext pairs that
are available. In the rest of this section, we introduce a formalism close to Wagner’s
unified view of block cipher cryptanalysis [163], which is based on Vaudenay’s model
of statistical cryptanalysis [151]. We apply it within the scope of iterated ciphers and
show why distinguishing attacks often lead to key recovery attacks.

Cryptanalytic attacks can be formalized using the notion of projection and
commutative diagrams. Consider an adversary performing a known plaintext attack
against r + 1 rounds of an iterated block cipher

C={C,: T —-T:keK}

To emphasize the fact that C is made of r 4 1 rounds, we denote it CU"tY and denote
the 7th round by R(®). Recursively, we let C"t1) = R+1) 6 C(") and denote by k; the ith
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T—2 X
cm) g
T2 .y

Figure 4.1: A commutative diagram representing a distinguishing property on C"

round key (computed from the main key & by means of the key schedule). To simplify
the notations, we assume that all the rounds have the same structure, so that we simply
denote any round by R.

In an ideal scenario, the adversary is able to find a distinguishing property
for the r first rounds of the cipher. More formally, we assume that the adversary has
discovered two projections

p:T—->X and ¢:7T =Y

(where X and Y typically are sets of small cardinality) and some function g : X — Y
such that

gop=doC (4.1)

holds for all keys &k € K. Assume also that this property is not trivial, i.e., not true
in general if we replace C; by C*. This can be represented by means of a commutative
diagram as shown on Figure 4.1, in which the facts that (4.1) holds and that the diagram
commutes are equivalent. In such a case, the adversary can often mount a key recovery
attack against r 4 1 rounds of the block cipher by first guessing the last round key k1,
decrypting one round of the cipher for all the ciphertexts made available to her using
her guess k of k.11, and finally checking whether

gop=¢o CI(J—H) o Rflgl (4.2)

holds. When her guess is correct, i.e., when k = k41, then (4.2) is equivalent to (4.1),
so that it will always hold. When k # Kk, then we can consider that the adver-
sary is actually performing an additional one-round encryption of all the ciphertexts.
Consequently, we can (abusively) consider that the adversary checks whether

gop=g¢o CI(CH_Z) (4.3)

holds in this case. As the distinguishing property was assumed to be non trivial, there
is no particular reason why (4.3) should hold, so that the adversary will easily check
that her guess is incorrect as (4.3) is likely to be false for several plaintext/ciphertext
pairs.

In practical attacks, it is usually only necessary to guess some bits of the
last round key in order to check the distinguishing property, the remaining bits being
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recovered by exhaustive search. Once k,;;1 is recovered the adversary can peel-off
an entire round of the block cipher and iterate the whole process (usually, once a
distinguishing property can be found for a certain number of rounds, a distinguishing
property on fewer rounds is easy to find). In certain cases, recovering the last round
key can be sufficient to recover the key k.

As a distinguishing attack on Cg) often leads to a key recovery on , from
now on we only consider distinguishing attacks, i.e., attacks aiming at finding some
non trivial distinguishing property on the block cipher. We illustrate these notions by

introducing a concrete example, namely linear cryptanalysis.

Cg”—i—l)

4.3  Linear Cryptanalysis

Linear cryptanalysis is a known-plaintext attack proposed by Matsui in [110]
to break the DES [122], based on concepts introduced by Tardy-Corfdir and Gilbert
in [147]. It assumes that the plaintexts are independent and uniformly distributed in
the text space 7 = {0, 1}", and consider linear (in the sense of GF(2)) binary projections
of the form

p(P)=a*P=agPy®arPL® - ®ap_1P,—1 € {0,1},
where a € {0,1}" is called a mask. Essentially, linear cryptanalysis aims at finding an
input mask a and an output mask b on r rounds of an iterated cipher C, such that

(asP)& (b C(P)) =0 (4.4)

holds with a probability far distant from % for all keys k € IC. More precisely, if one let
% + € be the probability that the linear relation (4.4) holds, then the efficiency of the
cryptanalysis based on it is known to depend on the linear probability coefficient [32]

LP,(Ci) = LP ((a+ P) & (b+ €[ (P)) ) = 4¢*
where the linear probability of a random bit B is defined by

LP(B) = (2Pr[B = 0] — 1)> = (E ((-1)))*.
The linear probability is often assumed to be close to the expected linear probability

ELP,;(C) = Ex (LP,4(Ck)),

an hypothesis referred to as the hypothesis of stochastic equivalence (a concept formal-
ized by Lai [94,97]).

In practice, to derive a linear relation such as (4.4) on an iterated cipher made
of r rounds, the cryptanalyst first derives adequate linear relations on each round of the
block cipher, such that the output mask of round i — 1 is equal to the input mask of
round 4. This forms a so called characteristic (ag, a1, ..., a,). Using Matsui’s piling-up
lemma, which states that for two independent random bits B; and Bs we have

LP(B1 & By) = LP(B1)LP(By),
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Section 4.3 Linear Cryptanalysis

the cryptanalyst then usually assumes that
T
ELPgq,(C) = [ [ ELPu, 0 (R). (4.5)
i=1

This strategy is the one adopted by Matsui in his cryptanalysis of the DES. In that
particular case, the experiments justify the approximations [72,111].

Yet, Nyberg shows in [125] that the right hand-side of (4.5) essentially under-
estimates the true expected linear probability since, in the case of Markov ciphers [97]
(see Definition 8.8) we actually have

ELPgyq, (C)= > fIELPwﬂﬂxR%

ay,...,ar—1 1=1

a property which is often referred to as the linear hull effect. We emphasize the fact
that since the approximation (4.5) underestimates the true value of the expected linear
probability, it also underestimates the efficiency of the cryptanalysis. Whereas this is
perfectly acceptable from the point of view of the adversary (since the attack can only
perform better than expected), it is unfortunate to see the same approximation made
in so-called security proofs of block ciphers. For example, the maximum value (over
all non-zero input/output masks) of the expected linear probability over 8 rounds of
the AES was initially assumed to be less than 273% [41, pp.30-31], which is obviously
wrong: since for any input mask a, the sum over all the 2!%® values of ELP,;(AES)
is equal to 1, at least one must be greater than 2728, Yet, in that particular case,
Keliher proves that the maximum value of the ELP’s can be bounded by 1.778 - 27107
for 8 or more rounds [79-81]. In the cases of the block ciphers C and KFC that we
introduce in chapters 11 and 12 respectively, we manage to compute the exact value of
the expected linear probability (taking the linear hull effect into account) for various
number of rounds.

Other examples of statistical cryptanalytic attacks include differential crypt-
analysis (which is a chosen plaintext attack introduced by Biham and Shamir in [23]),
several of its variants (such as truncated differentials [88], impossible differentials [18]
or higher order differentials [88,95]), Vaudenay’s x? cryptanalysis [62,151], and integral
attacks [69,93]. An exhaustive review is provided by Junod in [73].
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Chapter 5

Notations and Elementary Results

We introduce in this last chapter the notations that will be used throughout
as well as some elementary results.

5.1 Random Variables, Probabilities, Strings, etc.

If Z is a finite set, we denote by | Z| its cardinality. Let P denote a probability
distribution over the finite set Z. We denote the fact that a random variable X is
drawn according to the distribution P by X ~ P or X & Z in the case of an algorithm.
The probability that X takes a particular value a € Z is either denoted by Prplal,
Pr[X = a], or P[a], where in the last case the probability distribution is simply seen as
a vector in [0, 1]|Z|. The support of P is the subset of Z made of all elements a such
that Pla] # 0 and is denoted by supp(P). The distribution P is said to be of full support
if supp(P) = Z. If A and B denote some random events such that Pr[A] > 0, we will
denote Pr[B|A] or Pry[B] the probability of the event B given the occurrence of the
event A.

If 21, 29,..., 24 € Z are q elements of Z, we denote by z? = (21, 22, ..., 2z¢) € 24
the vector of Z having z; as its ith component. We adopt a similar notation for random
variables. If Z1,Z>,...,Z, € Z are ¢ independent and identically-distributed (i.i.d.)
random variables drawn according to distribution P, we denote by P¢ the distribution
of 29 = (Z1, 2, ..., Z4) so that

Pr(Z) = 21,23 = 22, ..., Zy = z4] = Pr[Z? = z9] = Prpq (27| = P9[27].

We note that since the random variables are assumed to be independent, it always holds

that P[z?) = []7_, P[z].
The set of all functions F from the finite set Z to R is a vector space of finite
dimension thus all norms || - || on this set define the same topology. The open ball of

radius € > 0 around fy € F is the set Bc(fo) ={f € F : ||f — fol| < €}. An open set
is a union of open balls. The interior of a set II is the union of all open sets included

in II and is denoted by 1. The closed ball of radius € > 0 around fy € F is the set
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B(fo) ={f € F : |If = foll < e€}. A closed set is an intersection of closed balls. The
closure of a set II is the intersection of all closed sets containing IT and is denoted by
1L

5.2 Vector Norms and Fundamental Inequalities

In this section we recall several fundamental inequalities valid for the specific
norms that we use throughout this thesis.

Definition 5.1 Let 21,29,...,2, € R and 2" = (21,22,...,2n). Let v be a positive
integer. The r-norm of the vector z" is denoted ||z" ||, and defined by

n 1/r
12" = (Z \Zi|r> :
i=1

When r = 2, we obtain the Euclidean norm. The infinity norm of z™ is denoted ||2"|| oo

and is defined by

-----

Theorem 5.1 (Cauchy’s Inequality) Let a,b € R™ with a = ay,as,...,a, and
b =by,bo,...,b,. We have

< [lallz - [[bll2

n
E a;b;
i=1

with equality if and only if a and b are proportional (i.e., if there exists some non-zero
real value k such that a; = k- b; for alli € {1,2,...,n}.

Proof. We have

n 2 n
2 2 272 272
20al3- b3 —2|> aibs| = Y afbi +> aibi 2> abiajb;
i=1 ij i.j ij
= Z(aibj — ajbi)Q Z 0
2%

with equality if and only if a and b are proportional. O
Corollary 5.1 Let z = (21, 22,...,2n) € R™ and let r be a positive integer. We have

1
Iz[lr < n2r - [|z[l2r
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with equality when z; = z; for alli,j =1,2,...,n.

Proof. Using Cauchy’s inequality with a; = |z;|" and b; = 1 allows us to conclude the
proof. O

5.3 Asymptotic Notations

Most of the results obtained in Part II concern the asymptotic behaviours of
different types of distinguishers. We introduce in this section the main notation used
to express most of our results, together with its basics properties.

Definition 5.2 The fact that two strictly positive sequences (aq)qen and (bg)qen are
equal to the first order in the exponent, i.e., are such that

1
lim - log 24 — 0,

is denoted aq = by.

The fact that a, = b, is equivalent to a, = bqeO(Q). This notation is multiplica-
tive, in the sense that if ag4, by, ¢4, dy are strictly positive sequences such that a; = b,
and ¢, = dg then we have aqcq = byd,.

Lemma 5.1 Let 0 < o < 3 and let ag = 279 and by = 2784 Then limg_oaq =
limg_,o by = 0. Moreover,

24 = 9-(B-)a gng ag+ by =2
q
Proof. We have

Qq — g—aqtolq) 17

The fact that Z—‘; = 2-(B=2)9 comes from multiplicativity. The last result comes from

b
aq+bq:aq<1+a‘1),
q

where a, = 27 so that showing that 1 + Z—Z = 1 would suffice to conclude by multi-

plicativity. Whena:ﬁwehave1+2—z:2il. When 8 >awelet y=0—-—a >0

and have Z—q = 2774, so that Z—q — 0, which easily leads to 1 + Z—q =1. ]
q q q
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Chapter 6

Distinguishers Between Two Sources

6.1 A Typical Introduction to Simple Hypothesis Testing

In this section, we consider a simple game between an oracle, called the source,
generating independent and identically-distributed (i.i.d.) random values in some given
finite set, and an algorithm, called the distinguisher, that aims at determining the
distribution followed by the source.

More precisely, let Z be a finite set and let Py and P; be two probability
distributions over Z. Consider an oracle S, the source, which generates ¢ samples
according to a distribution P € {Pg, P1}. We denote the values of the sample members
by Z1, 23, ..., Z,, the Z;’s being i.i.d. random variables following distribution P. These
values are the inputs of an algorithm A,, the distinguisher, the objective of which is
to guess whether P = Py (hypothesis Hy, often referred to as the null hypothesis) or
P = Py (hypothesis Hy, often referred to as the alternate hypothesis) on the basis of
these ¢ values (and of the knowledge of both Py and Py). A, is called a g-limited
distinguisher as we assume that it is computationally unbounded and only limited by
the sample size. This algorithm eventually outputs 0 (respectively 1) if its guess is
that Ho (respectively Hy) holds. The distinguisher A, can be defined by an acceptance
region A, C 29 such that A, outputs 1 when (Z1, Zs,...,Z,;) € Ay and 0 otherwise.
Finally, we note that since the distinguisher is computationally unbounded (and only
restricted by the sample size ¢), we can assume without loss of generality that it is fully
deterministic.

The situation just described is commonly referred to as the simple hypothesis
testing problem since both alternatives fully determine the distribution. A more complex
situation arises when one of the two hypotheses is composite, i.e., when the distinguisher
has to guess whether the distribution followed by the source is one particular distribution
(Hp : P = Pp) or if it belongs to a set of several distributions (Hy : P € {P1,..., P4},
where P; # Pg fori = 1,...,d), which corresponds to the composite hypothesis. Finally,
the difficulty of the game can be increased from the point of view of the distinguisher if
the exact description of the composite hypothesis is not available. In that case, it shall
guess whether the source follows a specific (known) distribution (Hp : P = Pg) or not
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1 b {0,1} /* Random choice between Py and Py */
2: view < {Pg, Py}
fori=1,...,q do

Z &z

view « view U {Z;}

w

end
b— Ag(view)

if E = b then return 1 else return 0

© N o g

Algorithm 6.1: Game played by a g-limited distinguisher A, between two prob-
ability distributions Py and Py over a finite set Z.

(Hl . P 75 Po)

Definition 6.1 Let Z9 = Zy,Z>,...,2Z4 be q i.i.d. random variables sampled in a finite
set Z according to a distribution P. Let Hy and Hy be two hypotheses on P such that
one is true. A g-limited distinguisher Ay between Hy and Hy is an algorithm which (at
least) takes as an input the q samples and eventually outputs a bit b € {0,1} to indicate
that its guess is that Hy is true.

In all cases, the ability to distinguish the null hypothesis Hy from the alternate
hypothesis H; is called the advantage of the distinguisher. We will first give a general
definition of this notion and detail the particular cases that we will consider in this
chapter.

Definition 6.2 Let Z9 = 7,25, ...,7Z, be q i.i.d. random variables sampled in a finite
set Z according to a distribution P. Let Hy and Hy be two hypotheses on P. The
advantage of a q-limited distinguisher A, between Hy and Hy is defined by

Adva,(Ho, H1) = [Pry,[A(Z9) = 1] — Py, [Ay(Z9) = 1]|.

In the simple hypothesis testing problem, we consider two distributions Py and
P; and try to distinguish between Hg : P = Py and H; : P = P;. In that specific
case, we also denote the advantage of a ¢-limited distinguisher A, by Adva,(Po,P1)
instead of Adva,(Ho,H1), and refer to A, as a distinguisher between Pg and P;. One
can formalize this simple scenario as a game played by the distinguisher, described in
Algorithm 6.1. In such a case, the advantage of the distinguisher can be defined in a
different (yet equivalent) way.

Definition 6.3 (alternative when both hypotheses are simple) Let Py and Py
be two probability distributions over a finite set Z. Let A4 be a q-limited distinguisher
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between Py and P1 playing the game described in Algorithm 6.1 and let B denote the
event that the algorithm outputs 1. The advantage of A is

|2PI‘[B} - 1‘ )
where the probabilities hold over the random coins of the game.
Proposition 6.1 When both hypotheses are simple, definitions 6.2 and 6.3 are equiva-
lent.

Proof. Using the notations of Algorithm 6.1 we have

Pr[P] = Pr[b=1]
= Pr[b = b|b = 0]Pr[b = 0] + Pr[b = b|b = 1]Pr[b = 1]
= L(Pr[p=0b=0] + Pr[b=bb = 1))
= LPrb=0/b=0]+Prp=1Jp=1])

where the third equality comes from the fact that b is uniformly distributed. Thus

|2Pr[P] — 1] is equal to ‘Pr[b =1b=0] —Prb=1Jb= 1]‘, which is how the advantage
in Definition 6.2 should be written when using the notations of the algorithm. O

In the general case, the ability of A, to distinguish between both hypotheses
can be expressed in another (equivalent) way. Obviously, A, can make two kinds of
mistakes:

e it can either reject Hy whereas it is true, which is often called a type I error,
e or reject Hy whereas it is true, which is often called a type II error.

By definition, a type I error occurs with a probability Pry,[A(Z7) = 1] and a type II
error with probability Pry, [A(Z9) = 0]. Respectively denoting these probabilities by «
and (3, one can define an overall probability of error P, such that

1
Pe = 5(0&—{—,8)

It is easy to see that the advantage of a distinguisher is related to its overall probability
of error by
AdVAq(HQ, Hl) = ‘1 - 2Pe| .

6.2  An Alternate View through the Method of Types

Since the ¢ samples Z1,Zs, ..., Z, generated by the source are independent,
their particular order must be irrelevant. On the other hand, what matters is the
number of occurrences of each symbol of Z in the string 77, Zs, ..., Z, or, equivalently,
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the relative number of occurrence (frequency) of each symbol. We introduce here the
notion of type (or empirical probability distribution) of an i.i.d. sequence, and show in
Lemma 6.1 that the probability of occurrence of a given string is uniquely determined
by its type. Finally, we recall a fundamental theorem due to Sanov [133], that we will
later use to compute the asymptotic complexity of two distinguishers (namely the best
distinguisher and the y? distinguisher).

Definition 6.4 Let Z be a finite set. The type (or empirical probability distribution)
P.a of a sequence z4 € Z9 is the relative proportion of occurrences of each symbol of Z,
i.e.,

N(a|z?)

qu [CL] = p

for all a € Z, where N(a|z?) is the number of times the symbol a occurs in the sequence
z9.

Definition 6.5 Given a finite set Z, we denote by P(Z) (or simply by P) the set of all
probability distributions defined over the finite set Z, and by Py(Z) (or simply by P, ) the
set of probability distributions over Z in which probabilities are integral fractions of q.
Finally, we let Poo(Z) = Ug=0Py(Z) (or simply Px) be the set of rational distributions.

Definition 6.6 For P € P, we denote by T,(P) the set of sequences of length q whose
type is equal to P, i.e.,
T,(P) ={z% € 27 : P, =P}.

T4(P) is usually called the type class of P and is more commonly defined over
P, (see [37, p.280]). Here we extend the definition to P and simply have T,(P) = 0
when P € P\ P,.

Definition 6.7 Let Py and Py be two probability distributions over a finite set Z. The
relative entropy or Kullback-Leibler distance between Py and Py is defined as

S g L

[Z] ze€supp(Po)

D(Po||P1) = ) _ Polz]log
z€EZ

with the convention that Olog% =0, that plog § = +o0 for p >0, and that Olog% =0.

We note that D(Pg||P1) < 400 if and only if the support of Py is included in
the support of P1. In what follows, we will refer to this notion using the term relative
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entropy as, being non-symmetric, it is not exactly a distance. Nevertheless, it is always
positive since —log is convex.

Lemma 6.1 Let Z be a finite set and P be a probability distribution over Z. For all
21,%2,...,2¢ € Z we have

P[z9] = 279 (P2a)+D(P=a[[P))

Proof. We have
q

P9[z9] = H Plz H Pla)N(elz?) = H Pla]9P=a e,

i=1 a€EZ a€EZ
As for each a € Z we have

P [a]quq [a] _ 2quq [a] log P[a] — 2(1< z4 [a] log P,q [a] PLa [a] log z‘[l []‘1] )

)

we obtain that

palg1] — 51(a Paalal log Pualal =X, Pualallog L) _ o (11 (P,)+D(P,alP))
O

According to Lemma 6.1, the probability of occurrence of a particular sequence
only depends on its type. As a consequence, from now on we will make the following
assumption about the acceptance region of the distinguishers we will consider.

Assumption 6.1 Let A, € Z9 be the acceptance region of a ¢g-limited distinguisher. If
z? belongs to Ay, then it is also the case for all the strings of T;(P), i.e.,
zle Ay & Ty(Paa) C A,

Under the previous assumption, for each acceptance region A, C Z? of a
¢-limited distinguisher, there exists a subset II, C Py(Z) such that

Pell, & T,(P)C A,

The advantage of the distinguisher can then be written as

Adva,(Po,P1) = Z Pilz?] — Z PY[z]

zi€ A, zi€ Ay

— Z 9—4(H(Pza)+D(Pzq|[Po)) _ Z 9—4(H (Pza)+D(Pza([P1))

zI€ A, zI€ Ay

_ Z IT,(P)|2~ q(H(P)+D(P||Po)) Z T,(P)| 2~ q(H(P)+D(P|[P1))|
Pell, Pell,
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We summarize the assumptions and some of the results obtained in this section
in the following definition.

Definition 6.8 (‘Acceptance Region) Let Z be a finite set. The sample acceptance
region of a q-limited distinguisher Ay is a subset A C Z% such that for any string z? of
q symbols of Z we have

Ayz)=1 & z7cA

The type acceptance region of Ay is a subset Il; C Py(Z) such that for any distribution
P € Py(Z) we have
Pell, & T, P)cCA

When clear from the context, we might simply call acceptance region either
sample or type acceptance regions.

To conclude this section, we recall a fundamental result that will be the basis
of the data complexity analysis of specific distinguishers, such as the best distinguisher
in subsection 6.4. We first note that, from a topological viewpoint, P is a compact
subset of the vector space RIZ! which is of finite dimension. Its topology can therefore
by defined by any norm, e.g., the infinite norm || P||s = max, |P(z)|.

Theorem 6.1 (Sanov’s theorem [133]) Let P be a probability distribution over a
finite set Z, Z' be a non-empty subset of Z, and II be a set of probability distributions
of full support over Z'. If Z1,Zs, ..., Z,; are q i.i.d. random variables drawn according
to the distribution P, we have

Pr[Pzq € I1] < (g + 1)/ZI2~aPUIIP)

where D(II||P) = infprers D(P'[|P). Moreover, if the closure of Il C P(Z') is equal to the

closure of its interior, i.e., if Il = II under the topology of probability distributions over
Z', then
Pr[Pz, € II] = 2~ IR,

Proof. A proof of this result is given in Appendix A. O

6.3  The Best Distinguisher: an Optimal Solution

Since P, is finite for any given fixed ¢, this is also the case for the number of
sample acceptance regions of ¢-limited distinguishers. Consequently, there exists one
distinguisher A7 which maximizes the advantage, i.e., such that for all distinguisher A,

AdVA;(P(), Pl) Z AdVAq(P(), Pl)
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In what follows, we denote by BestAdv?(Po,P;) the advantage of A}, i.e.,

BestAdv?(Pgy, P1) = rr/lkax AdVAq(P07 P1),

q

where the maximum is taken over all g-limited distinguishers. It is possible to give an

explicit description of A7 by deriving an adequate acceptance region’.

Definition 6.9 Let Py and Py be two probability distributions over a finite set Z. Let q
be a positive integer. The function

LR: 27 — RTU{+o0,NaNn}

21— LR(s1) = g2
1

is the g-limited likelihood ratio (or simply likelihood ratio), with the convention that
£ = +o0 for p >0 and that 8 = NaN. The function

LLR: 29 — RU{—00,+00,NaN}
z? +—— LLR(z%) =log (LR(z%))

is the g-limited logarithmic likelihood ratio (or simply logarithmic likelihood ratio), with
the convention that log% = —o0, that log § = +oc for p > 0, and that log% = Nal.

Proposition 6.2 Let Py and Py be two probability distributions over a finite set Z. The
q-limited distinguisher Ay defined by the sample acceptance region

Ar={z7¢€ 2% : LR(z%) < 1} = {27 € 27 : LLR(2%) < 0}
is optimal in the sense that its advantage is BestAdv?(Py, P1).

Proof. To prove this proposition, we show that an arbitrary distinguisher has a smaller
advantage than Aj. Let Ay be an arbitrary g-limited distinguisher and A, be its ac-
ceptance region. Without loss of generality, we can assume that Pry, [A4(Z?) = 1] >
Pry,[A4(Z9) = 1] holds®. By definition we thus have

AdVAq(P(), Pl) = PI‘HI[Aq<Zq) = 1] - PI“HO [Aq(Zq) = 1]

Since the distinguisher outputs 1 if the sample z? that it receives belongs to its accep-
tance region A,, we have

Pry,[Ay(Z7) = 1] = Z P29

zi€ Ay

!The method described here is similar to the proof of the Neyman-Pearson lemma [123] that was
used by Junod and Vaudenay in order to derive optimal key ranking procedures for block cipher crypt-
analysis [75].

2Otherwise we replace A, by Ag,
but such that the inequality is true.

and obtain a distinguisher with the exact same advantage as A4
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for i € {0,1}. Thus,
Adva,(Po,P1) = > (P{lz") = PjlzY)) < > (P{[z’] - P§[z]),

29€Ay 29C AT

where A C A, is the set of all 29 € A, such that P{[z9] — P§[z9] > 0. Since A} is by
definition the set of all z¢ € Z7 such that P{[z?] — P{[z?] > 0, we have AS C A% and

ST (PI2Y) —PllaY) < S (PY[aY] — Pila]) = Advag (Po,Py),

29€ AL z9€ A}

which allows to conclude that Adva,(Po,P1) < Adv,z\;(Po7 Py). O

We note that if supp(Py) # supp(P1), the LLR might become infinite. How-
ever, it never occurs that LLR(z9) = NaN in practice.

We conclude this subsection with a link between the advantage of the best
distinguisher and (simplified) distribution vectors from Vaudenay’s Decorrelation The-
ory [155]. Given the sample size ¢, let [Po]? and [P;]? be the vectors defined by

[Pile,, . ., =Pjlz?] for je{0,1}.

Zlyeeey

Using the notations of Proposition 6.2, the probability that A} outputs 1 in the case
where the source follows distribution P; is ), A*[ 13, for j e {0,1}. From Defini-

tion 6.2 and from the definition of .A* we have

BeStAqu(Po, Pl) = Z ([Po]gq - [Pl]gq) = Z ([Pl]gq - [PU]Z‘I)'

zI€ A} zI€ A¥
Since
> (Puda = Poli) + D (Palda — [Polf) = Y [Pulda — > [Polda =0,
zI1€A} qung z9€ 24 z9c 24
this gives
2BestAdv?(Po, P1) = > ([P1)ds — [Polga) = > ([P1lde — [Polia)
z1€ A} z9€ Ay
= Z HP POZ‘1|+ Z | Pozq|
z1€ A} 29€AY
= Z ‘ Pl zq PO zq‘
z9€ 24

We summarize this result in the following proposition.

Proposition 6.3 Let Py and Py be two probability distributions over a finite set Z. The
advantage of the best q-limited distinguisher between Py and Py is

BestAdv?(Pg, Pq) = *H[Po] [P1]?][1,
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where the || - ||1 norm of a vector A = {A;}; is defined by ||All1 =), | Al

The statistical framework proposed in [35] by Coppersmith et al. is based on
this norm.

6.4  The Best Distinguisher: Data Complexity Analysis

In the previous section we showed how to compute the advantage of the best
g-limited distinguisher for some given ¢q. Here we consider the case where the advantage
is fixed and wonder how large the sample size ¢ must be, so that the best distinguisher
achieves this advantage.

We first note that the logarithmic likelihood ratio can be expressed in terms
of the relative entropy and of the type of the sample received by the distinguisher [37].

Lemma 6.2 Let Z be a finite set and z1,...,24 be a sequence of q elements in Z. If
LLR(z?) = naNn we have supp(P¢) ¢ supp(Po) and supp(Pzq) ¢ supp(P1). Otherwise,

LLR(z?) = q (D(P4a||P1) — D(P44||Po)) .

Proof. If LLR(2z%) = —o0 it means that P{[z?] > 0 and P{[z?] = 0, so that supp(P,) C
supp(P1) and supp(Pz«) ¢ supp(Pp). As a consequence, D(P,q||P1) is finite while
D(Pz4||Pg) = 400, so that we indeed have

q (D(Pya[|P1) = D(Pya|[Po)) = —oc,

and the equality is verified. The case where LLR(z%) = 400 can be treated similarly.
When LLR(z9) is finite, using the notations of Definition 6.4 we have

:z:: og P1 ZN (z]z9) logP g

zEZ

Q

LLR(z9) =

1:1

Introducing the empirical probability distribution of the sequence z4, we obtain

LLR(e) = g3 Palellos gl o'
z€Z z1
) Pl Pl
- q2< 5P, {Z])—q;(mzmg i)
= 4 (D(Pul|P1) ~ D(Pual|Po)).

O

Following Proposition 6.2 and Lemma 6.2, we can easily derive the distribution
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acceptance region of the best distinguisher.
Proposition 6.4 Let Py and Py be two probability distributions over a finite set Z. Let

L: P — RU{+o0,—00,NaN}

P — L(P) = P[] log p2F2

z€supp(P)

with the convention that plog § = +00, plog% = —00, and thatplog% = +00F 00 = NaN
(for p,q >0). Let

II*={P P : D(P|P1) —D(P||Pg) <0} ={PeP : L(P) <0}.

The g-limited distinguisher Ay defined by the distribution acceptance region Iy = II*NPy
is optimal in the sense that its advantage is BestAdv?(Pg, P1).

The previous proposition shows that the best distinguisher shall choose the
distribution Pj which is the closest one (in the sense of the relative entropy) from the
type of the sequence.

In practice, the output of L cannot be NaN. Indeed, this situation occurs when
there exists z such that P[z] > 0 and Pgy[z] = P1[z] = 0, or when there exists distinct
z,z" € supp(P) such that Py[z] > 0, Pi[z] = 0, P1[2’] > 0, and Py[2’] = 0. Since L is
evaluated in some P,¢ where the z;’s where sampled according to either Py or Py, it
is always the case that supp(P,s) C supp(Po) or that supp(Pz«) C supp(P1), so that
neither of the two previous situations can occur.

Lemma 6.3 The set I1* defined in Proposition 6.4 is convex.
Proof. Let P,P’ € II* and ¢ € [0, 1]. Since L is linear, we have
L(tP + (1 —t)P") =tL(P) + (1 — t)L(P") < 0.
O

The following theorem (which actually is another way of formulating a result
from Chernoff [34]) gives the number of samples the best distinguisher A; needs to
achieve a given probability of error of type I (see page 33), in the case where both
distributions are of full support.

Theorem 6.2 Let Py and Py be two probability distributions of full support over a finite
set Z. Let F : [0,1] — R be the function defined by

F(A) =Y Po[z]' P12

Z€EZ
and let
Po,P{) = — inf logF(\) = — min logF
C(Po, P1) 0iae1 B () 02\121 g F(})
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be the Chernoff information between Py and P1. The probability of error of type I of
the best g-limited distinguisher A7 is such that

q
x(7q\ — 1] = 9—9C(Po,P1) _ i
Pry, [AZ(Z7) =1] =2 (}\I&ég}F(A)) . (6.1)

Proof. For Py = Py the result is trivial. We now assume that Py and Py are distinct
which ensures that there exists z € Z such that 0 < Pg[z] < P1[z] and 2’ € Z such that
Z' # z and 0 < P1[2] < Po[#/].

According to Proposition 6.4, the best g-limited distinguisher A is defined by
an acceptance region IIj = II* NP, where

II*={P e P : D(P|P1) = D(P||Po) <0} ={P P : L(P) <0},

using the notations of the proposition. If z is such that 0 < Pg[z] < P1[z], the distribu-
tion P € P such that P[z] = 1 belongs to IT* since L(P) = log E?E
that IT* is nonempty.

Considering the topology of P (as discussed on page 36), we note that L is
continuous. Since there exists P € IT* such that L(P) < 0, then, for a sufficiently small
e > 0, all distributions within a distance to P smaller than € are in IT* as well. This
means that the interior of IT* is nonempty.

< 0. This ensures

Since IT* is a nonempty and convex set (see Lemma 6.3), we have IT* = II* so
that we can apply Theorem 6.1 and obtain

Pry, [A%(Z7) = 1] = 272PUIPo),

We now show that D(IT*||P) is actually equal to C(Pg, P1).

The set IT* is topologically closed: Since both Py and P; are of full support,
L(P) € R for all P € P. Consequently, (I*) = {P € P : L(P) > 0}. It is easy to
see that there exists P € P such that L(P) > 0 (so that (II*)¢ is nonempty) and that,
since L is continuous, all distributions at a sufficiently small distance of P are in (II*)¢
as well. This shows that any P € (II*)¢ is the center of an open ball included in (IT*)¢,
which makes (IT*)¢ an open set and thus, IT* is closed.

Since IT* is closed and bounded in the Euclidean space R!Z!. it is compact. Since
P +— D(P||Pp) is continuous, the extreme value theorem states D(IT*||Py) = D(P||Po)
for some P € IT*: there exists a global minimum for this function in IT*. Furthermore,
since the function P — D(P||Pg) is convex, the set of P’s such that D(P||Py) < r is a
convex set for any radius » > 0. As a consequence, there is no local minimum in II*
which is not global as well. Finally, if P reaches a minimum, then the segment between
Po and P (excluding P itself) contains distributions closer to Py, and thus, must be
outside of IT*: the value of L. on these points must be non-negative. So, either the
segment is reduced to Py (meaning that L(Py) < 0) or we must have L(P) = 0 for the
closest P € IT* of Py, due to the continuity of L. Since the former case is impossible (as
L(Pg) = D(Pg||P1) > 0 since Py # P1), then only the latter case can be true.
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The problem now reduces to an optimization problem under constraints since
we need to minimize P — D(P||Pg) under the conditions that L(P) = c (where c is
a constant) and that N(P) = > .- P[z] = 1. According to the method of Lagrange
multipliers, a minimum can only be obtained in a point P such that

VD(P||Py) = AVL(P) + uVN(P)

for some A, u € R. Solving the previous equation under the two constraints leads to a

solution of the form
Po[2]! =Py [2]*

2 acz Pola]'*Pi[a]

Moreover, it is easy to check that for distinct a and b we have

P\[z] =

PDPIP) _, . PD(PIPy)

OP[a]OPb] Pl

so that P, is indeed a minimum.
Finally, we look for a Py such that ¢ = 0, i.e., such that L(Py) = 0. Letting
f : R — R be the function defined by

F(A) =1log > Pola]' *P1[a]’

acZ

we note that
D(P5[[Po) = =AL(Py) = f(}) (6.2)

and that f'(\) = —L(Py). Since f/(0) = —L(Py) < 0 and f(0) = f(1) = 0, there
must exist A* € [0, 1] such that f/(A\*) = 0 and such that f(\*) is minimal on [0, 1].
This minimum is clearly —C(Pg, P1). We deduce that L(Py+) = 0 so that Py« is the
closest distribution to Py in IT*. From (6.2) we deduce that D(II*||Pg) = D(Px«||Po) =
—f(X*) = C(Py, P1), which concludes the proof. O

We stress the fact that the validity of the previous theorem is indeed limited
to distributions that have the same support. Indeed the result is wrong in the general
case as the following example shows.

Example 6.1 Let Z = {0,1,2,...,n} for some n > 0 and define the distributions Py
and P; over Z by

1 1 1 1 1
Po=1(0,—,...,— and Py = S, .
n n n+1 n+1 n—+1

The common support is 2’ = {1,2,...,n}. Letting L be as in Proposition 6.4, we have
L(P) > 0 for any distribution P such that supp(P) C Z’. Consequently, we always have

P [A%(Z7) = 1] = 0.
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On the other hand, letting I’ be as in Theorem 6.2, we have

FQ) = <nj—1>/\'

This function is decreasing so that infocy<1 F(A) = F(1) = a7 and thus C(Po,Py) =
log(1 + 1/n), which shows that if the assumption made on the common support in
Theorem 6.2 does not hold, then the conclusions of the theorem do not hold either. We
further note that by exchanging Py and P; we obtain the same Chernoff information
(which is not surprising since the expression is symmetric) but an error probability of

type II equal to (1 — %H)q, which is correct. O

We will now extend the validity of the previous theorem to arbitrary distri-
butions, that is, to distributions with arbitrary supports. We will actually show (in
Theorem 6.3) that the expression obtained for the asymptotic behavior of the type I
probability of error is actually too restrictive when considering arbitrary distributions,
namely, A should be free to take values greater than 1. We first prove a lemma that we
then use to prove Theorem 6.3.

Lemma 6.4 Let Py be a probability distribution of full support over a finite set Z and
let g : Z — )0, +00] be a strictly positive function over Z. Given a distribution P over
Z we define

L(P) =) Plz]log P

o[2]
= 9(2)
and let I1={P € P : L(P) <0}. Let F : R — R be the function defined by

F(A) =) Pole]' Ag(2)™

z2€EZ

The probability of error of type I of the g-limited distinguisher A, defined by the set of
acceptance 11, = 11 NPy is such that

q
Prg A,(2) = 1] = (Juf POV

Proof. If Po[z] > g(2) for all z € Z, the type I error probability is equal to Po[£]? where
€ is the set of all z € Z such that Py[z] = g(z). Since inf)~g F(A) = limy_o F(\) = Py[€]
in this case, the result holds.

We now assume that there exists z € Z such that 0 < Pg[z] < g(z). Clearly, the
distribution P such that P[z] = 1 verifies L(P) < 0, so that IT is nonempty. Considering
the topology of P (as discussed on page 36), we note that L is continuous. Since there
exists P € II such that L(P) < 0, then, for a sufficiently small ¢ > 0, all distributions
within a distance to P smaller than e are in II as well. This means that the interior of
IT is nonempty.
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Since II is a nonempty and convex set (since L is linear), we have II = II so
that we can apply Theorem 6.1 and obtain

Pry, [A,(Z7) = 1] = 27aPIIPo), (6.3)

We now show that D(II||Py) is actually equal to —infysglogF()).

The set I is topologically closed: Since Py is of full support and g(z) > 0 for
all z € Z, L(P) € R for all P € P. Consequently, II° = {P € P : L(P) > 0}. It is easy
to see that there exists P € P such that L(P) > 0 (so that II¢ is nonempty) and that,
since L is continuous, all distributions at a sufficiently small distance of P are in II¢ as
well. This shows that any P € II¢ is the center of an open ball included in IT¢, which
makes II¢ an open set and thus, II is closed.

Since IT is closed and bounded in the Euclidean space RIZ!, it is compact. Since
P +— D(P||Po) is continuous, the extreme value theorem states D(II||Py) = D(P||Po) for
some P € II: there exists a global minimum for this function in II. Furthermore, since
the function P — D(P||Pg) is convex, the set of P’s such that D(P||Pg) < r is a convex
set for any radius » > 0. As a consequence, there is no local minimum in II which is not
global as well. Finally, if P reaches a minimum, then the segment between Py and P
(excluding P itself) contains distributions closer to Py, and thus, must be outside of II:
the value of L on these points must be non-negative. So, either the segment is reduced
to Py (meaning that L(Py) < 0) or we must have L(P) = 0 for the closest P € IT* of Py,
due to the continuity of L.

The problem now reduces to an optimization problem under constraints since
we need to minimize P — D(P||Pg) under the conditions that L(P) = c (where c is
a constant) and that N(P) = > _ .- P[z] = 1. According to the method of Lagrange
multipliers, a minimum can only be obtained in a point P such that

VD(P||Pg) = AVL(P) + uVN(P)

for some A, u € R. Solving the previous equation under the two constraints leads to a
solution of the form
Pol2]'*g(2)}

> acz Pola]'?g(a)*
Moreover, it is easy to check that for distinct a and b we have

PPDPIPy) _ . P*D(P|Py)
OP[a]oP[b] 9P[a]?

Pylz] =

>0

so that P, is indeed a minimum.
Finally, we look for a Py such that ¢ = 0, i.e., such that L(Py) = 0. Letting
f R — R be the function defined by

N = log 3 Pola)' *g(a)®

a€Z

we note that
D(Py[[Po) = =AL(Px) — f(A) (6.4)

— 44 —



Section 6.4 The Best Distinguisher: Data Complexity Analysis

and that f'(\) = —L(Py). As previously noted, there are two eventualities: either
L(Pg) <0 (i-e., P is in II) or the closest P € II to Py verifies L(P) = 0:

e If L(Pg) <0, then f/(0) > 0. We can see that

S .cz Pol2] g (2) log £
> ez Pola]™ g (a)

The denominator is always positive and it is easy to show that the nominator is
an increasing function of A. Since f/(0) > 0, this means that f/(\) > 0 for all
A > 0, so that the minimum of f over [0,+oc[ is f(0) = 0. Since we also have
D(II||Pg) = 0, the lemma is correct in this case.

f') =

e If L(Py) > 0, then f’(0) < 0. Moreover, since we assumed that there exists z € Z
such that 0 < Pg[z] < g(2), then limy_, f(A\) = +00. Consequently, there must
exists A* > 0 such that f/(A*) = 0 (and thus such that L(Py«) = 0) and for which
f is minimal. This minimum is clearly infy~qlog F()). Combining this with (6.3)
and (6.4) concludes the proof.

O]

Theorem 6.3 Let Py and Py be two probability distribution of finite supports with union
Z and intersection Z'. Given a distribution P over Z we define

L(P)=> P[z]log

Polz]
z€EZ Pl[

z]’

where L(P) can be infinite or undefined, and let I1 = {P € P : L(P) < 0}. Let
F: R — R be the function defined by

F(A) =Y Polz]' *Py[2]*.

zeZ!

The probability of error of type I of the q-limited distinguisher A, defined by the set of
acceptance 11, = I1 NPy is such that

q
Prig A,(2) = 1= (Juf POV (6.5)

Proof. Let P, be the distribution of full support over Z’ = supp(Po) Nsupp(P1), defined

by
Polz] /
PE)[Z} _ ) otz ifze Z
0 otherwise.
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Let g : Z — R be the function defined by

P1[z] . /
o(z) = Po[Z] ifzeZ
0 otherwise.

Similarly to Lemma 6.4, for any distribution P over Z’ we define

L(P) = 3 P[] log Lol

zeZ! g<z)

and Il' = {P € P(Z2’) : L'(P) < 0}. Clearly, we have L(P) = L/(P) for any distribution
P over Z’. Consequently, II consists of II' together with the distributions which support
is included in that of P; but not in that of Py (in which case the value obtained for
L is —o0). Since the probability of reaching one of the latter distributions is 0 when
sampling according to distribution Py, we have

Pry, [Ay(Z%) = 1] = Pry,[Pzq € I1'],
where
Pry, [Pz« € IU'] = Pry, [Pz« € IU'|Z4,. .., Z, € Z'|Pry,[Z1,..., 2, € 2]

since Pry, [Pz« € II'|Z1,...,Z; ¢ Z'] = 0. We have Pry [Z1,...,Z, € Z'] = (Po[Z2'])?
and it is easy to show that

PI‘HO[PZq S H/|Zl, R Zq S Z/] = Prp:%[qu € H/]
From the previous equations we finally obtain
Prg[Aq(2) = 1] = (Po[Z))? - Prp_py [Pa € IT'.

Applying Lemma 6.4 to the right-hand side of the previous equation, we get

q
Prp:pé[qu € H/] = <1nf G()\))

A>0
where
1
_ 17 1=A A 1-X A
GO = 3 Phl 92 = oz D Polel Pl
zeZ! zeZ!
Combining the three previous equations allows to conclude. O

We will illustrate Theorem 6.3 on practical examples in section 6.5. Before
that, we show that the previous theorem allows to easily deduce the asymptotic behavior
of the advantage of the best distinguisher in the general case.

Corollary 6.1 Let Py and Py be two probability distribution of finite supports with union
Z and intersection Z'. Let F : R — R be the function defined by

F(A) =Y Polz]' *Py[2]*

zeZ!
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and let
C(Po,P1) = — inf logF()) (6.6)
0<A<1

be the Chernoff information between Py and Pi. The advantage of the best q-limited
distinguisher between Py and Py is such that

q
1 — BestAdv?(Pg, P;) = 279¢(Po.P1) — ( inf F(/\)> .
0<A<1

Proof. The advantage of the best g-limited distinguisher A is such that can be written
as
1 — BestAdv?(Po, P1) = Pry,[A7(Z9) = 1] 4 Py, [A}(Z7) = 0].

The acceptance region of A7 being II* = {P € P : L(P) <0} where

PO [Z]
P1 [Z]

LP)= > Plzlog

z€supp(P)

(according to Proposition 6.4 and using the notations of the proposition), we can apply
Theorem 6.3 and obtain

Pry, [A5(Z9) = 1] = (iﬁ%F(A)y

where F(A) = Y, 2 Pol2]' P4 [2]*.
On the other hand, we can see that by symmetry one can get
PrHl[A;(Zq) = 0] = PTHI[L(qu) > 0]
< Pry,[L(Pzq) > 0]
= PrHl[—L(qu) S 0]

= (lmgew)’

where G(\) = 3,2/ P1[2]'*Po[z]* = F(1 — \).

Consequently, if infyso F(X) > infy<q F()), we obtain 1 — BestAdv,(Po, P1) =
(infa~o F(A))?. If infyso F(\) < infy<1 F(A\), we can exchange the roles of Py and Py
and similarly obtain 1 — BestAdv,(Po, P1) = (infx<o F(A))?. In all cases we get

q q
1 — BestAdv,(Po,P1) = (g;f(’)F(A)) + <>1\I£ F()\)) :

If the minimum of F' is reached for some A € ]0,1[ we are done. Otherwise, we first

note that F/(\) = Y.z Pol2]' 1 2] og f2ff and

2
F’'(\) = Z Po[z]lf)‘Pl[z])‘ <log E?ED >0,

zeZ!
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so that F/ is an increasing function. If the minimum of F is reached for A < 0, then
it must be the case that infy~oF(A\) = F(0) and that infy.; F(A) < F(0), so that we
obtain 1 — BestAdv,(Po,P1) = F(0)?. Similarly, if the minimum is reached for A > 1,
we necessarily have infy.; F(A\) = F(1) and inf)~oF(A\) < F(1), so that in this case
1 — BestAdv,(Pg, P1) = F(1)9. Hence, in all cases we can write

q
1 — BestAdv,(Po, Py) = (0 inf 1F(A))
<AL

which concludes the proof. ]

6.5 The Best Distinguisher: Examples and Pathological Dis-
tributions

In this subsection we will consider several practical pairs of distributions and
compute both the exact value of the advantage of the best distinguisher and its asymp-
totic value using Corollary 6.1. We will also illustrate the fact that (6.1) in Theorem 6.2
can prove to be wrong in the case where both distributions do not have the same support,
the correct value of the error probability being obtained using (6.5). Unless otherwise
stated, in these examples Py and Py are two probability distributions of finite supports
with union Z = {0,1,...,n} for some positive integer n and intersection Z’.

Example 6.2 We consider the trivial case where Z’ = (). Obviously, after one query the
logarithmic likelihood ration will already take its final value (either —oo or +o0) and
we have BestAdv,(Pg,P1) =1 for all ¢ > 0. This is coherent with Corollary 6.1 since
we have C(Pg, P1) = +00 and thus 2-2¢(Po.P1) — 0. We similarly see that Theorem 6.3
holds since F(A) = 0 and since we indeed have that the probability of error is 0 in this
case. O

Example 6.3 We reconsider here Example 6.1. Let Py = (0, %,,%) and Py =
(n%rl, ce n%q) Using Proposition 6.3 is is easy to show that
1 q
BeStAqu(Po, P))=1- <1 — ) .
n
The Chernoff information between Py and P; is given by
1
. 1-Ap LA
C(Po,P1) = — inf log > Pole] P[]t = —log <1 - n) ,

zeZ!

so that Corollary 6.1 states that

1\¢
1 — BestAdv,(Po,P1) = <1 - > .
n
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We note that in this particular case, the corollary gives an ezact value of the advantage,
and thus tells more than just the asymptotic behavior. Concerning the type I error
probability, using the notations of Theorem 6.3 we have

F()) = (1 - ;)A

so that infy~o F(A) = limy o F(A) = 0. Theorem 6.3 then states that Pry,[A}(Z7) =
1] = 0, which is correct since the best distinguisher never makes a wrong guess under
hypothesis Hy as we have

1
"o
n

L(Pzq) = Z Pzaq[z]log

zeZ!

in this case. [

Example 6.4 Let Po = (0,1, 2 ... Lyand Py = (1,0,1,..., 1), We have 2’ =

{2,3,...,n}. According to Theorem 6.3, and since F(A\) =1 — 1 for all values of A, we
have

n

Pry, [A%(Z9) = 1] = (1 - 1>q.

Indeed, according to the definition of the acceptance region of the best distinguisher
given in Proposition 6.4, we clearly have that

PTHO[Ag(Zq> = 1} = PrHO[Zl 7é 1,.. -qu 7& 1] = (1 — Po[l])q _ <1 B Tll>q7

which shows that the theorem is correct and quite precise in this case also. It is easy
to see that we have Pry, [A7(Z9) = 0] = 0, and thus that

1\¢
BeStAqu(Po, Pl) =1- (1 — n) .

Corollary 6.1 thus gives us more than the asymptotic behavior of the advantage of the

best distinguisher since we have in this case C(Pg,P1) = —log (1 — %), which leads to

1\¢
1- BeStAqu(P(), Pl) = (1 - n) .

Example 6.5 Let Z = {0,1,2,3} and Py = (%,%,é,O) and Py = (%,%,0, i) We have
2’ ={0,1} and in this case the smallest value of

=3 30
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over A > 0 is achieved for A — 0, the limit being equal to % We deduce that

2
C(Po, Pl) = — log g

and that N
1 — BestAdv,(Pg, P1) = <> .

6.6 The Best Distinguisher: Case where the Distributions
are Close to Each Other

In order to obtain an expression of the advantage of the best distinguisher
easier to deal with in practice than that given in Corollary 6.1, we will derive a simple
expression approximating the Chernoff information. We consider the case where Py and
P1 are both of full support over Z by letting

Pl[z] — Po[z]
Po[z]

and assuming that e, = o(1) for all z € Z. Here, we do not consider that both
distributions are fixed but rather consider that this is only the case for Py and that Py
converges towards Pg. Although not realistic from a cryptographic point of view, this
approach allows to obtain results which are mathematically sound, and that can lead
to good approximates in practical situations.

€, =

Lemma 6.5 Let Py and P1 be two distributions of support Z such that Py tends towards
the fixed distribution Pg. Let q be the number of queries available to the best distinguisher
A} between Py and Py. We have

C(Po, P1) = - QZPO e2+o(|el3)

zZEZ

where for all z € Z we define

and €= (€;),cz.

Proof. We let

=Y Polel1+e)* and g(Az) = Polz](1+e) In(l +¢.)
z€EZ z€EZ
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so that (P 7P) = —minog)\gl IOgF()\, 5) — _]OgF()\*’e) and Q(A*,G) -0 (SiIlCe
%1;()\76) = g(A\€)). We will approximate F(A*,e) when € is small and subject to
>, Polz]e; = 0. We first have

€2

s = TPl e +ofe)) (- G+ o(@)
= 0Pl (A 5) & o i)

since 3°, Po[z]e. is zero. As g(A\*,€) = 0 we deduce that A* tends towards 3 as € tends
towards 0. Taylor’s theorem used with Lagrange’s form of the remainder gives

e (5o (DR () 1)

with |R| < max) gQTE(A,e) for A € [0,1]. As 2—1;()\,6) = g(\, €), previous computations
immediately lead to %(%’ €) = g(3,€) = o(|[¢||3). Similarly we have

2
?m (A& = Y Polz](1+e)* (In(1+e))

zEZ

= S Polal(1+ 0(1)) (s + ofez))?
z€EZ

= 3" Polle + oflelP)
z€EZ

which is a O(]|€]|?), hence

b0 =¥ () oty + 5 (¥~ 3) ot

Since A* — § = o(1) the previous equation can be reduced to

PO =T (i) + ol

Now, we have

1
F<2,e> = ZPO V1i+te,

2€Z
1
= ZPO (14-62—62—1-0( ))
2 8
z2€Z
1
= 1= S PolEle +ofef)

zEZ
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and therefore )
F(\,2)=1-— s Z Polz]€2 + o(||€]13).
2€Z
Since C(Pg,P1) = —log F(\*, €) this immediately leads to

1
C(Po,P1) = 32 Z Polzl€Z + o(le[13)-
z€Z

O]

Based on Corollary 6.1, it is tempting in practice to make the following heuris-
tic assumption.

Heuristic 6.1 Let Py and P; be two probability distributions of finite support with
union Z and intersection Z’. Let

C(Po,P1) = — inf log > Polz]' P[]
zeZ’

be the Chernoff information between Py and P;. The best ¢-limited distinguisher be-
tween Py and P; reaches a non-negligible advantage when
1
17 TPy, Py)
O

One can note that all the examples of Section 6.5 are in favor of the previous
heuristic, since for all of them we have BestAdv,(Pg,P1) = 1 — 279C¢(PoP1) " Taking
q = 1/C(Po,P1) would lead to an advantage equal to 3 (in those specific cases). In
practice though, it might be more comfortable to work with the approximation of the
Chernoff information that we obtained in Lemma 6.5 than with the Chernoff information

itself.

Heuristic 6.2 Let Py and Py be two distributions of support Z and let € = (e,),cz be
such that e, = %{50[4 for all z € Z. Assuming that ||e[|2 < 1, the best g-limited

distinguisher reaches a non-negligible advantage when
- 8In2
EDIRLNEES
O

Whereas we cannot formally justify Heuristic 6.1, we can easily show that if it
holds then Heuristic 6.2 does also. For this we use the following result.

Lemma 6.6 Let Py and Py be two distributions of support Z. For all z € Z we define
_ Pifz] = Pol7]

z = d = \€z)zeZ-
€ Pol2 and €= (€;),ez
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Letting B(Pg,P1) = —log ) . \/Pol2]P1[2] we have C(Py, P1) > B(Pg, P1) and, assuming
that ||€]|oo < %,

1 VIZ|
B(Po, P1) — > Pol]el] < Polloo ———|P 5 :
(Po, P1) 82 2~ olzlez| < 575 IPollsclle ||2+961 5 olI3c lell2 (6.7)

Proof. The fact that B(Pg, P1) < C(Pg, P1) is trivial. The rest is proved in Appendix B.
O

We see that if Heuristic 6.1 holds, then

1
1= B(Py, P1)

samples are obviously sufficient to distinguish Py from P; since B(Py,P1) < C(Pg, Py).
In that case it is easy to check whether the approximation

Z| — z 2
B(Po, P1) ~ 81112 Z (P ]PO[:]O[ ))

is acceptable by showing that the right-hand side of (6.7) is negligible. If it is so, then
we can assume that Heuristic 6.2 is correct.

6.7 The Best Distinguisher: Case where one of the Distri-
butions is Uniform

In this section, we assume that Pg is the uniform distribution. This situation
is quite typical when studying certain cryptographic devices, like for example pseudo-
random generators which should generate a sequence of symbols indistinguishable from
a uniformly distributed random string. To simplify the notations, we let U = Py denote
the uniform distribution and P = P; be the biased distribution of full support.

Definition 6.10 Let P be an arbitrary distribution over a finite set Z, let §, = P[z]— \Z\

and let €, = |Z| 0, for all z € Z. The Squared Euclidean Imbalance® (SEI) A(P) of the
distribution P is defined by

Py=12]) o= ‘Zﬁ =[2][IP - UII3.

Z2EZ z€EZ

3 Although this appellation coincides with the one of Harpes, Kramer, and Massey in [65], note that
the definitions slightly differ.
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Using this notation, we can re-write Lemma 6.6 as follows.

Lemma 6.7 Let P be a probability distribution over a finite set Z and let B(U,P) =
—log <|Z‘—1/2 e /P[z]). Assuming that ||P — Ul|e < ﬁ, we have

5
961n2

‘B(U,P) A(P)‘ < 2

_ = 3/2
8In2| — 81n2A(P) +

A(P)2.

This result validates the rule of thumb that states that in order to reach a non-
negligible advantage, the best distinguisher between P and U needs a sample of size at
least 1/A(P). In particular, assuming that Heuristic 6.1 is correct and that P is close
enough to the uniform distribution, it tells us that the number of samples required by

the best distinguisher in order to reach an advantage close to % is SAI(HPQ). If we consider,

for example, the particular case where Z = {0, 1} and denote e = ¢g = —ey, this rule of
thumb leads to the conclusion that the sample size should be close to 8/¢2. This result
is very similar to classical results coming from linear cryptanalysis [110].

6.8 The Best Distinguisher: Case where one Hypothesis is
Composite

So far, we considered the problem of testing the null hypothesis Hy : P =
Po against the simple alternate hypothesis H; : P = P; where Py and P; were fully
specified. This situation is usually referred to as the simple hypothesis testing problem.
A more complex situation arises when one of the two hypotheses is composite, i.e.,
when the distribution might belong to a set of distributions. In this subsection, we
will consider the latter situation and extend the results to the case where Hg is still
simple (Hg : P = Pg) but where H; is composite (H; : P € D, where D = {Py,...,P4}).
Under H; we assume that the selection of P; is taken with an a priori weight of m; to
define the advantage for distinguishing Hgy from H;. For simplicity we assume that all
distributions have the same support Z.

Theorem 6.4 Let Py be a distribution of support Z and D = {P1,...,Pg} be a finite
set of distributions of support Z. Let Hy : P = Py be the null hypothesis and Hy : P € D
be the alternate hypothesis, in which P; is chosen with an a priori weight of w;. The q-
limited distinguisher A7 between Ho and Hy defined by the distribution acceptance region

17 = 1I* NP, where

P() [Z]

I = {P €P : min L;(P) < O} with L;(P) = Z P[z] log

1<i<d
zEZ
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is asymptotically optimal and its advantage BestAdv, is such that

1 — BestAdv,(Hp, Hy) = lrgaé(dQ 9C(Po,Py),
(2

Proof. Letting II; = {P € P : L;(P) < 0} for all i = 1,...,d, we have that II* =
I Ul U - - - UII,. Since we know from the proof of Theorem 6.2 that the II;’s verifies
Sanov’s theorem hypotheses, it is also the case for IT*. Therefore, from Theorem 6.1 we
get

Py [A(27) = 1] = 2791 IPo),

By definition

D(IT*||Pg) = i D(P||Pg) = D(P||Pg) = D(IL;||P
(I[[Po) = ,_min  D(P|Po) = min, min D(P|Po) = min D(IL|Py).

Since we know from the proof of Theorem 6.2 that D(IL;||Pg) = C(Po, P:), we deduce

Pring [AG(Z7) = 1] = max 27770, (6.8)

On the other hand, we have
PTHI[A;(Zq) = O] = PTHI[qu ¢ Hl, ey qu ¢ Hd] S PI‘H1 [qu ¢ Hl]

and we know that Pry, [Pz« ¢ II;] = 279¢(PoP1)  Since this is clearly less than
Max|<;<d 2-4C(Po.Pi)  we conclude from this and (6.8) that

1 — BestAdvy(Ho, H1) = lrgaéch aC(Po,Pi)
K3

We will now show that this advantage is asymptotically optimal.
Let A, be an arbitrary g-limited distinguisher between Hy and H; defined by
an acceptance region II, and let Adv, denote its advantage. We have

1 —Advy(Ho,H1) = Pry,[A4(Z7) = 1] 4 Pry, [Ay(Z?) = 0]

d
= Pry,[A4(Z9) =1+ Zﬂz’Pr[Aq(Zq) — 0[P =Py
i=1

d
- Zm(PrHO [A (Z9) = 1] 4+ Pr[A,(Z?) = 0[P = P}])

d
> mi(1 - BestAdv,(Po, Py)),
=1

v

where BestAdv,(Pg, P;) denotes the advantage of the best distinguisher between P and
P;. Since, according to Corollary 6.1,

1 — BestAdvgy(Po, P;) = 9—aC(Po,P:)
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then from Lemma 5.1 we deduce that

d
Zm(l — BestAdv,(Pg, P;)) = 279mim<i<a C(Po.Pi) — max 2-4C(Po.Pi)
K3
i=1 ==

which allows to conclude that 1 — Advy(Ho, Hi) > ¢4 where ¢, = 1 — BestAdv,(Ho, H1).
O

We will use Theorem 6.4 in Section 7.6 to compute the asymptotic value of
a generalized version of the best linear distinguisher. In the meantime, we can deduce
the following heuristic result.

Heuristic 6.3 Let Py be a distribution of support Z and D = {P1,...,P4} be a finite
set of distributions of support Z. Let

N 1-Ap [\
C(Po, P;) 03;1;1 log; Polz]" ~"P;[z]

be the Chernoff information between Py and P;, for ¢ = 1,2,...,d. The best ¢-limited
distinguisher between Hy : P = Py and H; : P € D reaches a non-negligible advantage

when
1

1I%1iléldC(P0, P;)

When Pg is uniform, then the best g-limited distinguisher between the two previous
hypotheses reaches a non-negligible advantage when

B 8In2
~ min A(P;)’

1<i<d

6.9 A General Heuristic Method to Compute the Advantage
of an Arbitrary Distinguisher

In the previous sections, we focused on the best distinguisher (either asymp-
totic or not) and derived its advantage using, essentially, Sanov’s theorem (Theo-
rem 6.1). We can learn from the techniques we used and extract a general heuris-
tic method that can be applied to compute the advantage of (almost) any g¢-limited
distinguisher A, between two simple hypotheses.

We assume that A, is defined by an acceptance region

M={PeP : LP) <0}
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where L is some continuous function, and that both II and its complement satisfy
Sanov’s theorem hypotheses. This is notably the case of any non-empty convex set. We
also assume that the distributions we are considering are close to each other.

Since II satisfies Sanov’s theorem hypotheses, we know that

Priyy[Aq(Z) = 1] = 27PIPo), (6.9)

so that all we need to do is to approximate D(II||Pg) = minpery D(P||Pp). Similarly to
what we had in the proof of Theorem 6.2 we know that (according to the method of
Lagrange multipliers) the minimum can only be achieved for a distribution P such that

VD(P||Py) = AVL(P) + uVN(P)

for some A\ and p, where N(P) = >_
that N(P) = 1.
For any distribution P converging towards Py as ¢ — oo, we have

ez P[z], under the constraint that L(P) = 0 and

D(PIP) = X Plllog 5
ZEZ
1 (P[z] — Po[z])? . (P[z] — Po[z])?
= 211122622 Pl (GZZ Pol2] )

When P is fixed but close to Py, we can approximate D(P||Pg) by the first term of the
right-hand side of the previous equation and deduce that
OD(P|[Pg) _ Pla] — Po[a]
OP]a] Pola] In2

for all a € Z. We deduce that the distribution P for which D(P||Pg) is minimal satisfies

Pla] — Pola] _ OL(P)
Pola]ln2 " 9P[d]

from which we deduce that Pla] — Po[a] = APg[a] In gOLP) 4 pPola] In2. Summing over

oP[a]
a€ Zleadsto A)_, Po[a]% + 1 =0, from which we deduce that the distribution P
for which D(P||Py) is minimal must satisfy
Pla] — Pyld] oL 0L
L(P)=0 d ————— =\ P — — 6.10
(P) M T[] n2 ; o 5P ~ apE (6.10)

for some constant A\. Equation (6.10) leads to a system of equations with |Z] 4 1
unknowns in total. Solving this system allows to estimate D(II||Py) and thus the error
probability Pry,[A4(Z9) = 1] by approximating the left-hand side of (6.9) by its right-
hand side.

The computation of D(IT||P1) can be performed in a similar way and leads to
an approximation of the other error probability. Finally, the approximate value of the
advantage is easy to deduce from the previous computations.
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6.10 Case where One of the Distributions is Unknown: the
Squared Distinguishers Family

In order to implement the best distinguisher between Hy : P = Py and Hj :
P = P, the precise knowledge of both distributions is needed, since the likelihood ratio
depends on them. This is also the case for achieving the best asymptotic advantage
when testing a simple hypothesis against a composite one, as shown in Section 6.8.
Yet, this information might not be always available in practice (e.g., when attacking
a pseudo-random generator which specifications are unknown). In this subsection, we
investigate what can be done in the situation where the distinguisher has only access
to one of the two distributions. In this case, the null hypothesis is Hy : P = Py and
the alternate hypothesis is Hy : P # Py. We assume that the adversary has precise
knowledge of Py.

Definition 6.11 (X2 statistics) Let Py be a probability distribution over a finite set
Z. Let q be a positive integer. Pearson’s chi-square (x2) statistic [129] is the function

Y29 — R

Zq RN EXQ (Zq) =gq Z z4

The logarithmic likelihood ratio (G2) statistic is the function

Ygp: 29 — R
21— Sga(29) =203, 5 Paala) In %[g]
The Freeman-Tukey (T?) statistic [52] is the function
S 29 — R

2 s Spa(a’) =49y (VPold] - Pola])

a€eZ

The Neyman modified chi-square (NM?) statistic is the function
Y29 — R

P,
2zl — X yp(z?) = QZ (P
acZ

a] — qPolal)”
qu [CL]

The modified logarithmic likelihood ratio (GM?) statistic is the function

Yap 27 — R

z7 — Y2 (z?) =2q Zaez Po[a]In %{5}'

Let X € {x,G, T, NM, GM}. A g-limited distinguisher Pé(z (T') defined by the sample
acceptance region ,
AX(T) ={z9 € 29 : Sx2(29) > qT}
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is a distinguisher performing a X? statistical test with threshold T.

Intuitively, if the null hypothesis is true, the value of each of these X? statistical
tests X y2 should be small since the experimental frequencies should be close to the
expected ones, so that P,q[a] — Pg[a] should be close to 0 for all @ € Z. In the simple
situation where only two distributions are possible, larger values of the tests allow one
to conclude that the source follows Pj.

Presumably because of its simplicity, the Pearson’s chi-square (x?) statis-
tic [129] is the most commonly used. According to Horn [68], the reason why the G2
was not as used as the y? in the past may lie in the difficulty of undertaking logarithmic
computations. Modern computers obviously erased this drawback.

In what follows, we recall the proof of Cressie and Read [39] who show that
all the X? tests introduced in Definition 6.11 are asymptotically equivalent. As a
consequence, all the distinguishers performing a X? statistical test are equivalent from
the point of view of the advantage when ¢ is large enough. We will thus focus on the
test which makes it possible to easily compute the advantage using Theorem 6.1, in a
similar way than what we did for the best distinguisher in Theorem 6.2.

All the X? Tests Asymptotically Follow a 2 Distribution.

We first introduce Cressie and Read A power statistic and show that it actually
encompass all the X? tests introduced so far.

Definition 6.12 Let Py be a probability distribution over a finite set Z. Let q be a
positive integer and let X\ € R. For X\ # 0, —1, the CR* power statistic is the function

YXopr: 29 — R .
q q\ _ 1 qu[a}
S ZCRA(Z)‘A<A+1>§P2q[a]<<Po[a]) _1>'

For A\=0 and A\ = —1, X pr is defined by continuity:

Yopo(z?) = Z Pzala]In

Pa[a] Po[a]
acZ z1 [

zq[ q\ __
Pojal and ECR1(Z)—;PO[a]InP o’

Lemma 6.8 Under the notations of definitions 6.11 and 6.12, we have:

Ye(z?) = 2¢Xop(29),

Ye2(2?) = 2¢Epo(29),

Yr2(27) = 2q%p-1/2(27),
Ene(z?) = 2¢Xop-2(29)
Yowe(2?) = 2¢Xp-1(2%)
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We will now show that all the CR® tests are asymptotically equivalent, which
obviously implies the same for the X? tests.

Lemma 6.9 Let Py be a probability distribution over a finite set Z and X € R. Let
21,22,-..,%¢ € Z be a sequence of q elements. Let
Pza[a] — Pola]

Pola]

for all a € Z. Under the null hypothesis, we have ¢, — 0 when ¢ — oo for all a € Z
and

€q —

X opr(27) ZPO €2 4 o(€2)).

an

Proof. For A £ 0,—1 it is easy to show that

Yopr(z?) = Pol I+e )M —(1+e)).
CRM\® /\+1 C; ola ( )

Since
AA+1)

2
and since ) Polale, = 0 we obtain the announced result for A # 0, —1. Similarly it
can be shown that

(1+ ea)/\Jrl — (14 €) = Aeg + 62 + o(eq)

ECRO Zq Z PO 1+e¢, 111(1 + Ea)
acZ

which leads to the announced result for A = 0 using the fact that

(14 ea)In(1 + €0) = ea + —€2 + o(e2).

2 a
For A = —1 we have
Yop-1 Z Pola]In(1 + €,)
acZ
and 1,
—In(14+€,) = —€, + 5% + o(e2)
which completes the proof. O

As a consequence of lemmas 6.8 and 6.9, we have that for all A € R,
2% cpr (27) ~ 2qE op1 (27) = X, 2(29)

as ¢ — oo. It is well known that under the null hypothesis (i.e., when the distribution
followed by the source if Py) Pearson’s x? statistical test converges towards a x? dis-
tribution with |Z] — 1 degrees of freedom [15,70,98]. We have just shown that this is
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consequently the case for all the tests introduced in this section. Since we don’t assume
anything about the alternate case, this also mean that all the distinguishers based on
these respective tests are a priori equivalent in terms of advantage when ¢ becomes
large. In what follows, we focus on the G? test and compute the advantage of AqG2 (T).

Computing the Advantage of a G? Distinguisher

We first note that the G? statistic can be expressed in terms of the relative
entropy between the type of z? and the distribution Py as

Yo (z?) = 2¢ Z Pola] In F;ZOQ[Z] = 21n(2)¢D(P4||Po).-
acZ

The sample acceptance region of a G? distinguisher is
AS(T) = {27 € 27 : Sa(2?) > ¢T} = {27 € Z7 : D(Py|[Po) > T'},

where 77 = T'//(2In2). Thus, exchanging T by 7" in Definition 6.11 only “shifts” the
advantage of the distinguishers. For simplicity, we adopt from now on the following
definition for a G2 distinguisher.

Definition 6.13 Let Py be a probability distribution over a finite set Z and let
% (T) = {P € P : D(P||Py) > T}.

The g-limited distinguisher AqG2 (T') defined by the type acceptance region HqG2 (T) =
¢ (T) NP, is a G* distinguisher with threshold T.

From Proposition 6.4, we note that the type acceptance region of a G? distin-
guisher corresponds to the one of the perfect distinguisher, except that the D(P||Py)
term is now replaced by a constant T

The following heuristic theorem describes the asymptotic behavior of a distin-
guisher A?Z in a simplified situation where the alternate hypothesis is simple, H; : P =
P1 (where Py is close to Pg), but where Py is unknown to the distinguisher.

Theorem 6.5 Let Py and Py be two probability distributions of full support over a finite
set Z. For all z € Z let

)
Polz] =p., Pilz]=p.+9. and e, = =
Pz
Let 0 < T < max; log %[Z]. Restricting Taylor series expansion in terms of the €,’s

to order 2, the advantage of a q-limited G distinguisher with threshold T between Hy :
P =Pg and Hy : P = Py (Py being unknown to the distinguisher) is such that

1— AquGa(Ho, Hy) = 2—qmin(T7(\/T—\/ﬁ)2)’ (6.11)
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where

P:%szfg

zEZ

Proof. Let L(P) = T — D(P||Pg). According to Definition 6.13, the type acceptance
region of AqG2 (T) is HqG2 (T) = 1% (T) NP, where

¢ (T) = {P e P : D(P||Py) > T}

Clearly e (T') is not empty since the distribution P which is always zero except at
the point which minimizes Py belongs to II¢”(T) since D(P||Py) = log

min, Po[z] -
max, log ﬁ > T by assumption. On the other hand, e’ (T')¢ is non-empty either
since Py belongs to it. The continuity of L ensures that the hypotheses of Sanov’s
theorem (Theorem 6.1) are verified, and thus we get

1— Adv§*(T) = ogmin(D(TIC” () [Po) DI (T)¢[[P1))

By definition we easily obtain that

DI (T)|Po) = inf D(P||Po) =T.
PellG?(T)
Computing D(II®*(T)||Py) is more involving. For similar reasons than those we had
in the proof of Theorem 6.2, this computation reduces to an optimization problem in
which we must minimize P — D(P||P1) under the constraints that L(P) = 0 and that

N(P) = >_,czP[z] = 1. According to the method of Lagrange’s multipliers, a minimum
can only be obtained in a point P such that

D(P||P1) = AVL(P) + uVN(P)

for some A, u € R. Solving the previous equation under the two constraints leads to a
solution of the form

Py Polel (R
S P TR Polb s 5, Pl (B2)”

where 1 = 1/(1 + A). Introducing the notations of the theorem, the previous equation
becomes

DPa (1 + fa)u
dopp (14 e)

From the expression obtained for P[a], we can compute D(P||Py):
Z pa 1+6a 10 ( (1 +6a) )
2P (L) =\ o (1+6)"

wPa (14 €2)"log(1 + €, .
= pz(bpb(l)—i—ejﬁ(‘ )—log (;pa (1+€q) )
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Developing the last equation using Taylor series, we obtain at order 2

L o

D(PIPa) = gu* 3 puck

l\D

so that the condition D(P||Py) = T gives u =~ \/T'/p using the notations of the theorem.
Similarly, we have

+ €q )" (14 €,) 1

D[Py = ZZbe (14 )~ OgaPb(l""eb)#
(1= 1) Sy pall + 0 log(l +ea) |- ( <1+e>">'
g ;pb b

> b o1+ €p)H

Developing the last equation in Taylor series again, we get

D(P[P1) Zpa

Since p =~ /T'/p we finally obtain

D(P[IP1) = (v/T/p —1)*p = (VT — V/p)*.
O

On the contrary of Theorem 6.2 which gives an rigorous expression of the
advantage of the best distinguisher, Theorem 6.5 is only heuristic in the sense that
we assume that the approximation of p obtained using Taylor series can be used in
place of its exact value. Assuming that the advantage of the G? distinguisher can be
approximated by its asymptotic value, we can compare its efficiency with respect to
that of the best distinguisher. According to Heuristic 6.2 we can assume that the best
distinguisher reaches a non-negligible advantage when

81In2
Tt ez Pl
From Theorem 6.5, we can similarly assume that
1
min(T, (VT — 7)?)

are sufficient to the G2 distinguisher to distinguish Hg from Hy. This value is minimized
by choosing T = % p. In the best case from the point of view of the distinguisher, the
previous equation thus reads

42 =

8
" T P
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which is of the same order of magnitude as gpest-

Obviously, the optimal choice of the threshold cannot always been made in
practice since we assumed that the distribution P; is unknown. Yet, if at least the
“distance” between Py and P; can be evaluated, then it not necessary to know the
exact details of Py in order to obtain an efficient G? distinguisher. In that case, a G2
distinguisher with an optimal threshold behaves just as well as the best distinguisher.
This confirms previous results of Vaudenay [151], who obtained the same conclusions
but under stronger assumptions on the sample distribution and considering an simpler
way of measuring the efficiency of a distinguisher instead of the classical notion of
advantage.

Non-asymptotic case: The best y?-like Test in Practice

The results presented so far are asymptotic. Whereas we considered that all
x%-like tests are equivalent (as they all follow a x? distribution with v = | Z| — 1 degrees
of freedom as ¢ — o0), some of them might be more accurate than others in practice (for
bounded values of ¢), namely, those that converge faster to the asymptotic distribution.
To find out which of these tests is best, we compare the mean of the statistic to that
of the asymptotic distribution, and choose the value of A for which the convergence is
the fastest possible.

Proposition 6.5 Let Z be a finite set, Py be a probability distribution over Z, and

21,29, ...,Zqg ~ Pq be i.i.d. random variables. Let
da
pa = Pola], 0q = Pzd[a] — Polal, and €, = .
foralla € Z. Letting S =), pia we have
1/(A=1
E(2¢Zopr(29) = 2] - 1+ q<(3)(s -3|Z|+2)
A=1)(A—=2 .
+ (L() (S —2|Z|+ 1)) +o(q7??).
Proof. Since
€a _ 9% _ q(Pzafa] —Pola]) _ (N[a|Z?] — qPola])
=g =" = = ,
1/q Pa Pa Pa
the law of large numbers guarantees that, under the null hypothesis, f—/aq —0asqg—

with probability 1. Therefore, €, = 0(1/q) for all a € Z with probability 1. With these
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notations, we have

2¢% opr (Z9)

2q
= M;pa(l + €q) ((1 + ea)A — 1)

= qZpa <)\6a+63 + ()\;1)62 + (A= 1)2)\_ 2)63> +0(1/q3)

acZ

=> <qpa6§ + 5 D pucd + quaé) +o(1/¢%).

a€Z

It can be shown that

( a‘zq (Z ]-Z —a> = ZE (1Zi=a) = (qPa,

N[a|Z%)?) ZE 1z-alz—a) = > pa+ Y Pe=aqpa+aqlg— 1)ps,
i 1,J7#1

E(Nla|Z%)?) ZE 12,2a12,=a12,=a)
1,9,k

= qpo +3q(q — 1)p2 + q(q — 1)(q — 2)p},

E(N[a|zq]4) = Z E (1Zi:a1Zj:a]-Zk:a1Zg:a)
i7j7k7z

= qpa+7q(q — 1)p2 + 69(q — 1)(q — 2)pi + q(q — 1)(q — 2)(q — 3)pj-

qE(Pzala]) = qpa,

E(Pz4[a]?

el (;q[a]) = 1+ (¢—1)pa,

E(Pgzq[a]3 1 3 2

EPzal’) _ +3—+<q—3+>pa,
Da qPa q q

E(P 4 7 18 11

%Sq[a]) = +6—+<q—6—|—>pa+o(q_3/2).
Da qPa q q

From the previous equations, we compute respective the values of gp,E(€2), qp.E(€d),
and gp,E(e}) and obtain

apaE(e2) = 1—pg,
qu(eg) = 1<1—3—|—2p>
e q \ Pa ‘)
4 3(1 -3/2
qpaE(e;) = —(——2+4+ps ) +o(qg77).
q \Pa
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Plugging these three values in the expression of E(2¢X 55 (Z7)) we get the announced
result. O

Since the mean of a x? distribution with v = |Z| — 1 degrees of freedom is
v = |Z| — 1, we see that the best y>-like test (in general) is the one such that
A-1
3

A=1)(A=2)
4

(S—=3|Z|+2)+ (S—2|Z|+1)

is zero, which is obviously the case for A = 1, the second root depending on the values of
S and | Z]. Of course, in certain particular situations, another test might just behave as
well. For example, in the particular case where S —3|Z|+42 = 0, the test corresponding
to A = 2 appears to be just as good with respect to the speed at which the mean tends
towards that of the asymptotic distribution. Applying the same approach than the one
proposed here (and using moments of higher order), Cressie and Read concluded in [39]
that the value \ = % leads to particularly good results in practice (for certain fixed
values of S and |Z]). Using Lemma 6.8 we conclude as follows.

Proposition 6.6 In the general case, the best x?-like statistical test among the family of
tests included in the CR® power statistics is the one such that \ = 1, that is, Pearson’s
chi-square (x?) statistic.
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Projection-Based Distinguishers Between two Sources

7.1  On the Need for New Distinguishers

In the general case, the memory requirement of a distinguisher between two
probability distributions on a set Z is, roughly, the sum of a quantity proportional
to qlog|Z| (in order to store the ¢ samples sent by the source) and of a quantity
proportional to |Z| (in order to store the descriptions of both Py and P;). In the case
of the best distinguisher, this requirements drops down to O(|Z|) when implementing
it as described in Algorithm 7.1. In this case, one essentially only needs to store the
description of both probability distributions, so that the memory requirement of the
best distinguisher is proportional to |Z|. We also note that since both LR(z?) and
LLR(z?) are computed for occurring z9, the NaN case cannot occur.

The memory requirement of the x? distinguisher is essentially the same, since
one needs to store |Z| counters to compute the chi-square test of the ¢ samples.

However, the cardinality of Z might be large in practice so that very often
neither the best distinguisher nor the y? distinguisher can be implemented. This is the
case for example when considering modern block ciphers, which typically output 128
bit strings. Since we have |Z| = 2256 in this case (see Section 8.1), implementing the

Storage: Two probability distributions Py and P; over a finite set Z, a counter
llr e RU{—o00, +00}.
llr < 0
fori=0,...,¢9 do
Receive z; € Z from the source S
llr — lIr 4 log Po[2i] — log P1[z]
end
if llr <0 then return 1 else return 0

IS U A

Algorithm 7.1: Implementing the best g-limited distinguisher A7 between two
probability distributions Py and P; over a finite set Z.
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distinguishers presented in Chapter 6 is inconceivable.

7.2 Best Distinguisher made Practical Using Compression

We consider the same game than in Chapter 6, except that we assume now
that the cardinality of the set from which the samples are drawn is large, so that none
of the previous distinguishers can be implemented directly. From now on, we denote by
L this set of large cardinality. In the simple hypothesis case, we denote by Py and Py
the two possible distributions that the source can follow. To deal with this situation, a
possible solution is to reduce the samples’ size by means of a projection [7,151,163]

h:L— Z,

where Z is a finite set of “reasonable” cardinality. If L € L is a random variable of
distribution P;, this projection defines a random variable Z = h(L) of distribution P;,
with i € {0, 1}.

It is usually convenient to restrict to balanced projection as a uniform distri-
bution on £ leads to a uniform distribution on Z in this case.

Definition 7.1 Let £ and Z be two finite sets such that |Z| divides |L|. A function
h : L — Z is said to be balanced if, for all z € Z, the subset h='(z) C L of all
preimages of z by h is such that

_ |L]
|h 1(2)| = E

We call projection-based distinguishers the class of distinguishers (see Defini-
tion 6.1) that reduce the sample space using a projection before trying to distinguish
an hypothesis from another.

Definition 7.2 Let LY = L1, Lo, ..., Ly be q i.i.d. random variables sampled in a finite
set £ according to a distribution P. Let Z be finite set such that |Z| < |L|, leth : L — Z
and let Z; = h(L;) fori=1,...,q. Let Hy and Hy be two incompatible hypotheses on P
such that one is true. A g-limited projection-based distinguisher SA, between Hy and
Hi is a g-limited distinguisher between Ho and Hy which takes Z9 = Zy,Za, ..., Z4 as
an input instead of LY = L1, Lo, ..., L.

From this sole definition, both the perfect and the x? distinguishers of Chap-
ter 6 can be seen as particular projection-based distinguisher where the projection h
would simply be the identity. In what follows we consider the case where reducing
the sample space by a large factor is necessary to implement the best distinguisher,
i.e., that |[£| > |Z|. Algorithm 7.2 describes the game played by a generic projection-
based distinguisher (in the simple hypothesis case) that reduces the samples using a
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fay

b+~ {0,1} /* Random choice between Py and P; */
view « {Pg,P;}
A — SA,(view) such that A C 29
fori=1,...,qdo
L; v
Z; = h(L;)
view « view U {Z;}

Bl

end
b SA(view) /* b=1 when (Zi,.. .,Zy) € A and 0 otherwise */
10: if b = b then return 1 else return 0

© ® NG

Algorithm 7.2: Game played by a g-limited projection-based distinguisher SA,,
using a balanced projection h : £ — Z, between two probability distributions P
and Py over a finite set L.

projection h. Without anticipating too much, we can already give examples of typical
projection-based distinguishers:

e Linear Distinguisher: In the case where £ = {0,1}" (for some large N), one can
choose some nonzero mask a € £ and let h(L) = a+ L, where  denotes the bit-wise
exclusive-or operation. In this case Z = {0, 1}.

e Extended Linear Distinguisher: Letting £ = {0,1}" again, a natural way to
extend linear distinguishers is to consider a projections h : L — Z where Z =
{0,1}" for some small n, and such that h is GF(2) linear.

e Multiple Linear Distinguisher: A simple particular case of extended linear distin-
guisher arises when considering several linear projections h(® : {0, 1}V — {0,1}
fori=1,...,n, and letting h(L) = (h1(L),...,hy(L)) € {0, 1}

We study these examples in more details in the following sections. In all cases,
we assume that the sample space is reduced enough so that the best distinguisher can be
implemented on the Z;’s. Intuitively, one can only loose information by considering less
data and thus, a projection-based distinguisher cannot always perform as well as a well
chosen (standard) distinguisher. The following lemma shows that certain projection-
based distinguishers cannot behave as well as well-chosen standard distinguishers, since
projections reduce the Squared Euclidean Imbalance (SEI, see Definition 6.10), which
was shown in Section 6.7 to be a fundamental measure, inverse-proportional to the data
complexity of a distinguisher.

Lemma 7.1 (Projections reduce the SEI). Let £ and Z be two finite sets such
that |Z| divides |L|. Let h : L — Z be a balanced function. Let P be a probability
distribution of support L and let L € L be a random variable following P. Let P denote
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the distribution of h(L) € Z. We have
A(P) < A(P).

Proof. By definition

— 121y <Pr~ —z]|;|>2.

z€EZ
Using the fact that h is balanced

1
Prs[h(L) = 2] 1 HURE I E
P ;ﬁ "= ( c)

so that using Cauchy’s inequality (and a simple trick, which consists in distributing the
1j(¢)=- term over both sums)

(Prﬁ[h(”:z]Wa) (21 S o (P “‘Q)Q'

el

We conclude by summing over z € Z. O

7.3 Linear Distinguishers for Binary Sources

We assume in this subsection that the source is binary, i.e., that it generates
samples in £ = {0,1}" for some large positive integer N (e.g. N = 128). A linear
distinguisher is a projection-based distinguisher that applies to each sample L € {0, 1}V
a projection

he: L — Z={0,1}

L ~—— h(L)=a-L,
where a € £\ {0} is called a mask and where « denotes the bit-wise exclusive-or op-
eration. Clearly, h, is balanced. For simplicity, we restrict to the simple hypothesis
problem where one of the two distributions is uniform: we let Py and P; be two prob-
ability distributions over £, such that Po is uniform, let P be the sample distribution,
and consider the two hypotheses Hy : P= PO and Hy : P = P1 When L ~ Py, we denote
by Pj the distribution of the bit Z = h,(L), for b € {0,1}. Since h, is balanced, Py is
uniform over Z = {0,1}. It is well known that the data complexity of a linear distin-
guisher is roughly inverse-proportional to the linear probability of Z (as noted in [32],
using the notations of [112]), a fact that we now show to be a direct consequence from
previous results.

Definition 7.3 Let B € {0,1} be a random bit. The linear probability of B is denoted
LP(B) and is defined by

LP(B) = (2Pr[B=0] - 1) = (Pr[B=0] - Pr[B=1])’ = (E ((—1)5))2 .
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Let N be a positive integer and let L be a random binary variable in the set £ = {0, 1}V,
Let a € L\ {0}. The linear probability of L with respect to the mask a is the linear
probability of a* L = a1 L1 ® aslo @ -+ ®eyLy € {0,1}, d.e.,

LP,(L) = LP(a+ L).

LetP be a probability distribution over L. The linear probability oflS with respect to the
mask a is the linear probability (with respect to the same mask) of a random variable
following this distribution, i.e., if L ~ P then

LP,(P) = LP4(L).

We will now derive an expression of the advantage of a linear distinguisher
and then show that, when Py is close to the uniform distribution Py, an approximation
to the first order allows to deduce that the data complexity is inverse-proportional to
the linear probability of the biased distribution P;. The following result is a direct
consequence of Corollary 6.1.

Corollary 7.1 Let N be a positive integer. Let ﬁo and 51 be two probability distributions
over the binary set £ = {0,1}", where Pgy is uniform. Let Z ={0,1}, a € £\ {0}, and
let hg : L — Z be the projection defined by ho(L) =a+ L. For b€ {0,1}, we denote by
Py the distribution of h(L) where L ~ Py. The advantage is such that

1-— AdV]_Aq (ﬁo, ﬁl) = 2qu(P0,P1)‘ (7.1)

Proof. The result in the case where Py = Py is trivial. We assume now that Py # P;.
We denote by P the distribution of the L;’s in £ and by P the distribution of Z;’s in Z,
where Z; = h(L;), for i = 1,...,q. Since a # 0, h,_is balanced so that Pg is uniform.
Since Py # P1, we have P = Py < P = Py and P = P; & P = P;. Consequently,

1— Advia,(Po,P1) = Pry_p [LA(Z7) = 1] + Prp_g [LA4(Z7) = 0]
= Prp:po [LAq(Zq) = 1] + PI'|:>:|:>1 [LAq<Zq) = 0]
= 1- BeStAqu(Po, P1>
The result follows from Corollary 6.1. O

Lemma 7.2 Let Z = {0,1}. Under the assumptions of Lemma 6.5 and assuming that
Po is uniform, we have

LP(P1)

C(Po,Pl): S1n 2 +O(LP(P1))
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Proof. According to Lemma 6.5, C(Pg,P1) = (€3 + €2)/(161n2) + o(e2 + €?), where
€, = 2P1[b] — 1. Obviously, LP(P;) = €3 = €7, which leads to the announced result. [

From Corollary 7.1 and Lemma 7.2 we can easily deduce the well accepted fact
that the data complexity of a linear distinguisher is inverse-proportional to the linear
probability of the biased distribution. For this, we approximate the left-hand side of
(7.1) by its right-hand side and we further replace the Chernoff information between Py
and P; by its first order approximation. This leads to the following heuristic.

Heuristic 7.1 Let N be a positive integer. Let F’O and ﬁl be two distributions of support
L = {0,1}¥, such that Pg is uniform. Let a € £\ {0}. Assuming that LP,(P;) < 1,
the g-limited linear distinguisher LA, between ﬁo and E’l based on the mask a reaches
a non-negligible advantage when

82
LP,(P)

7.4  Links between Best, Projection-Based, and Linear Dis-
tinguishers for Binary Sources

In what follows, we introduce some tools that will facilitate the study of the
relations between the various types of distinguishers we have considered so far.

Definition 7.4 Let N be a positive integer. Let P be an arbitrary distribution over the
set £ = {0,1}N and let ¢, = P[] — ﬁ The Fourier transform of P at point u € L is

defined as
=) ()" (7.2)

el

Lemma 7.3 Under the notations of Definition 7.4 we have

uof/\
&=y Z (7.3)

ueLl
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Proof. Starting from the right hand side of (7.3) and plugging (7.2) in,

o)~ 1 . ./
2NZ ué _ 27]\]2( uéz u€

uel uel vec
_ u' (e’
— v (-1
veL ueL
= Z €olo—p
vec
= €.

O]

The next proposition can be compared to Parseval’s Theorem and relates the
squared Euclidean Imbalance of a distribution (SEI, see Definition 6.10) to its Fourier
coeflicients.

Proposition 7.1 Let P be a probability distribution over a finite set £L = {0,1}". The
SEI of P is related to its Fourier coefficient by

Py =) &.

ueLl

Proof. By definition we have

Y& = Z(Z(—l)“'Qe) (Z(—l)”’ql)

uel ucl \LeLl el

° /
=Y g Yy

el ucl

= 2N Z 6(6216:41
Ler

= 2NZE§
lel
= A(P).
O

The following proposition relates the squared Euclidean imbalance of a distri-
bution to its linear probability.

Proposition 7.2 Let N be a positive integer. Let P be a probability distribution over
the set £L = {0,1}". The squared Euclidean imbalance (SEI) of P is related to its linear
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probabilities by:

Proof. From (7.2) we have

= Y1 = S0 (Pl — 1) = B(-)™) - T,

el lel

where L ~ P. From Proposition 7.1 we obtain

AR =32 =Y (E((-D"") ~10)’= Y (B((-1)"H)

aeLl a€L aeL\{0}

from which we easily conclude by considering Definition 7.3. 0

Corollary 7.2 Let N be a positive integer. Let P be a probability distribution over the
set L =1{0,1}V. Letting

LP,(P) = LP,(P
(P) L (P)

we have

A(P) < (2 = 1)LPpax(P).

Based on Heuristic 7.1, we know that the smallest data complexity achievable
by a linear distinguisher (with a non-negligible advantage) between the uniform distri-
bution Py and a biased distribution Py over £ = {0,1}" is of the order of magnitude
of
8In2

Qlin = ———— = _-
LPmax(Pl)

From Heuristic 6.2 and Definition 6.10, this is also the case for the best distinguisher

limited to
8In2

A(Py)

Qbest =

Consequently, Corollary 7.2 shows that the data complexity of the best distinguisher
between two distributions of random bit strings can decrease with a factor up to 2V
when compared to the best linear distinguisher, i.e.,

qlin
Gbest > 2N _1 .
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It is interesting to note that this bound is actually tight as the following example shows.

Example 7.1 Let 0 < v < 1. We consider the distribution P; defined over £ = {0, 1}
(for some large positive integer N) by

By = o+ (1= 55) if£=0,
2%\, — 2%,'7 otherwise.

For all a € £\ {0} and L ~ P; we have

LP,(P1) = (E((— )a'L))

e
EEE

1 11 et
= et () () X 0
LeL\{0}

= ’72

On the other hand,
- 1
AP) = oy ((2Y =122 + (2N —1)42) = (2 — 1)/~
We see that in this example A(Py) = (2 — 1)LP4(Py). O

A natural extension of linear distinguishers would be to consider a specific class
of projection-based distinguishers which reduce the sample space using a projection
h which is GF(2)-linear. We call these distinguishers exztended linear distinguishers
and wonder about the complexity gap between classical linear distinguishers and their
extended versions. The following theorem proves that if a biased distribution cannot
be distinguished from a uniform one by means of a classical linear distinguisher, then
(to some extent) an extended linear distinguisher won’t succeed either.

Theorem 7.1 Let N and n be two positive integers such that N > n. Let P be a
probability distribution over the set £ = {0,1}"V. Let h : {0,1} — {0,1}" be GF(2)-
linear projection. Let P denote the distribution of h(L) where L ~ P. We have

A(P) < (2n - 1)LPmax(P)'

Proof. Let L € L be a random variable sampled according to the distribution IS, so that
h(L) ~ P. From Proposition 7.2,

AP = Y = Y (B(Cyme))
a€{0,1}7\{0} ac{0,1}7\{0}
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Since h is GF(2)-linear we have a s h(L) = th(a) « L for all a € L, where ‘h denotes the
transpose of h. Consequently,

AP)= Y LPu(P) < (2" — 1)LPpax(P).
a€{0,1}"\{0}

O]

The previous theorem is meaningful for practical cases, where N large (e.g.,
N = 128) so that the best distinguisher cannot be implemented, and where n is small
enough so that the extended linear distinguisher can be easily implemented (e.g. n <
30). When it is the case, the factor 2" — 1 can be assumed to be small. Consequently,
if a biased distribution P on £ = {0,1}" cannot be distinguished from the uniform
distribution by a linear distinguisher (which happens iff LP .« (P) is negligible), then
the previous theorem shows that an extended linear distinguisher (which roughly needs
1/A(P) samples to reach a non-negligible advantage) cannot be much more efficient.

Example 7.2 (Multiple linear characteristics) As an example of extended linear
distinguisher, we consider the concatenation of several linear projections. More pre-
cisely, we let A1) h3) . h( : {0, 13N — {0,1} be n linear projections and consider
h:{0,1}N — {0,1}" defined by h = (h(),h(D), .. .Lh(”)). Letting L € £ be a random
variable sampled according to a biased distribution P, we denote by P(®) the distribution
of (L) for i = 1,2,...,n and by P = P x P() x ... x P(" the distribution of h(L).
Theorem 7.1 implies that

A(P) < (2" — 1)LPmax(P).

This has a notable implication on multiple-linear cryptanalysis, where several char-
acteristics are concatenated. It shows that one cannot expect to need less than ¢/n
samples to distinguish P from the uniform distribution when n distinct characteristics
are used and if ¢ samples would be needed by a linear distinguisher. This result is
correct regardless of the dependency between the n characteristics. O

We now consider a more general case than that considered in Example 7.2: we
consider the concatenation of several (not necessarily Boolean nor linear) projections,
but in the case where the h(Y(L)’s are mutually independent random variables.

Proposition 7.3 Let N,n,d be three positive integers such that N > d-n. Let L be a
random variable sampled in a finite set {0,1}™. Let h® : {0,1}N — {0,1}" for i =
1,2,...,d and h = (R, h™ .. hD), such that the ) (L)’s are mutually independent
random wvariables. Denoting P; the distribution of h(i)(L) for all i =1,2,...,d and
letting P = P1 x Py x -+ X P4 we have

AP)+1=]](AP:) +1).
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Proof. We let Z; = h)(L) for i = 1,2,...,d, so that Z; ~ P;. Starting from Proposi-
tion 7.2,

A(P) = Z (E ((_1)a1°Zl®~~~@ad-Zd))2

(a1,...,aq)EZ\{0}

= > I EEy=)

(a1,...,aq) €24\ {0} i=1

where we used the mutual independence of the Z;’s. The announced result easily follows
by applying Proposition 7.2 again. O

This result shows that merging n independent biases should only be considered
when their respective amplitudes are within the same order of magnitude.

Let us summarize the results we obtained about linear distinguishers in this
subsection. Given a probability distribution P on a “large” set £ = {0, 1}V, we have
compared the best distinguisher between P and the uniform distribution to the best
linear distinguisher (Corollary 7.2) and showed that the ratio between their respective
data complexities is bounded by 2%, which is large by assumption. This result is more
of theoretical interest since the best distinguisher cannot be implemented anyway, due
to the assumption made on the cardinality of £. On the practical side, we considered
a wide class of projection-based distinguishers, namely extended linear distinguishers
(which include multiple linear distinguishers) and showed that, to a certain extent, if P
cannot be distinguished from a uniform distribution by means of a linear distinguisher,
then an extended linear distinguisher won’t succeed either. In the light of this dis-
cussion, one may wonder if resistance to linear distinguishers always implies a certain
resistance to any projection-based distinguishers (that would reduce the sample size
enough, so that the best distinguisher can be implemented). The following example
shows that this is not the case, as it is possible to find a biased distribution P which
cannot be distinguished from the uniform distribution by a linear distinguisher (the
value of LPax(P) is negligible) but which can be in the absolute using a (non-linear)
distinguisher.

Example 7.3 We consider the ring Z4 of integers modulo 4 and use their binary
representation (i.e., 0 is 00, 1 is 01, and so forth). For a positive integer n such that
n + 1 is divisible by 4, let £ = ZZH. An element of £ can be represented as a N-bit
string where N = 2n 4+ 2. We let ﬁo be the uniform distribution over £ and P; be
such that when sampled according to this distribution, (X, Xa,..., X,41) € £ is such
that (X1, Xo, ..., X,) € Z} is uniformly distributed and X, 11 = (Y +>_;" ; X;) mod 4,
where Y € {0, 1} is uniformly distributed. Let P be the sample distribution. It is easy
to construct a (Boolean) projection-based distinguisher that easily distinguishes P = P4
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from P = Pg. We let h : £ — {0,1} be such that

h(z1,z2,...,2ny1) = msb <<$n+1 Zmn) mod 4)

=1

Clearly, when the X;’s are uniformly distributed, h(Xl,)gg,.. Xp+1) is uniformly
distributed. When (X7, Xo,...,X+1) ~ P1 (i.e., when P = Pl), then we always
have h(X1,Xa,...,Xn41) = 0. As a consequence, if we denote by P; the SEI of
h(X1, X2,...,Xp+1) when the (X1, Xs,...,X,41) ~ Py, we have A(Py) = 1. This
implies (according to the discussion of Section 6.7) that the projection-based distin-
guisher based on h easily distinguishes P = Py from P = Py with a few samples. On
the other hand, we will show that LPyx(P1) = 2~ (1) which is small by assumption.

Since each x; lies in Zy4, it can be described by two bits xz{ and 1:%, such that
T, = Qx? + .ZC{" = m?HQ?{" Any linear distinguisher can be defined by a projection hjy,
such that

n+1 n+1
H
Min (21, 2, - - ., Tp41) @a] @ @bja:j ;
j=1
where ay,...,an41,01,...,bp41 € {0,1} with at least one non-zero value. In the case

where (X1, Xo,...,X,41) ~ Py, it is easy so show that

n
Xpp @Y = @XL

n n
xit,o= (xe| P xixi|e|Pxivy
j=1 j=1

0<j<k<n

Thus denoting B the value of the bit hy, (X1, X2, ..., Xp4+1) in this case, we have

n n

B = @(CLJ‘ D an+1)X]L D @(b] D bn+1)XJH P ant1Y
j=1 j=1

n
®(bn P XpXp| @ |ann P XY
1<j<k<n j=1
If bpy1 = 0 we can see that Prg_g [B = 0] =

1

2
b1,...,by, is strictly positive), hence LP(Pl) LP(B) = 0 in this case. If b, = 1, we
have

(as at least one of the ay,...,ant1,

n

B = @(aj D any1)X @ b X P an1Y
j=1

o @ xx)e(@xy

1<j<k<n j=1
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If one of the bj’s is non-zero, then B is uniformly distributed and the linear probability

is zero again. We now assume that b; =1 for all j = 1,...,n and get
n n
B= (e ®an)X) | @anYo | P XiXp|o|PxiY
j=1 1<j<k<n j=1
For j =1,2,...,nwelet aj =a; ®apns1, Uj = XJ-L, Qn+1 = Gn+1, and Upy1 =Y. Note

that the U;’s are mutually independent random bits and that there is no constraint on
the a;’s. The previous equation reduces to

n+1

6{)0@@9 &) é}) U;jUg | - (7.4)

j=1 1<j<k<n+1
We are looking for the a;’s that maximize LP(B). We will now show that, for any
choice of ayq, ..., ay,, the choice of ay,,+1 makes no difference on LP(B). By symmetry,
this implies that for any choice of ay,...,p—1,Qp41,...,Qnt+1, Where £ =1,... ., n+ 1,
the choice of ay has no influence on LP(B). As a consequence, all the possible choices of
a1, ...,0n4+1 are equivalent with respect to the resulting value of LP(B), so that we will
choose a; =0 for all i = 1,...,n 4+ 1. We now show that for any choice of aq, ..., ay,,

the choice of ay,+1 makes no difference on LP(B).

o If we set a,41 = 0, equation (7.4) can be written as
B=(1®U,41) @aJU @ @ UiUp | = (1@ Upy1)B1 @ Bo,

1<j<k<n

where By = P}_, a;U; and By = (@1<j<k<n UjUk> are random bits, indepen-
dent from U, ;1. Consequently,

PrB=0] — %Pr[B — O|Upsy = 0] + %Pr[B = 0|V = 1]
- %Pr[Bl ® By = 0] + %Pr[Bg ). (7.5)
e Similarly, if we set a1 = 1, equation (7.4) can be written as
B = (1®Unt1)B1® B2 ® Upy1,
using the same notations. Consequently,
PrB=0] — %Pr[B — O[Upsr = 0] + %Pr[B — 0[Upsr = 1]

1 1
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Using Lemma 3.1 in Appendix C, we note that

—1
By= Y UUymod?2= W =1 | ed 2,
1<1<k<n
where W denotes the Hamming weight of the binary string Uy || - - - ||U,,. Consequently,
Pr[B; =0] = Pr[/W mod4 =0or 1]
= Pr[W mod 4 = 0]+ Pr[W mod 4 =1|, and

[
[
Pr[By =1] = Pr[W mod4 =2 or 3|
= Pr[W mod 4 = 2] 4+ Pr[W mod 4 = 3].

It is easy to see that, since we assumed that n + 1 is divisible by 4,

n—3 n—3
N “ /n
P = = = =9 " . .
r[Wmod4=0]=) PrW =4k =2"") <4k> (7.7)
k=0 k=0
Similarly:
n—3
RS n
PriWmod4=1] = 2 <4k+1>
k=0
n—3
RS n
Pr[Wmod4=2] = 2 <4k—|—2>
k=0
n—3
- n
p 4= = 2"
r[W mod 3] <4k: n 3>

o
o

Letting ¢ = ”ng’ — k in (7.7) and using Pascal’s rule, it is easy to see that

n—3

Pr[W mod 4 = 0] = 27" 4 " = Pr[W mod 4 = 3.
M Y

Similarly, Pr[W mod 4 = 1] = Pr[W mod 4 = 2] and we conclude that

Pr[By = 0] = Pr[By — 1] = %

Plugging this result in (7.5) and in (7.6) we see that, whatever the choice of ap41 €
{0,1}, the value of Pr[B = 0] (and thus of LP(B)) remains the same. Any choice being
equivalent, we choose to set o, 11 = 0. Proceeding in the same way for all o;’s we see
that (7.4) reduces to

B= @ U;Uy. (7.8)

1<j<k<n+1
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Using Lemma 3.1 in Appendix C again, we deduce from the previous equation that

ey v
B = ww ) mod 2,
2
where W’ denotes the Hamming weight of the bit string Uy|| - - - ||U,41. We thus have

Pr[B = 0] = Pr[W’' mod 4 = 0] + Pr[W’ mod 4 = 1].

Using the law of total probability (based on the condition U,4+; = 0 or 1) we easily
obtain that

PrB=0] — %(QPr[W mod 4 = 0] + Pr[IW mod 4 = 1] + Pr[W mod 4 = 3))
= 5+ 5(Pr{I¥ mod 4= 0] — Pr{iV mod 4 = 2]
= Lo 24: (”) i( n )
> 2 \ar) 2 a2
- %+ 27 (14 0)" 4 (1 — i)t (7.9)

using Lemma 3.2 in Appendix C. Noticing that

(1 + Z‘)nJrl + (1 _ Z')n+1 — 2n+1(€i(n+1)§ + e*i(ﬂ‘i’l)%)
= 2.2"% cos((n + 1)%)
= 2.2"% (—1)"T,
we easily conclude from this and from (7.9) that

LPax(P1) = LP(B) = 2~ ("+1),

7.5 Extending the Notion of Linear Probability to Arbitrary
Sets

In the digital age, information is mostly seen as a sequence of bits and, natu-
rally, most block ciphers and cryptanalytic tools assume that the sample space is made
of binary strings. This restriction is quite questionable though, as it is easy to think of
specific settings in which it could be desirable to adapt the block size to the data being
encrypted. For example, when considering credit card numbers, social security numbers,
payment orders, schedules, telegrams, calendars, or string of alphabetical characters, it
seems that there is no reason what so ever to restrict to binary strings. Whereas an
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apparently straightforward solution would be to encode the data prior encryption, the
loss in terms of simplicity (inevitably affecting the security analysis) and of efficiency
would be unfortunate.

Although most modern block ciphers (e.g., [1,3,6,41,76,101,145]) are defined
on a binary set, practical and efficient examples of block ciphers defined on a set of
arbitrary size exist (see for example Schroeppel’s “omnicipher” Hasty Pudding [138]).
Some others, although still defined on binary sets, suggest to use a mixture of group laws
over the same set. For example, IDEA [96] combines three group structures: exclusive
bit or, addition modulo 2'6 and a tweaked multiplication modulo 2'6 + 1. Designing a
block cipher with an arbitrary block space can be particularly challenging since the state
of the art concerning alternate group structures is very limited. Although differential
cryptanalysis [21], through the theory of Markov ciphers [97], can be specified over an
arbitrary group, linear cryptanalysis [110,111] is based on a measurement (the linear
probability) that sticks to bit strings. Applying this attack against a non-binary block
cipher would at least require to generalize this notion.

In the following sections, we re-visit linear distinguishers but without assuming
that the underlying set is made of bit strings. Consequently, the only structure we can
consider on these sets is that of finite Abelian Groups. We first recall essential results on
characters which will play a central role in the generalization of the linear probability.

Characters over Finite Abelian Groups

Let G be a finite group of order n. We let L?(G) denote the n-dimensional
vector space of complex-valued functions f on G. The conjugate f of f is defined by
f(a) = f(a) for all a € G. We define an inner product on L?(G) by

(fr.f2) =Y fi(a) fa

aeG

The Euclidean norm of f € L?(G) is simply

1/2
I£ll2 = (f, £)}? = <Z|f ) .

Consequently, L?(G) is actually a Hilbert Space.

Definition 7.5 A character of an Abelian group G is a homomorphism x : G — C*,
where C* is the multiplicative group of nonzero complex numbers.

If x: G — C* is a character, then x(1) = 1 and x(a1a2) = x(a1)x(az2) for all

a1,az € G. Clearly, x(a) is a nth root of unity, hence X(a) = x(a)~!. The product of
two characters x1 and y» is defined as

xixz2(a) = x1(a)xz2(a)
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for all a € G. The character x( defined by xo(a) =1 for all a € G is the neutral element
for this operation. Clearly, x ! = X- The set of all characters of G is a group, called
the dual group of G, and denoted G. We know that G is isomorphic to G [121].

Lemma 7.4 [Theorems 4.6 and 4.7 in [121]] Let G be a finite Abelian group of order
n, and let G be its dual group. If x € G (resp. a € G) then

Zx(a):{g if X = Xo, resp. Zx(a):{g ifa=1,

S otherwise, - otherwise.
ac X€G

If x1,x2 € G (resp. a,b € G) then

Z xi(a)xz(a) = {n i = e, resp. Z x(a)x(b) = {n ifa=0>,

0 otherwise, - 0 otherwise.
aceG x€G

If x1, x2 are characters of G, we deduce Qﬁ, x2) = nif x1 = x2 and 0 otherwise.
Therefore, the n characters of the dual group G is an orthogonal basis of the vector
space L%(G).

Definition 7.6 [Fourier transform] The Fourier transform of f € L?(G) is the function
f € L*(G) such that

FoO =) =Y fla)x(a) forallx € G.

aeG

If f € L%(G) is the Fourier transform of f € L2(G), then the Fourier inversion
is
1 ~
f= n Z FOOx-

x€G

Theorem 7.2 [Plancherel’s formula/ Iff € LQ(é) is the Fourier transform of f € L*(G),
then

1Fll2 = v/7ll £ll2-

Extending the Notion of Linear Probability

Consider the particular case where G = {0, 1}*, y,(a) = (—1)"*® for all u,a €
G, and where « denotes the inner dot product in G. The mapping u — Xy is an
isomorphism between G and G. Consequently, when G = {0, 1}* any character x of G
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can be expressed as x(a) = (—1)** for some u € G. It is easy to make the parallel
with linear cryptanalysis, where u is a mask, so that there is a one-to-one mapping
between masks and characters in this case. So, it seems reasonable to generalize linear
cryptanalysis on any finite Abelian group by using characters instead of masks.

Definition 7.7 Let H be a finite subgroup of C* of order d. Let H € H be a random
variable. The linear probability of H is denoted LP(H) and is defined by

2

LP(H) = [E(H)[* = |) | hPr[H = h]

heH

Let G be an Abelian group and let x : G — C* be a character of order d. The linear
probability of random variable G € G with respect to the character x is the linear
probability of x(G), i.e.,

LP,(G) = LP(x(G)).

LetP be a probability distribution over G. The linear probability of P with respect to the
character x is the linear probability (with respect to the same character) of a random
variable following this distribution, i.e., if G ~ P then

LP,(P) = LP,(G).

Note that LP,(P) = IP[x]|2, so that the linear probability of x is simply the
square of magnitude of the discrete Fourier transform of the probability distribution.
In the particular case where G = {0, 1}, we can see that for any u we have LP,(P) =
LP,, (P), so that Definition 7.7 indeed generalizes the earlier notion of linear probability
(see Definition 7.3).

7.6 Linear Distinguishers for Sources over Arbitrary Sets

From the study of the classical setting described in Subsection 7.3 we see
that, essentially, a linear distinguisher tries to distinguish a uniform distribution Pg
on Z = {0,1} from a biased distribution P; which is completely described by its bias
e € R with respect to Pg, ie., P; = (%,%) = (% + 6,%). In that case, the
linear probability of B ~ Py is LP(B) = ¢2. When extending linear cryptanalysis
to arbitrary sets, we will assume the exact same setting when the character used to
reduce the sample space is of order 2. For characters of higher order d, considering two
simple hypotheses appears too restrictive. Instead, we will assume that the alternate
hypothesis is composite but only once the sample space is reduced. More precisely, let
G be a large group, x : G — C of order d, and H = x(G) which is a subgroup of C* of
order d. We consider two distributions Pg, Py over G, where Py is uniform. For G € G
we let H = x(G). We assume that when G ~ P then H ~ Py where Py is the uniform
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distribution over H (in particular, this implies that d divides the order of G and that
X is balanced). When G ~ Py then H ~ P,, where u € H is unknown, and where P, is
the distribution over H defined by

Pyulh] = (7.10)

% otherwise,

{lge—l-e when h = u
where 0 < € < 1. Letting P be the distribution of G € G and P the distribution of
H = x(G), we can write the hypothesis testing problem

H():P:PO VS. Hltﬁ:ﬁl

as
Ho:P=Py vs. Hi:Pe{P,:ueH}

Lemma 7.5 Let Py be the uniform distribution on a finite subgroup H of C* of order d.
Let D = {P, : u € H} be a set of d distributions on H defined by (7.10). The q-limited
distinguisher between the null hypothesis Hy : P = Py and the alternate hypothesis
Hy : P € D defined by the distribution acceptance region 11y = 1I* NPy, where

* . 10g(1 — 6)
= {P €P ¢ IPlloc 2 log(1 —€) —log(1+ (d — 1)e) } ’ (7.11)

is asymptotically optimal and its advantage BestAdv, is such that

1 — BestAdv,(Ho, Hy) = gainfocr<ilog  ((1H(d—1)e)*+(d=1)(1-€)*)

Proof. According to Theorem 6.4, the best distinguisher is defined by the acceptance
region

. o ‘ B Polh]
I ={PeP : mnl,(P)<0} with Lu(P)=> Plhllogg ch.
heH
Since 1
—€
L.(P) = P[u] ]ogm —log(1 —¢),

the minimum is obtained for the u € H which maximizes P (recall that ¢ > 0). From
this we easily deduce (7.11). In that case, Theorem 6.4 also states that

1-—- BeStAqu<H0, H;) = max 9—4C(Po,Pu)
u€H

It is easy to see that C(Pg,P,) = C(Po, Py) for u # v/, so that

1 — BestAdv,(Hg, Hy) = 279C(Po.Pu)
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for any u € H. The definition of the Chernoff information allows to conclude. O

It should be noted that for all w € H, if H ~ P,, we have

2 2
1—c¢

UE+T E h

heH

= = |¢|”

9

LP(H) = |u (1 + e>

heH\{u}

since ), h =0 (as the h’s are the d roots of unity) and since |u| = 1. Consequently,

if G ~ Py then LP,(G) = €2, regardless of which distribution among the P,’s is actually
followed by x(G). It makes thus sense so write

LP, (P)) = €.
Moreover, for close distributions we have
1 d—1
£ ( 1+ (d—1)e + (d—1)(1 - A) ~ S
jint o (5 (04 (@- D + -1 -0Y) ) ~ G

and

log(1 —€) Nl—i-} 1_1
log(1—€) —log(1+ (d—1)e) d 2 d)©
so that we can deduce the following heuristic from Lemma 7.5.

Heuristic 7.2 Let ﬁo and P; be two distributions of full support over a finite Abelian
group G, such that Py is uniform. Let X : G — C* be a character of order d. Assuming
that LP (Pl) < 1, the g-limited linear distinguisher LA, between Po and P; based on
the character x reaches a non-negligible advantage When

8In2
(d— 1)LP,(Py)

q:

It is optimal among all possible linear distinguishers reducing the sample space by means
of characters and outputs 1 when

1\? 1 1\? ~
dllo—=) =2 (1-= :
(IIPH | d> 1 <1 d) LPy(P1)

where HY = Hy, H», ..., H, are the ¢ samples such that H; = x(G;), where the G;’s are
the original source samples. O

Case Study: Z7 -based Linear Cryptanalysis

We illustrate the theory with a concrete example, that is, linear cryptanalysis
over the additive group Z7,. For any positive integer d such that d\m we define ¢ for
a=(ay,...,a,) where ay € {0,1,...,d—1} for £ =1,...,r by

vo: Z, — CX

27i

r o ple) = Timome,
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The m” characters of the additive group Z!, are called additive characters modulo
m [121] and are the ¢)"’s. Note that a character ¢]* of order d can be expressed as
wza/d'

We revisit Example 7.3 on page 77 where a source generating a random variable
X = (X1,...,Xn+1) € Z7 is considered (where n + 1 is divisible by 4). When the
source follows the distribution 50, X is uniformly distributed. When the source follows
distribution |51, X1,..., X, are uniformly distributed mutually independent random
variables in Z4 and X, 41 =Y+ ;" ;| X;, where Y is either 0 or 1 with equal probability
and where the addition is performed modulo 4. Considering X as a bit string of length
2n+2. We showed in Example 7.3 that max, LP 2 (P1) = 2~ (*+1) (the max being taken
over classical linear masks), which means that the source cannot be distinguished from
a perfectly random one using a classical linear distinguisher.

We will now show that E’l can easily be distinguished from ﬁo by a generalized
linear distinguisher, and more precisely, by a linear distinguisher of order 4. Let a =

(=1,...,—1,1) € Z7™ and consider the character p* over Z7™!. In this case we have
~ T n 2 i 2 1
LP 4 (P1) = ‘E<e7(X"“_ZZ=1XZ))‘ = ‘E(eTY)‘ =3

According to Heuristic 7.2, only a few samples are then needed to a linear distinguisher
based on ¢} in order to distinguish (with a non-negligible advantage) P; from the
uniform distribution. Through this example, we notice that there can be a huge gap
between linear distinguishers of order 2 and linear distinguishers of order 4.

7.7 A Fundamental Link Between Projection-Based and Lin-
ear Distinguishers

In Proposition 7.2 (on page 73), we showed that the squared Euclidean im-
balance (SEI) of a distribution P over £ = {0,1}¥ is linked to its (classical) linear
probabilities by

AP)= > LP,(P).
a€L\{0}
This result can be easily adapted to the generalized linear probabilities defined earlier.

We first note that the distribution P over the group G of order IV is completely
defined by the mapping

fs : G — R 7.12)

a — fsla)=e = Pla) — +.
Using this notation and the elementary Fourier analysis introduced in Subsection 7.5,
we obtain the following expression of the squared Euclidean imbalance.
Lemma 7.6 Let G be a finite Abelian group of order N and let P be a probability

distribution over G. We have

A(P) = NlIfslz = IIfs I3,
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where fg is defined as in (7.12).

Proof. From Definition 6.10, and using the notations of this section concerning the ¢,’s,

we have B
AP)=N> e =N fs(a)’ = N|f3]3.
acG acG
Plancherel’s formula (Theorem 7.2) allows to conclude. O

Lemma 7.7 Let G be a finite Abelian group and let P be a probability distribution
over G. Let A € G be a random variable sampled according to P. For all characters
x : G — C* we have

2 E(X(A)) when x # Xo
0 otherwise,

where fg is defined as in (7.12).

Proof. Let N denote the order of G. By definition, for all x € G we have

500 = L felax(a) = 3 (Plal - 7 ) x(@) = X Plae(a) ~ Lo,

aceG aeG a€eG

where the last equality relies on Lemma 7.4. O
Based on lemmas 7.6 and 7.7, we can now easily generalize Proposition 7.2.

Proposition 7.4 [Generalization of Proposition 7.2] Let P be a probability distribution
over the finite Abelian group G. The squared Euclidean imbalance (SEI) of P is related
to its linear probabilities by:

AP)= > LPy(P). (7.13)
x€G\{xo}

Proof. The result easily follows by successively using lemmas 7.6 and 7.7. 0

Equation 7.13 can be pretty insightful: in situations where one particular
character x is such that LP,(P) overwhelms all other linear probabilities, then this
single character can be used to approximate the linear hull (that is, the cumulative
effect of all characteristics). In that case, there exists a linear distinguisher which is
nearly optimal in terms of the number of samples.

Proposition 7.4 also allows to study what happens when combining indepen-
dent sources. We consider two examples where we respectively add and concatenate
independent samples.

Lemma 7.8 (Addition of Sources) Let G be a finite Abelian group. Let Ay, A € G be
two independent random variables of respective distributions P1 and Po. Let P be the
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distribution of the random variable A1 + As. We have

A(P) < A(P))A(Py).

Proof. Successively using the fact that characters are homomorphisms and that the
random variables A; and A, are independent we obtain that for all y € G

LP,(P) = [E(X(A1))E(X(A2))|”> = LP,(P1)LP,(P2).

From this and from Proposition 7.4 we deduce

A(P) < > LPy(Py) > LP(Py) | = A(P1)A(P).
x€G\{xo} x€G\{xo}

O]

Note that the previous bound is tight whenever there exists x € G such that
A(Pl) ~ LPX(Pl) and A(PQ) ~ LPX(PQ)

Lemma 7.9 (Concatenation of Sources) Let G1 and Go be two finite Abelian groups,
and let G = Gy X Ga. Let Ay € Gy and Ay € Ga be two independent random variables
of respective distributions P1 and Py. Let P be the distribution of the random variable
(A1, Az) € G. We have

A(P) = (A(P1) + 1)(A(P2) + 1) — 1.

Proof. From Proposition 7.4 we know that A(P) = >
G1 X G2 = al X 62, this gives

xeGLPx(ﬁ). Since G ~ G =

AP)= > LPu(P1)LP«(P2) = (A(P1) + 1)(A(Py) +1) — 1.
(u,n)eélxég

O]

We note that when both A(Py) and A(P3) are small, then the previous lemma
shows that A(P) ~ A(P1) + A(P2).

In the rest of this subsection, we will reconsider Example 7.3 and show that
the fact that a (well chosen) generalized linear distinguisher succeeds where a classical
linear distinguisher eventually fails is not exceptional. More precisely, we will show
that if a given biased distribution can be distinguished from the uniform distribution
with a non negligible advantage by some distinguisher, then there exists a generalized
linear distinguisher which can also distinguish it with a non negligible advantage, i.e.,
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there exists a group structure on the underlying set and a powerful linear distinguisher
defined with respect to this structure.

Definition 7.8 Let P be a probability distribution over a finite Abelian group G. We
denote by LP™._(P) the mazimum value of LP (P) over x € G\ {xo} where the order
of x divides m, 1i.e.,

LP7”. (P)= max LP,(P).

XGG\{XO}
X"™=x0

We denote by LPﬁAX(P) the mazimum value of LP™, (P) over all group laws that can
be defined on the finite set G, i.e., if { denotes an arbitrary group law on the finite set
G we let N

LP%AX(P) - HI<E>iX Lpzax(P)

In the previous definition, we note that LP],  is a measure that depends of
the underlying group structure whereas LP{;,x is not. Using these notations, we can
deduce the following lemma from Proposition 7.4.

Lemma 7.10 Let P be a probability distribution over a finite Abelian group G of order
N. Let m be the exponent of G. Then,

A(P) < (N = DLP" (P) and A(P) < (N —1)LP%,x(P).

Proof. Since m is the exponent of G and since G 2 G, then LP (P) < LP}}

max

(P) for all
X € G. Proposition 7.4 allows to conclude. O

This result shows that the best distinguisher between a biased distribution p
and the uniform distribution has a data complexity at least n — 1 times smaller than
the one of the best distinguisher between P and the uniform distribution. This result
is not really of practical interest since one usually considers linear (or more generally,
projection-based) distinguishers when the best distinguisher cannot be implemented.
The following theorem (which is a generalization of Theorem 7.1) links the data com-
plexity of the best distinguisher on the reduced sample space and the best generalized
linear distinguisher. It shows that in the particular case where the sample space is
reduced by a homomorphic projection, bounding the linear probability of the source is
sufficient to bound the advantage of the best distinguisher on the reduced sample space.

Theorem 7.3 Let G and H be two finite Abelian groups of order N and n_respectively,
such that n|N. Let h : G — H be a surjective group homomorphism. Let P be a proba-
bility distribution of support G and let G € G be a random variable sampled according
to P. Let P be the distribution of h(G) € H. Then:

A(P) < (n — 1)LPZ(P).

max
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Proof. From Proposition 7.4 we have

AP)= > LPy(P)= > LPyou(P) < (n—1)LPL(P).
x€H\{xo} x€H\{xo0}

Concerning the inequality, we note that kK = x o h is a character of G such that k™ = ky.
Consequently,

max LPXoh(ﬁ)g max LP.(P) = LP}..(P).

x€H\{xo0} K€G\{ko}
s.t. k""=ko

O]

We stress that the previous theorem only applies when the sample space is
reduced through a group homomorphism, i.e., in a linear way. Indeed, there exists
practical examples of random sources with a small LP] . (P) that are significantly
broken when the source space is reduced by a (well chosen) non-homomorphic projection
(see the case study on page 86). Consequently, the previous result tells us nothing about
the advantage of an adversary using an arbitrary projection. In what follows we show a
security criterion which is sufficient to obtain provable security against any projection-

based distinguisher based on a balanced projection.

Theorem 7.4 Let G and H be two finite Abelian groups of order N and n respectively,
such that n|N. Let h : G — H be a balanced projection. Let P be a probability distribu-
tion of support G and let G € G be a random wvariable sampled according to P. LetP
be the distribution of h(G) € H. Then:

A(P) < (n = 1)LP{ax(P).

Proof. We first define a group structure on H such that h is a homomorphism. Let
H = {hy,hs,...,hy} (where hy is the neutral element) and let G; = h~!(h;) C G for

i =1,2,...,n. Since h is balanced, the G;’s form a partition of G and are such that
|G| = % for i =1,2,...,n. Based on the group law on H, we can define the product
GiGj by

Gr = GiGj S hy = hihj,

for all 4,5,k = 1,2,...,n. This directly defines a group law on the G;’s, the identity
element being G1, the inverse of G; being h_l(hi_ 1)7 the associativity following directly
from the one of the law defined on H.

Consider an arbitrary group law on G; and let 7; : G; — G; define a bijection
between G; and G; for i = 1,2,...,n (where 7 is the identity). Let z,y € G be two
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arbitrary elements and let 4, j,k be such that x € G;, y € G; and G, = G;G;. We
defined the product zy on G by

It is easy to see that this product is a group law on G. The neutral element is actually
the neutral element of the group law defined on Gy, the inverse of 2 € G; is (7, *(x)™})
(where £ is such that G;l = Gy). It is moreover easy to see that the projectionh : G — H
is a group homomorphism with respect to the group law we have just defined on G.
Indeed, using the previous notations we have h(x)h(y) = ¢;9; = g = h(xy).

Given the group law we just defined on G, we can apply Theorem 7.3 (since h
is a homomorphism with respect to this group law) and get

A(P) S (TL - 1)LPrnL1ax(i5)
Since LP*__(P p p

max(P) < LPYax(P) and since LP{ sx(P) does not depend on the group law
on G, the result follows. O

Consequently, assuming there exists an “efficient” projection-based distin-
guisher on P based on a balanced projection h on a “small” set H, A(P) must be
large, n must be small and thus, according to the previous theorem, LP}; Ax(ﬁ) must
be large. This means there exists a group structure on G and a character on this
group of small order that define an effective linear cryptanalysis: if we can efficiently
distinguish by compressing the samples, we can also do it linearly.

To the best of our knowledge, all widespread block ciphers provably secure
against linear cryptanalysis consider in their security proof a specific group or field
structure on the text space. Usually, the most convenient is the one used to actually
define the block cipher. Obviously, a potential adversary is not limited to the description
considered by the designers. The previous theorem shows that, provided that a known
plaintext attack on the block cipher exists, then some change to the group structure of
the text space is sufficient to perform a successful linear cryptanalysis of the cipher (note
that finding the correct group structure might be a non-trivial task). In other words,
although the cipher is stated to be provably secure against linear cryptanalysis, it might
not be the case when generalizing linear cryptanalysis to other group structures. This
is mainly due to the fact that the SEI does not depend on the group structure given to
the text space (only the distance of P from the uniform distribution is relevant) whereas
the linear probability is a measure that depends on the group structure. Consequently,
when proving the resistance to linear cryptanalysis, one should ideally bound the value
of LPYax(P) and not of LP} .. (P) (as it is currently the case for most block ciphers).

max

7.8  Links with Differential Cryptanalysis

Differential cryptanalysis [21,22,24] is a chosen plaintext attack where pairs of
texts are chosen with a fixed difference. In the case of block ciphers, the adversary looks
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for a high correlation between a specific input difference and a specific output difference.
In the case of random sources we consider a natural way of expressing the main quantity
differential cryptanalysis is based on, namely, the differential probability [124].

Definition 7.9 Let G be a finite Abelian group, let P be a probability distribution over
G, and let A, B € G be two independent random variables sampled according to P. The
differential probability of the distribution P over G with respect to the mask u € G is

DP,(P)=Pr[A™'-B=u]=Pr[B=A-u.

It is known that, in the binary case, linear and differential cryptanalysis are
linked, and in particular that the linear probability is equal to the Fourier transform of
the differential probability [32]. This duality extends to our generalization of the linear
probability as the following lemma shows.

Lemma 7.11 Let G be a finite Abelian group of order N and let P be a probability
distribution over G. Let x € G be a character of G and uw € G. The inverse Fourier
transform of LP,(P) at the point u is

LP,(P) = DP,(P).

and the Fourier transform of DP,(P) at the point x is

DP,(P) = LP,(P).

Proof. By definition, LP,(P) = E(x(A))E(X(B)) where A, B € G are two independent
random variables sampled according to P. Successively using the inverse of the Fourier
transform, the fact that A and B are independent, that the mean is linear, and that
is a homomorphism, we have for all u € G:

N

LPu(P) = - 3 B ((AR(B) x(w) = B [ 3 x(4-wx(B) ],
x€G xeG

which is an expression that we can simplify using Lemma 7.4 in order to obtain

I/JI\Du(ﬁ) = E(144=B) = Pr[A-u = B] = DP,(P), which proves the first equality.
Conversely, substituting DP by LP in the Fourier transform of the differential proba-
bility and expanding the expression leads to

0Py (P) = 3 [ S LR Bl | () = 5 3 LP,(B) X pu)x(e)

ueG e 0l ueG
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which is an expression that can be simplified using the orthogonality relations given in
Lemma 7.4. We obtain

DPy(P) = > LP,(P)1,y = LP,(P).
peG
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Projection-Based Distinguishers Between two Oracles

So far we discussed how to distinguish random values. Now we investigate ap-
plications for distinguishing random functions, such as block ciphers, and in particular,
how to transform this into the previous problem. This distinction may look completely
useless from a mathematical point of view since we can consider both cases with the
abstract notion of random variable. The crucial difference comes from implementation
reasons as they live in spaces of quite different sizes. For instance, a random value in
{0,1}128 is represented by 128 bits whereas a block cipher with 128-bit blocks requires
log,(21281) ~ 2135 bits. In practice, the distinguisher doesn’t have access to the full
description of the block cipher but rather to a few input/output pairs.

8.1 From Random Sources to Random Oracles

A block cipher on a finite set is a family of permutations on that set, indexed
by a parameter called the key. More formally, let 7 and K be two finite sets, respectively
called the text space and the key space. A block cipher C on the text space 7 and key
space K is a set of || permutations on 7, i.e.,

C={Cx: T —>T:keKk},

where each Cj is a permutation. For simplicity, we assume from now on that Cy # Cp
when k # k’. In practice this might not be always the case, like for example with the
DES which is known to have weak keys [43]. Yet, removing these weak keys from the
key space suffices to solve this issue. When C corresponds to the set of all possible
permutations on 7 (in which case || = |7T|!) it is called the perfect cipher and is
denoted C*.

We are mainly interested in distinguishing attacks as they often easily lead to
key recovery attacks. These can be formalized as an hypothesis problem. Let 7 and K
be two finite sets and let C be a block cipher defined on the text space 7 and the key
space K. Let C* denote the perfect cipher on 7. We consider a random oracle O which
is either sampled uniformly at random among all possible permutations (hypothesis
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Ao

P, P,..., P (P1,0(P1)), (P2, O(Pa)),...,(Py, O(Fy)) 0 or 1

Figure 8.1: Distinguishing attack in a known plaintext setting

Hop) or among all the permutations defined by the block cipher C (hypothesis Hy). We
denote these hypotheses Hy: O «— C* and Hy : O «— C.

We restrict to known plaintext attacks (like linear cryptanalysis). In this
setting, the ¢ plaintexts P, P»,..., P, € 7 are assumed to be mutually independent
and uniformly distributed. The random oracle is evaluated in each of these ¢ points,
outputting C; = O(F;) for i = 1,...,q. We denote L =7 x T and L; = (P;,O(F;)) =
(P;,C;) € L for i =1,2,...,q the resulting samples that are finally submitted to the
distinguisher. This situation is represented on Figure 8.1.

Under hypothesis Hp, we note that for all £ = (p,¢) € £ and L = (P, O(P))
where P € 7 is uniformly distributed,

1 1
Prll = = PrIP =, 0(p) = d = PrlP = pIPrlOG) = = 5 = 10
where the probabilities hold over the random oracle and the random plaintexts. We see
that the L;’s are uniformly distributed under hypothesis Hg. The distinguishing problem
between Hg : O « C* and H; : O « C can now be turned into a new equivalent one, in
which the two hypotheses are Hy : P = U and Hy : P € D, where

e P is the distribution of (P, O(P)),
e U is the uniform distribution over L, and

o D={Py,Py,..., §|K|} is a set of |K| distributions over £, where Py, is the distri-
bution of L = (P, Cx(P)) when P is uniformly distributed.

This situation exactly corresponds to the composite hypothesis testing problem studied
in Section 6.8.

For practical reasons we will exclusively focus on projection-based distinguish-
ers which reduce the sample space by restricting the information kept about each plain-
text and each ciphertext. Similarly to what was introduced in Section 7.2 in the case
of distinguishers between random sources, projection-based distinguishers between ran-
dom oracles reduce the sample space by means of projections. Let X and ) be two
finite sets (the cardinalities of which being typically much smaller than |7) and let
Z = X x Y. Note that the cardinalities of X and ) may differ. We consider two
balanced projections

p: 7T —X and p:7 —Y
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and let h : £ — Z be such that h = (p, ). We let P be the distribution of h(L)
when L ~ P, and respectively denote U and P the possible values of this distribution
when P = U and P = Py, respectively (note that since h is balanced and since U is
uniform, then U is uniform too). As the adversary does not know the key k, we assume
that the projections are the same for all possible values of k. For the same reason, we
also assume that the decision rule is the same in all cases. The original distinguishing
problem between Hg : O « C* and Hy : O « C now reads

Ho:P=U against H;:PeD,
where
e P is the distribution of h(L) = (p(P), u(O(P))),
e U is the uniform distribution over Z = X x Y,

e D= {P1,Pa,...,P|g} is a set of |K| distributions over Z, where Py is the distri-
bution of (p(P), u(Cx(P))) when P is uniformly distributed.

According to Theorem 6.4, the best (asymptotic) ¢-limited distinguisher is in that case
defined by the acceptance region IIy = II* NP, where

1
I*={PeP: in Lg(P) <0 ith Lig(P)= ) Plz]log ——5—.
{ 1<k w(P) <0 with  Ly(P) zezz 2} g 12| Pplz]

8.2  Cryptanalysis Complexity by means of Transition and
Bias Matrices

Definition 8.1 Let T be a finite set and O : T — T be an oracle on that set. Let X
and Y be two finite sets, such that |X|,|V| < |T|, andletp:T — X andp: 7T — Y
be two balanced projections. The transition matrixz of O with respect to the projections
p, 1 is the X x Y matriz TP+ defined by

[T,y = Pr(u(O(P)) = y|P — p~ ' ()]
for all (x,y) € X x ).

Considering the hypothesis testing problem described in the previous section,
we note that the distribution of each Z; = (X;,Y;) = (p(P;), 1 (O (F;))) can be expressed
by means of the transition matrix T#* of the random oracle under both hypotheses Hg
and H;. Indeed, for P € {U,Py,...,P g} and 2 = (x,y) € Z we have

[Tp’u]x,y

P = Pru(O(P)) = ylo(P) = alPr{p(P) = a] = =2, (8.1)
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Since U is the uniform distribution, the transition matrix under hypothesis Hg is a
uniform matrix that we denote by U, where for all (z,y) € X x ) we have

1

[Ulayy = m

(8.2)

We denote by Ti’“ the transition matrix corresponding to Py.

Definition 8.2 Let T be a finite set and O : T — T be an oracle on that set. Let X
and Y be two finite sets, such that |X|,|Y| <|T|, andlet p:T — X and p: T — Y
be two balanced projections. The bias matriz of O with respect to the projections p, i s
the X x Y matriz BP* defined by

Bp».u' — Tpv.u‘ — U’

where TP is the transition matrixz of O with respect to the projections p p and where
U is the X x Y matrixz such that [U],, = ﬁ for all (x,y) € X x Y.

The following lemma shows how the bias matrix relates to the squared Eu-
clidean imbalance

Lemma 8.1 Let T and K be two finite sets and C be a block cipher over the text
space T and the key space K. Let k € K. Let X and Y be two finite sets, such that
|X], 1Y < L], and let p: T — X and p: T — Y be two balanced projections. Let
Bi’“ be the bias matriz of Cy with respect to p and p and let Py be the distribution of
(p(P), u(Cx(P))) € X x Y, where P € T is uniformly distributed. Then

_ Y

A(Py) = WHBQ’HHE-

Proof. Denoting by T7* the transition matrix of C; with respect to p and p, we have
according to Definition 6.10

_ el LY ™ o LY
AP0 = WIDIE (Peteal = sy ) = 3y S (3%~ 1)

: (T3 ]y :
since Py[z,y| = 7 as noted in (8.1). O

The following result is a direct implication of the previous lemma and of Heuris-
tic 6.3. It leads to the conclusion that %Z%P,) samples are sufficient to distinguish P
from the uniform distribution (see page 56).

Heuristic 8.1 Let 7 and X be two finite sets and C be a block cipher over the text
space 7 and the key space K. Let X and ) be two finite sets, such that |X|, |V| < |T]|,
and let p: 7 — X and u : 7 — Y be two balanced projections. For all k € IC, let
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B, be the bias matrix of Cj, with respect to p and p. Assuming that [|B{*||2 < 1, the
g-limited projection-based distinguisher between Hy : O «— C* and H; : O « C based
on the projections p and p reaches a non-negligible advantage when

x| 81n 2
4= 57— : (8.3)
pru 2
|V | Jnin B3 112
O

This heuristic tells us what is the approximate number of queries required to
reach a non-negligible advantage. Since the key space can be assumed to be rather large,
it is impossible in general to evaluate the right-hand side of (8.3). In certain cases, it
might be possible to reduce the min for all keys to one running over equivalence classes
of bias matrices (where two such matrices would be equivalent whenever their respective
Euclidean norm are equal). The most radical assumption arises when one assumes that
there is only one equivalence class.

Definition 8.3 (Hypothesis of stochastic equivalence) Under the notations of
Definition 8.2, the hypothesis of stochastic equivalence states that any pair of keys k, k' €
K we can write

B )12 ~ IBE 2.

This assumption was initially formalized by Lai in the scope of differential
cryptanalysis (see [94,96]). Under this assumption, we see that (8.3) can be approxi-

mated by x| 8in2
n

q [
VLB 3

for any k£ € K. Similarly to what we did in Definition 7.4 for probability distributions,
we can define the Fourier transform B of a bias matrix B.

Definition 8.4 Let n and m be two positive integers, let X = {0,1}" and Y = {0,1}"™.
Let B be a 2™ x 2™ bias matriz indexed over X x Y. The Fourier transform of B is the
2™ x 2™ matriz B defined by

Bluw= Y. (-1 ®[B],, (8.4)
(z,y)€EXXY

for all (u,v) € X x Y.

Lemma 8.2 Under the notations of Definition 8.4 we have

1 uexdvey [
[B]x,yzw D (=1)UEY[B],,. (8.5)

(u,w)eX XY
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Proof. Starting from the right-hand side of (8.5) and plugging (8.4) in,

1 ~
Ty L DBl
(

u,v)EX XY
1 uexPue uex' Huey’
ST ID DI C R D DR G V|
(u,0)EX XY (2’ y)exXxy
1 ue (P’ )Pve !
=@ ST Blay Y (-1ymEshivey)
(') exXxy (u,0)EX XY
= Z [B]w’,y’ 1o—y 1y:y’
(z'y)eXxy
:{B]:Jc,y-

O]

The next proposition can be compared to Parseval’s Theorem and relates the
Fuclidean norm of a bias matrix to that of its Fourier transform.

Proposition 8.1 Let n and m be two positive integers, let X ={0,1}" and Y = {0,1}"™.
Let B be a 2™ x 2™ bias matf\z’x indexed over X x Y. The Fuclidean norms of B and
that of its Fourier transform B are related by

1
XY

B3 = IB]3-

Proof. By definition we have

IBJ3 = Z(Z(—l)“'m@“'y[B]x,y> > (=B,

u,v z,y x'y’
— Z [B]%y[B]w/’y/Z(—l)u-(xEBx/)EBvo(y@y/)
z,y,x’ Yy’ u,v
= |X[[Y] Z [B]w,y[B]w’,y’lw:w’ly:y’
z,y,x’ Y’

= |X|YI)_[BIZ, = X [VIIBI3
x7y

Proposition 8.1 together with Lemma 8.1 show that

A(P) = —

= WHBP’“H%,
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using the notations of the lemma.

Example 8.1 We consider a block cipher C defined over the text space 7 = {0, 1}V (for
some positive integer N) and key space K, and two linear balanced Boolean projections

p, s {0, 13 — {0,1}.

A projection-based distinguisher based on these projections exactly corresponds to what
is known as a (classical) linear distinguisher on the block cipher. It is easy to see that
the bias matrix of Cy (for some k € K) can be written as

€ —€
BPH —
k —€ €

where € is a real value (which exactly corresponds to the bias of Matsui’s linear expres-
sions). We have ||B{*||3 = 4¢%. Under the hypothesis of stochastic equivalence (see
Definition 8.3), it is easy to see that the bias matrix of Cys (for &’ # k) is either equal
to that of Cj or such that
B = ¢ ).
k < € —¢

According to Heuristic 8.1, we see that a linear distinguisher reaches a non-negligible
advantage when

~ 2In2
q= 2
which (up to a constant) is a well accepted result in linear cryptanalysis [110,111]. O

8.3  Piling-up Transition Matrices

A distinguishing attack on an iterated cipher is practical on the condition
that the cryptanalyst knows a transition matrix spanning several rounds. In practice,
she derives a transition matrix on each round and, provided that the projections were
chosen carefully, pile them in order to obtain a transition matrix on several rounds of
the cipher.

We consider the scenario where a block cipher C is made of two rounds, which
we assume to have the same structure to simplify the notations. In other words C =
{coc”: " € R}, where R is a set of permutations on the text space 7 and key space
IC. With our notations, the key space of the block cipher C is K2. We consider three
balanced projections p: 7 — X, u: 7 — W, and ¢ : T — Y, respectively applied to
the input of the first round Ry, , on the input of the second round Ry, , and on the output
of the block cipher Ci, where k = (k1, k2). We respectively denote by P, P, and Ps
the input of Rg,, the input of Rg,, and the output of Ci. Finally the random variables
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P & X
Ry, l o
Py . w

P ¢ Y

Figure 8.2: A commutative diagram illustrating how to pile the transition matrices on
a two rounds iterated block cipher

X, W, and Y respectively denote p(Py), u(P2), and ¢(Ps). With these notations, the
respective transition matrices of Ry, Rg,, and Cj are defined by

[Tgﬂ —PAW = w|X =], [TV, = PrY = y|IW = u),

z,w

and [T, = PrlY = y|X = 2].

This situation is represented on Figure 8.2. Note that we use a representation which
is very similar to Wagner’s unified view of block cipher cryptanalysis commutative
diagrams [163].

Definition 8.5 A sequence X1, X2, X3... of random wvariables taking values in some
finite set X has the Markov property if for all x1,x2,... in X and all positive integer n
we have

Pr[X,i1 = zpt1|Xn = 2py .., Xq1 = 21] = Pr[X 41 = Zpp1 | X = 20
In that case, the sequence X1, X0, X3... is a Markov chain and is denoted X1 < Xo <
X3 ...
Proposition 8.2 Let X, W, and Y be three finite sets and X €¢ X, W e W, andY € Y
be three uniformly distributed random variables defined on these sets such that

Xe—eWeY

is a Markov chain. Let Ty be the |X| x |W| transition matriz defined by [T1]zw =
Pr[W = w|X = z] and Ty be the |W|x|Y| transition matriz defined by [T2]y,y = Pr[Y =
y|W = w]. The |X| x |Y| transition matriz T defined by [T|,, = PrlY = y|X = z]

verifies
T = T1 X T2.

Proof. Successively using the law of total probability, the fact that the random variables
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are uniformly distributed, and the Markovian property of X < W < Y, we have

Ty = > PrlY =ylX =2, W = w]Pr[W = w|X =]
weWw
= ) PrlY = y[W = w|Pr[W = w|X = 1]
wew
= Z [Tl]x,w[TQ]wyy'
wew

O]

In what follows, we consider the idealistic situation where the random variables
X, Y, and W representing the reduced samples form a Markov chain as in Proposi-
tion 8.2. Clearly, when the keys ki and ko are fixed in the situation described on
Figure 8.2, then Py « Py < P3 is a Markov chain. Consequently, if p, i, and ¢ are the
identity (and thus, do not reduce the sample space at all), then this is also the case for
X & W < Y. Yet, the Markovian property of X, Y, and Y is not guaranteed as soon
as the projections reduce the sample space.

Lemma 8.3 Under the notations and assumptions of Proposition 8.2, the bias matrices
B, By, and B respectively corresponding to the transition matrices T1, To, and T

verify

~ 1 —~ —~
B:B1XB2 and B:7B1XB2.
W

Therefore

Bll2 < [IB1ll2[Bz]l2 (8.6)

with equality if, and only if we can write [B1]zw = agyw and [Balyy = Yy for some
ae R e RV and v e RWI.

Proof. As T =T x T, we have

[mw=ﬂhwq;=2%(mmw+@0(Bmw+&0—§y

As >, [Bil,,, =0, we obtain [B], , = [B1 x By, , + W > w B2l Since W and Y
are uniformly distributed >_, ¢,y [B2],,, = 0, which proves that B = B; x By. We
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also have
BB, = ¥ [B],[5]
u,v oW u,a a,v
= Z (—l)uoxEBv-y [Bl]%w [BZ]w’,y Z (_l)m(w@w )
(z,w)eXxW aeW
(w',y)EWXY
= ’W’ Z (_l)u-xéBvOy Z [Bl]x,w [BQ]w,y
(z,y)€X XY weWw
= Wl Y (-yeEBl,
(z,y)eX XY
- wi[B| .
which proves that B= |—1|]/3\1 X ]/3\2 Finally, from the Cauchy-Schwarz inequality:

HBI X BQH% = Z (Z [Bl]z,w [B2]w,y>

(z,y)EXXY \weEW

< v (Tme)(xme)
(z,y)€XXY \weEW w'eW

= B3B3,

with equality if, and only if, for all (z,y) € & x Y there exists some A, , such that
[Bl]%w = Aoy [Bg]w’y, so that [Bl]:p,w = A0 [Bg]w’o = u7Yy. Taking (3, equal to
ap/ Aoy when g, # 0 and to zero otherwise leads to the announced result. O

From Lemma 8.3 we can deduce the original version of the piling-up lemma.

Corollary 8.1 Under the notations and assumptions of Lemma 8.3 and assuming that
X =Y =W=/{0,1}, there exists €1,e2 € R such that

B, = [ ‘1 _61] and By = { 2 _62]
—€] €1 —€2 €2
so that (8.6) is actually an equality:

[Bll2 = [[B1]l2][Bz]2-

How to find the projections p, i, and ¢ on larger spaces exhibiting such a
Markovian property for a given block cipher in the most general case remains however
an open question to us. Yet, there are practical cases where this property holds, namely
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when considering Markov ciphers (see Definition 8.8) and well chosen homomorphic
projections. This is in particular the case of the characters (over Abelian groups) that
we use in Section 8.4 to generalize linear cryptanalysis. If the projections satisfy the
Markovian property, we obtain under the natural notations implied by Figure 8.2 that

which shows that one needs at least

3 < IBYM31IBL 13

8In2
1B (13]1B 3

q:

samples to distinguish C from the perfect cipher. In the case of our generalization of
linear cryptanalysis, we will obtain a more precise approximate of q.

8.4  Generalized Linear Cryptanalysis of Block Ciphers

We will now consider a particular type of projection-based distinguishers,
namely, generalized linear distinguishers. These distinguishers reduce the sample space
by means of linear projections, where the linearity relates to the group law defined on
the text space. In a classical linear cryptanalysis of a block cipher C, the text space
is 7 = {0,1}" (for some positive integer n) and the group law is the exclusive-or op-
eration. In that case, the adversary typically runs over ¢ plaintext/ciphertext pairs
(P;,,O(Fy)), fori=1,2,...,q, and add the value of as P; b+ O(F;) to a counter, where
a and b are input/output masks defined on the text space 7. The adversary eventually
guesses whether the generator is implementing an instance of the block cipher or not
by measuring the bias of the counter with respect to ¢/2 (which is the expected value
of the counter in the case where O is the perfect cipher). By choosing the masks with
care, the bias may be large when O = Cj for some key k. In this situation, the linear
probability

LP,4(Cr) = (2-Prp(as P®be Cp(P) = 0) — 1)2 = [E((—1)*"PE0*C(P) ’

estimates the efficiency of the attack against Cx. We will now see how to generalize this
metric to arbitrary group structures.

As in Section 8.1, we consider the plaintext/ciphertext pairs as random vari-
ables in 72. Namely, we let L = (P, O(P)) where P is uniformly distributed and denote
by P its distribution. This turns the distinguish problem between random oracles in a
distinguishing problem between random sources. We let G; and G2 denote two group
structures on ’T let G = G1 x G2 be the group product, and consider the characters
p € Gy and yu € Gy. Finally, we let y € G be the character defined by x(a,b) = p(a)u(d).
Following Definition 7.7 and the discussion of Section 7.6, we know that our generalized
version of linear cryptanalysis on random sources is based on

LP,(P) = LP(x(P,O(P))) = LP (p(P)u(O(P))) = [E ((P)u(O(P)))[?,
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where P € 7T is uniformly distributed. It seems therefore natural to extend the classical
linear probability for block ciphers as follows.

Definition 8.6 Let 7 and K be two finite sets and C be a block cipher over the text
space T and the key space K. Let G1 and G2 _be two group structures over the same set
T. For all group characters p € Gy and u € Ga, the linear probability of C over T with
respect to p and p is defined by

LPyu(Ce) = [Breyr (7(Pn(u(P) |

We denote the expected linear probability over all keys by

ELP, ,.(C) = Ex(LP,.(Ck)) ZLPM (Ch).
keIC

We note that in the particular case where 7 = {0,1}" and the group law
considered is the exclusive-or operation, then there always exists a and b in 7 such that
p(x) = (=1)%% and p(x) = (—1)**?. In that case, the previous definition rewrites

LP,u(Ch) = [Epeyr ((=1)™F (~1)" D)) 2 = LP,,(Cy).

If P, denotes the distribution of (P, Cx(P)) for a uniformly distributed P, we
have by construction

LP,(Py) = [E ((P)u(Ci(P)))|* = LP,,,.(C).

Therefore, we can deduce from Lemma 7.5 that an optimal linear distinguisher between
Hop : O «— C* and Hy : O « C based on the characters p and p should accept Hj

whenever
glog(1—¢)

~ log(1l —¢€) —log(1+ (d—1)e)’
where H; = p(P,)u(O(P;)) and € = LP,,(Cg). The optimal linear distinguisher
should thus accept H; when the maximum value of the relative frequency of the plain-
text /ciphertext pairs exceeds a threshold which is completely determined by the linear
probability of Cp with respect to chosen characters. Since the key k is unknown, a
distinguisher will in practice choose € such that

maxN[h|Hq] (8.7)

¢ = ELP, ,(C).

Note that assuming the hypothesis of stochastic equivalence (see Definition 8.3) also
lead to this strategy since in that case one assumes that

LP,,.(Ck) ~ LP, ,(C)

for all k # K/, and thus LP, ,(Cy) ~ ELP, ,(C) for all k € K.
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We now deduce from Heuristic 7.2 that the distinguisher based on (8.7) reaches
a non-negligible advantage when

_ 8In2
1= @—1DELP,,(C)

where d is the order of the character x = (p, 1), which is the least common multiple of
the order of p and of the order of u. We deduce the following heuristic on which we will
rely to compute the attack complexities against TOY100 and against SAFER.

Heuristic 8.2 Let 7 and K be two finite sets and C be a block cipher over the text
space 7 and the key space K. Let C* be the perfect cipher over 7. Let G; and Go be
two group structures over the same set 7. Let p € Gl and pu € 6‘2 be two characters of
order di and dy respectively. Letting ¢2 = ELP,, ,(C), the best ¢-limited distinguisher
between Hg : O «— C* and H; : O « C based on the characters p and p should accept
H, if, and only if

qlog(1l —¢)
N[h|HY] >
i [h|HT] = log(1 —¢€) —log(1 + (d — 1)e)
is verified, where H; = p(P;)u(O(F;)) for each sample P;, with i = 1,...,¢q, and where
d is the least common multiple of the order of p and of the order of y. Assuming that
ELP, ,(C) < 1, the distinguisher reaches a non-negligible advantage when

- 8In2
1= ([d=1)ELP,.(C)

Fourier Transforms and Links with Differential Cryptanalysis

Differential cryptanalysis over arbitrary groups was formalized by Lai, Massey,
and Murphy in [97]. The complexity of this attack relates to the differential probability.

Definition 8.7 Let 7 and K be two finite sets and C be a block cipher over the text
space T and the key space K. Let B and ® be two group laws on T and let a,b € T
and k € IC. The differential probability of Ci with respect to the input difference a and
output difference b is

DPa,b(Ck) = PI‘[Ck(P H a) = Ck(P) & b],

where the probability holds over the uniform distribution of the plaintext P € T. The
expected differential probability of C with respect to the same masks is

1

EDP,;(C) = Ex (DPy;(Ck)) = IS D " DPuu(Cr).
kek
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By construction, we know that the linear probability verifies
LP,.(Cr) = LPy(Py), (8.8)

where P denotes the distribution of (P, C(P)) and y(a,b) = p(a)u(b). Consequently,
the inverse Fourier transform of LP,,(C) at point (a,b) € Gi x Gz is equal to

]}(a’b)(ﬁk% which leads to

ﬁa,bmk):‘;‘z S LP(Cop(a)ud) (8.9)

(p1)EG1% Ga

We have a similar property for the differential probability since, with the same
notations, we have

DP(a,b)(ﬁk) = PrP,P’[(Plv Ck(P/)) = (P7 Ck(P)) ’ (avb)}

PI‘PJD/[P, = PEHCL,Ck(P,) = Ck(P) ®b]
PI‘PJD/[P/:PEHCL,C]{(PEHCL) :Ck(P)(X)b]

_ fﬂprp[ckua Ba) = Cx(P) @ b]

and thus

~ 1
DP (41)(Pk) = WDPa,b(Ck)~ (8.10)

The Fourier transform of DP,;(Cj) at point x € G (where G = G; x G2) is equal to
|7| DP (Pj) which leads to
DP,u(Ck) = > DPay(Ci)pla)(h). (8.11)
(a,b)EGleQ

Based on Lemma 7.11 which shows the link between linear and differential
probabilities for random sources, we can reformulates this link between the correspond-
ing metrics for linear and differential distinguishers on block ciphers (as in [32]).

Lemma 8.4 Let T and K be two finite sets and C be a block cipher over the text space
T and key space K. Let Gy and Gg be two group structures over T and x € G1 and
p € Ga. Let (p,u) € G1 X Gy and (a,b) € Gy x Ga. For all k € K, the inverse Fourier
transform of LP, ,(Cy) at point (a,b) is

LP,4(Cp) = |71_|DPa,b(Ck) and thus E/L\Pa,b(C)_%EDPa,b(C). (8.12)

Conversely, the Fourier transform of DP,(Cy) at the point (p, p) is
DP,,.(Cy) = |T|LP,,(Ck) and thus EDP,,(C) =|T|ELP,(C). (8.13)
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Proof. Denoting Py, the distribution of (P, Cx(P)) where P € 7 is uniformly distributed,
it follows from Lemma 7.11 and (8.10) that

DP,,.(Ck) = |T|DP,(P) = |T|LP,(P) = |T|LP,.(Cs).

The equality for the mean follows from the fact that

Ex (]ﬁ)mu(CK)) = ]I1C\ Zﬁ)p,u(ck)
kek

- ,,Cl‘ S DP,(Co)p(a)i(h)

ke a,b
= Y EDP,(C)p(a)fi(d)
a,b

Substituting ]ﬁp,“((: k) by |T|LP, ,(Ck) in the left-hand side of the previous equation
leads to (8.13).

Conversely, based on (8.8) and on the same lemma, we similarly obtain that

1

DP,(Cy).

Proving the rest of (8.12) can be done in a similar way than what we did for the mean
of the differential probability. O

In the case the block cipher considered is a Markov cipher [97] (which is the
case of almost any iterated block cipher when the round keys are mutually independent),
then it is easy to relate the expected differential probability on the block cipher to the
expected differential probability over the individual rounds [97].

Definition 8.8 Let 7 and K be two finite sets. Let B and ® be two group laws on T .
A block cipher C over the text space T and the key space K is a Markov cipher if for
any a,b,p € T we have

EDPa’b(C> = PI‘K[CK(pBH a) = CK(p) &® b}

where the probability holds over the uniformly distributed key K € K.

Theorem 8.1 Let T and K be two finite sets and C),C3) .. C") be r > 1 mutually
independent Markov ciphers on the text space T and the key space K. For any input
input/output differences wo, w, € T we have

EDP .y, ((:(T’) 0. 0C? oc<1>) = ¥ ﬁEDPwi_l,wi (c@)) .

W,yeenyWr—1 1=1
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The link between the linear and differential probabilities given in Lemma 8.4
allows to deduce an iterative formula for linear probabilities over iterated cipher similar
to the well known expression given by Theorem 8.1 for the differential probabilities.
This corresponds to what is known as Nyberg’s linear hull effect [125].

Theorem 8.2 Let 7 and K be two finite sets. Let Gg...,G, be r+ 1 Abelian group
structures over T and let C = C o ... 0 C) be a product cipher of r independent
Markov ciphers C®: G,y — G,;. For any xo € Go and x, € G, we have

ELPyoy, (= 3 - 3 JIELP, . (€©).

X1€Gy Xr—1€G,_1 =1

Proof. We first prove the theorem when r = 2. From Lemma 8.4 we have

1

WEDPXUOQ(C)'

ELPXO,X2 (C) =
From (8.11), the right-hand side of the previous equation is equal to
1 _
7] > EDPuygu, (C)xo(wo)Xz(ws).

wo,w2

Since we consider independent Markov ciphers, Theorem 8.1 shows that the last equa-
tion is equal to

1 _
m Z EDPuyg (C(l) )EDPwl,wz (C(Q))XD(MU)XQ (w2).
wo,W1 . W2
Applying Lemma 8.4 shows that this expression is equal to
7] >~ ELPuguy (CV)ELPy, iy (C)x0(wo) Xz (w2). (8.14)
wo, W1 . W
According to (8.9) we have by definition:
1

ELP g0, (CV) = b > ELP . (CM)p5(wo)x (wr)
(po,x1)€Gox G1

— 1

ELPyy 0 (C?) = b S BLP,,  (C2)pr(wn ) pua(ws)

(p1,112)€G1 X G2

Plugging these values in (8.14) and reducing the result using the orthogonal relations
given in Lemma 7.4 leads to

ELPX(),XQ(C) = Z ELPXO,X1(C(l))ELPXLXQ(C(Q))v

XlEGI
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which exactly corresponds to the linear hull formula for 7 = 2. To obtain the result for
any r > 2, it suffices to apply the previous formula » — 1 times in a recursive way on

C=CMo...0C2 o), =

As direct computation of the expected linear probability on a realistic instance
of a block cipher is not practical, the cryptanalyst typically follows a bottom-up ap-
proach, in which she first computes the linear probability of small building blocks of
the cipher and then extends the result to the whole construction. In the remaining of
this section, we study several typical building blocks on which block ciphers are often
based.

A Toolbox for the Generalized Linear Cryptanalysis

We can look at a block cipher as a circuit made of building blocks and in which

every edge is attached to a specific group. From this point of view, a linear characteristic
is a family mapping every edge to one character of the attached group. The building
blocks we will consider are represented on Figure 8.3. If x; and y2 are characters on
G1 and Go respectively, we denote by x1|x2 : G1 x Go — C* the character mapping
(a,b) € G1 x G on x1(a)x2(b). We assume that the cryptanalyst constructs a linear
characteristic in a reversed way [16] (i.e., starting from the end of the block cipher
towards the beginning), her objective being to carefully choose the characters in order
to maximize the linear probability on each individual building block.
Building Block (a): We consider a duplicate gate such that a,b,c € G and a = b = c.
Let x1, x2 be two characters defined over G so that x1||x2 is a character on the output of
the gate, we have (by definition) x1(b)x2(c) = x1(a)x2(a) = x1x2(a). Simply denoting
(a) the duplicate gate, we have

LPX1x2,x1|Ix2 ((a)) =1,

so that x1x2 is an appropriate character on the input of the gate.
Building Block (b): We consider a layer that applies a group homomorphism from
G=Gyx---xGytoH=H; x---xH,. We denote the homomorphism by hom, the m

inputs as ai,as,...,a, and the n outputs by, be, ..., by, so that hom(ay,as,...,an) =
(b1,b9,...,by). Given n characters y; on H;, i = 1,...,n, we have x(b1,...,b,) =
a a; Qs [ a 4
[ | R i
A hom 14—19 S
: EE I g
(a) (b) () (d)

Figure 8.3: Typical Building Blocks of Block Ciphers
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kjj— + kjp—p + kys— + K—p +
*Xrl *XTZ *XH X
Si2 Siz |  mmmmmmmm---- Sin
| hom |

koy—o + koz—p +

Figure 8.4: A Typical Substitution-Permutation Network with » Rounds

(x o hom)(ai,...,am) for x = x1|| - ||xn- As x o hom is still a character on G we
obtain LPyonom((b)) = 1. Note that we do have x o hom = x/||---||x}, for some
(X153 X)) € G1 X -+ X Gy, so that x/ is an appropriate character for a;.

Building Block (c): Given hom(a) = a + k on a given group G (with additive
notation), we have x(b) = x(a)x(k). Since k is constant, LP, ,((c)) = 1, so that x is
an appropriate character on the input.

Building Block (d): When considering a (non-homomorphic) permutation S, the
linear probability LP, ,(S) should be computed by considering the substitution table
of S.

Consider for example a typical substitution-permutation network C as shown
on Figure 8.4. By piling all relations up on a typical substitution-permutation network
C, we obtain a relation of the form

X(P)p(C(P)) = | [[ 35 (Xii)pii(Sii(Xig)) | > | [T xis(kis)
.J i,J

where the first product runs over all building blocks of type (d) and the second over
building blocks of type (c). Hence, by making the heuristic approximation of indepen-
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Section 8.5 The Block Cipher DEAN

dence of all X;’s (which is commonly done in classical linear cryptanalysis), we obtain
that

ELPX,/J(C) ~ H LPXi,j,Pi,j (Si,j)'
.

This is the classical single-path linear characteristic. Provided that we can lower bound
(e.g., by exploiting the properties of the homeomorphism) the number of active substi-
tution boxes (i.e., boxes with non-trivial input/output masks) by b and that we have

II%%XLPmaX(Si,j) <A
we obtain that ELP.x(C) is heuristically bounded by \° for single-path characteristics.
We can obtain an exact formula for ELP, ,(C) by using linear hulls and assuming that
all the subkeys are mutually independent, since we are indeed considering a Markov
cipher here, so that Theorem 8.2 applies.
In the next section, we show how to use the tools presented so far to build and
study the security of a block cipher that encrypts blocks of decimal digits.

8.5 The Block Cipher DEAN: a Toy Example for our Gen-

eralization of Linear Cryptanalysis

We introduce DEAN18 (as for Digital Encryption Algorithm for Numbers), a
toy cipher that encrypts blocks of 18 decimal digits (which approximately corresponds
to a block size of 60 bits), which could be used to encrypt a credit-card number for
example. The structure of this toy cipher is inspired from that of the AES [41]. We
consider an R-round substitution-permutation network, each round being based on the
same structure. Blocks are represented as 3 x 3 arrays of elements of the additive group
710 X Z1o. Each round successively applies to the plaintext the following operations:

e AddRoundKeys, that performs a digit-wise addition of a round key to the input
(the addition being taken modulo 10),

e SubBytes, that applies a fixed bijective substitution box S (defined in Table 8.1,
where an element (a, b) € Z%O is represented as an integer 10-a+b € {0,1,...,99})
on each 2-digit element of the array,

e ShiftRows, that shifts to the left each row of the input over a given offset (equal
to the row number, starting from 0 at the top),

e MixColumns, that multiplies each column of the input by the matrix

M=

— = O

1 1
a 1 (8.15)
1l «
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0 1 2 3 4 5 6 7 8 9 10 | 11 | 12 | 13 | 14 | 15 | 16 | 17 | 18 | 19
27 | 48 | 46 | 31 | 63 | 30 | 91 | 56 | 47 | 26 | 10 | 34 | 8 | 23 | 78 | 77T | 80 | 65 | 71 | 43
20 | 21 | 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30 | 31 | 32 | 33 | 34 | 35 | 36 | 37 | 38 | 39
36 | 72 |29 | 79 | 8 | 7 | 58 | 95 | 69 | 74 | 67 | 35 | 32 | 59 | 82 | 14 | 75 | 99 | 24 | 87
40 | 41 | 42 | 43 | 44 | 45 | 46 | 47 | 48 | 49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59
16 | 90 | 76 | 51 | 28 | 93 | 50 | 38 | 25 | 3 13 | 97 | 55 | 60 | 49 | 8 | 57 | 89 | 62 | 45
60 | 61 | 62 | 63 | 64 | 65 | 66 | 67 | 68 | 69 | 7O | 71 | 72 | 73 | 74 | 75 | 76 | 77 | 78 | 79
18 | 37 1 6 | 98 | 68 | 39 | 17 | 19 | 20 | 64 | 44 | 33 | 40 | 96 | 2 12 | 41 | 52 | 85
80 | 81 | 82 | 83 | 84 | 8 | 8 | 87 | 88 | 89 | 90 | 91 | 92 | 93 | 94 | 95 | 96 | 97 | 98 | 99
81 15 | 54 | 88 | 92 | 21 | 84 | 22 | 53 | 11 4 194 |42 |66 |70 | 9 | 61| 73

ot
o

Table 8.1: The fixed substitution box on Z%O of DEAN1S.

where the multiplication of an arbitrary element (a,b) € Z%, by « (resp. 1) is
defined! by - (a,b) = (a+b, —a) (resp. 1-(a,b) = (a,b)). One can easily see that
this defines a structure on Z?%; that is isomorphic to GF(4) x GF(25), on which
the matrix is an MDS matrix [77,150].

The branch number of the matrix multiplication is equal to 4, i.e., the total
number of non-zero elements of the input and output columns is either 0, 4 or more.
Consequently, given a non-trivial character p = (p1, p2, p3) on the output of the trans-
formation, we obtain (given that we are considering a building block of type (b)) that
the appropriate character x = (x1, X2, x3) on the input is non-trivial and that among
the six characters x1, ..., p3, at least four are non-trivial. When at least one of the six
characters is non-trivial, we say that the column is active.

Extending this result to the whole MixColumns transformation and applying
similar arguments than those used on the AES [41], one can obtain that any two rounds
characteristic (i.e., succession of three characters on the text space) has a weight lower
bounded by 4Q, where the weight is simply the number of non-trivial characters on Z%,
among the 27 components of the three round characters and @ is the number of active
columns at the output of the first round. Similar arguments also lead to the fact that
the sum of the number of active columns at the output of the first and of the third
round of a 4-round characteristic is at least 4. Consequently, the weight of a 4-round
characteristic is at least 16.

Denoting by LPax(S) the maximum value of LP, ,(S) over pairs of non-trivial
characters, we conclude (under standard heuristic assumptions on the independence of
the output of the characters at each round) that the linear probability of a 4r-rounds
characteristic is upper-bounded by (LPpax(S))!". Assuming that one characteristic
among the linear hull [125] is overwhelming, we conclude from Heuristic 8.2 that in the
best case (from an adversary point of view), a distinguishing attack against a 4r-round
version of our toy cipher needs ¢ &~ ((d — 1)LPyax(S)) 16" samples, where d is the order
of the linear cryptanalysis considered (i.e., d is the least common multiple of the orders
of the input and of the output characters).

For the substitution box of our toy cipher, we obtain LPy.x(S) =~ 0.069. If we
consider a generalized linear cryptanalysis of order 2, the number of samples that is nec-

! Considering the elements of Z3, as elements of Z1o[a]/(a® —a+ 1) naturally leads to this definition.
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essary to attack four rounds is close to 3.8 x 10'® ~ 261, We conclude that R = 8 rounds
are enough for DEAN18 to keep a high security margin (as far as linear cryptanalysis of
order 2 is concerned). If we consider instead a generalized linear cryptanalysis of order
5, the number of samples to attack 8 rounds is close to 7.78 x 1017 ~ 259 so that 8 rounds
are still sufficient to resist generalized linear cryptanalysis of order 5. Finally, if we con-
sider order 10, the number of samples to attack 8 rounds drops to 4.18 x 10% ~ 222, so
that more rounds should be considered in that case. With 20 rounds for example, the
number of samples needed is 3.57 x 1016 ~ 255,

It is possible to extend the previous construction to larger blocks. As an
example, we introduce DEAN27, a toy cipher similar to DEAN18, that encrypts blocks
of 27 decimal digits (which approximately corresponds to a block size of 90 bits). The
structure of DEAN27 is the same than that of DEAN18 with some exceptions. The
blocks of DEAN27 are represented as 3 x 3 arrays of element of the additive group Z?O.
Each rounds successively applies to the plaintext the following operations:

e AddRoundKeys, that performs a digit-wise addition of a round key,

e SubBytes, that applies a fixed bijective substitution box (defined in tables D.1
and D.2 in Appendix D, where an element (a,b,c) € Z3, is represented as an
integer 100-a+10-b+c € {0,1,...,999}) on each 3-digit element of the array,

e ShiftRows, which is the same than in DEAN18,

e MixColumns, that multiplies the input by the matrix M in (8.15), where the mul-
tiplication of an arbitrary element (a,b,c) € Z3, by a (resp. 1) is defined? by
a-(a,b,c) = (a+b,c,a) (resp. 1-(a,b,c) = (a,b,c)). This defines a structure on
Z3, that is isomorphic to GF(8) x GF(125), on which the matrix is MDS.

The security analysis of DEAN27 is the same than that of DEAN18. For the
substitution box S of DEAN27, we obtain LPn,x(S) ~ 0.01 (we obtained the table
by drawing 150 tables at random, keeping the one having the smallest LPp,x). If we
consider a generalized cryptanalysis of order 2 on DEAN27, the number of samples
necessary to attack four rounds is close to 1032 (which is to be compared to the size
of the code book, which is 107). If we consider a generalized linear cryptanalysis of
order 5, the number of samples required is approximately 2.32 x 10?2 for four rounds
and 5.42 x 10* for height rounds. Finally, a successful attack against height rounds
with a linear cryptanalysis of order 10 approximately requires 2.9 x 1033 samples.

8.6 A Zi5, Generalized Linear Cryptanalysis of TOY100

In [58], Granboulan et al. introduce TOY100, a block cipher that encrypts
blocks of 32 decimal digits. The structure of TOY100 is similar to that of the AES.
An r rounds version of TOY100 is made of r — 1 identical rounds followed by a slightly

2Considering the elements of Z3, as elements of Z1o[a]/(a® —a® —1) naturally leads to this definition.
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different final round. Each block is represented as a 4 x 4 matrix A = (a;;); je{o,..3}>
the a;;’s being called subblocks. Round ¢ (for ¢ = 1,...,r — 1) first adds modulo 100
a round key to the subblocks (we do not describe the key schedule here as we assume
that the round keys are mutually independent), then applies a fixed substitution box to
each resulting round key, and finally mixes the subblocks together by applying a linear
transformation. The last round replaces the diffusion layer by a modulo 100 round
key addition. The round key addition, confusion, and diffusion layers are respectively
denoted o[K], v, and 6. The diffusion layer applied to a block A can be represented as
a matrix product M x A x M where

10
11
M= 11

O = =
_ O

1 011

and where all computations are performed modulo 100. The best attack against TOY100
presented so far is based on the generalization of linear cryptanalysis suggested in [58].
It breaks TOY100 reduced to 7 rounds with a data/time complexity of 0.66 - 1031. We
propose here a linear cryptanalysis that breaks up to 8 rounds. We first observe that

any block
) 0 100—6 O

0 0 0 0
100—-0 0 ) 0
0 0 0 0

where § € {1,...,99} is such that M x A(d) x M = A(J), i.e., is not changed by
the diffusion layer. We let Z = {A(9),0 = 1,...,99} be the set of these 99 blocks.
Our attack against TOY100 reduced to r rounds first guesses 4 subblocks of the first
round key and 4 subblocks of the last (the positions of which exactly correspond to
the non-zero subblocks of A(d)). This allows to peel-off the first and last layers of
substitution boxes, so that we now consider the transformation (0 oy o o[K])""2 0 6
(where it is understood that the round keys are mutually independent). For any 4 x 4
input/output masks (i.e., blocks) o = (i ;)i jeq1,...ay and 8 = (Bi)ijefn,...ay We let,
for any transformation C on Z1$,

ELP,5(C) = [Ear(@a(M)ps(C(M)))|?

A(S) =

r Lower bound on d Data/Time Complexity of the attack
MaXag,a, 5 BLPag,a, 4@ 0yoo[K])" 200 against r rounds
4 0.37-10—° 50 0.55 - 108
5 0.47-10~14 50 0.42-1013
6 0.66 - 1019 50 0.31-10'8
7 0.10-10—23 50 0.20 - 1023
8 0.18 10728 50 0.11-10%8
9 0.34-10733 50 0.61 - 1032

Table 8.2: Complexities of the best linear cryptanalysis we obtained on reduced round
versions of TOY100.
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where

27

Pa(M) = €100

4
20 =1 QMg

Applying the linear hull [125] formula of Theorem 8.2 and the observation on the diffu-
sion layer of TOY100 we obtain that the linear probability on (6 o )" =2 o # with input
(resp. output) masks ag € Z (resp. a,_2 € 7) is such that

ELP og.0,_,((0 0 yoo[K])" 2 0 0)
= ELPyg 0, »((0 0y o0 0[K])?)

r—2
= > 3> J]ELPa e (@oryo0lK)
a1€Z3,, ar—3€Z1y, =1

r—2
> o > TIELPa, 0,0 0y 0 0[K])

a1 ET Oér—SEI i=1

r—2
=3 Y TItParia).

a1€I 047-7362- i=1

v

Practical computations of the previous equations are given in Table 8.2 where d denotes
the least common multiple of the orders of the input and of the output characters which
maximize the linear probability. Using an 8-round linear hull and guessing the necessary
keys on an extra round, we can thus break 9 rounds of TOY100 with data complexity
0.11-10%8 (and possibly 10 rounds with a data complexity of 0.61-1032, which represents
more than half the code book).
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Chapter 9

A Generalized Linear Cryptanalysis of SAFER K/SK

SAFER is a family of block ciphers. The first member of this family was
introduced by Massey and is called SAFER K-64 [107]. It encrypts 64-bit blocks under
64-bit keys. It is an iterated block cipher, meaning that it is made of a succession of
rounds all identical in their structure. Each round is parameterized by two 64-bit round
keys which are derived from the main 64-bit secret key using a key-schedule algorithm.
SAFER K-64 is ”byte-oriented” in the sense that the elementary operations operate on
chunks of 8 bits. Moreover, it has the particularity to use two distinct group operations
to mix key bits with text bits, namely, the exclusive-or and the addition modulo 256.
Soon after the original publication, Massey announced SAFER K-128; a block cipher
identical to SAFER K-64 (except for the recommended number of rounds) but with a
different key schedule [108] that allowed to use 128-bit keys. The first real security issue
on SAFER K/SK was pointed out by Knudsen [87] and lead Massey to update the key
schedules, announcing SAFER SK-64 and SAFER SK-128 [109].

In a joint work with Khachatrian and Kuregian, Massey proposed SAFER+ [85]
as an AES candidate. Based on the same design principle of the earlier versions of
SAFER, SAFER+ encrypts 128-bit blocks. Although SAFER+ was not among the AES
finalists, it is still widespread. For example, the E1 algorithm used during authentication
in Bluetooth is based on SAFER+. Finally, the same authors submitted SAFER + +
to the NESSIE project [86]. The main improvements of SAFER + + against SAFER+
concerns the diffusion layer, which improvements allowed to reduce the total number of
round, increasing the encryption speed.

In this section, we focus on the two first members of the SAFER family, namely
SAFER K-64 and SAFER SK-64. To the best of our knowledge, the best chosen plaintext
attacks (CPA) against these block ciphers are Wu et al. truncated differentials [164]
(which improve on previous work by Knudsen and Berson [90,91]) which break up two
6 rounds of both versions of SAFER. The best known plaintext attacks are due to
Nakahara et al. who manage to find a 3.75-round non-homomorphic linear relation [65]
with bias € = 2727 for certain classes of weak keys, concluding that linear cryptanaly-
sis [110,111] does not seem to be a serious threat against SAFER K.

In this section, we will apply the generalization of linear cryptanalysis intro-
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Figure 9.1: The ith encryption round function of SAFER

duced in Section 8.4, which breaks up to five rounds of SAFER K/SK. Because our
definitions of linear probabilities, linear relations, etc. differ from those used in the
classical version of linear cryptanalysis, it may seem that our results do not contra-
dict the statement that SAFER is secure against Matsui’s linear cryptanalysis (see [65]
or [119] for example). In fact, they do, as we will see for the best attacks we could find
on four rounds of SAFER K/SK.

In Section 9.1 we describe the encryption procedure of SAFER K/SK;, give an
overview of the properties of the key schedules that we exploit in our attacks, and give
more details about previous cryptanalytic results. In Section 9.2 we study the main
building blocks of SAFER K/SK with respect to our generalization of linear cryptanal-
ysis. We introduce the notion of reduced hull, which simply corresponds to restrict the
full linear hull [125] (see Theorem 8.2) to some (carefully chosen) characteristics, and
explain how to build reduced hull of low weight (i.e., activating a small number of sub-
stitution boxes). In Section 9.3, we make use of the previous concepts to attack up to
five rounds of SAFER.

9.1 The SAFER Family

A Short Description of the Encryption Procedure

The encryption procedures of SAFER K-64, SAFER K-128, SAFER SK-64, and
SAFER SK-128 are almost identical. They all iterate the exact same round function, the

only difference being that the recommended number of iteration of this round function
is 6 for SAFER K-64 [107], 8 for SAFER SK-64 [109], and 10 for both 128-bit versions of
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SAFER [107,109]. The round function is represented on Figure 9.1. An r-round version
of SAFER encrypts 8 bytes of text by applying the round function 7 times followed by
a final mixed key addition (whose structure is identical to the first mixed key addition
layer of the round function). Each round is parameterized by two 8-byte round keys so
that a 2r 4+ 1 round keys must be derived from the secret key.

The round function first applies a byte-wise key addition, mixing exclusive-
or’s and additions modulo 256. Then, each byte goes through a substitution box.
Two kinds of boxes are used on SAFER: z — (45% mod 257) mod 256 and its inverse.
The output of the substitution box layer goes through another byte-wise key addition
before being processed by a diffusion layer made of boxes called 2-PHT and defined
by 2-PHT(a,b) = (2a 4+ b,a + b), the addition being performed modulo 256. Denoting
T € Z§56 the input of the linear layer, the output y € Z§56 can be written as y = M x x
where

(9.1)

DN DN = N = &= 00
DN = NN RN
NN =N NS
N = N = N~ N
NN NN R
o= =N NN N
NN = =N N
Y g S S S ey

1 1 1 1 1 1 1

Finally, we will adopt a special notation to denote reduced-round versions of
SAFER. We will consider each of the four round layers as one fourth of a complete
round. Consequently, a 2.5 reduced-round version of SAFER will correspond to two
full rounds followed by the first mixed key addition and substitution layer of the third
round. With these notations, the encryption procedure of SAFER K-64 is actually made
of 6.25 rounds. To be consistent with the notations of the original publications, when
we refer to a r-round version of SAFER, we actually mean a r + 0.25 reduced-round
version of SAFER.

A Very Short Description of the Key Schedules

For the sake of simplicity, we restrict to give the dependencies of each round
key byte with respect to the main secret key instead of describing the key schedules of
the various versions of SAFER.

« SAFER K-64: The jth round key byte (1 < j < 8) only depends on the jth main
secret key byte. For example, guessing the third byte of the main secret key allows
to derive the third byte of each round key.

« SAFER SK-64: The jth byte (1 < j < 8) of round key number ¢ (1 <i < 2r+1),
depends on the ¢th byte of the secret key, where ¢ = (i + 7 — 2) mod 9 + 1 and
where the 9th byte of the secret key is simply the exclusive-or of its previous 8
bytes.
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’ Type ‘ # rounds ‘ Type of the Attack ‘ Time ‘ Plaintexts ‘ Reference ‘
SAFER K-64 3 KPA/Weak keys 22 21° [119]
SAFER K-64 4 KPA /Weak keys | 2% 231 [119]
SAFER K-64 5 KPA/Weak keys | 27! 261 [119]
SAFER K-64/128 5 CPA 261 239 [90,91]

SAFER K-64 5 CPA 249 244 [90,91]
SAFER K/SK-64 5 CPA 246 238 [164]
SAFER K/SK-64 6 CPA 261 253 [164]

Table 9.1: Previous cryptanalytic results on SAFER. The time complexity unit is a
SAFER encryption.

In our analysis we assume that the key is a full vector of subkeys. When
studying the average complexity of our attack, we further assume that they are randomly
picked with uniform distribution.

Previous Cryptanalysis Results

We summarize known attacks against SAFER in Table 9.1

Differential Cryptanalysis and Friends. The resistance of SAFER to differential
cryptanalysis [21] was extensively studied by Massey in [108], where it is argued that 5
rounds are sufficient to resist to this attack. It is shown by Knudsen and Berson [90,91]
that 5 rounds can actually be broken using truncated differentials [88], a result which
is extended to 6 rounds by Wu et al. in [164].

Linear Cryptanalysis and Friends. In [65], Harpes et al. apply a generalization of
linear cryptanalysis [110,111] to SAFER K-64 but do not manage to find an effective
homomorphic threefold sum (which generalize the notion of linear characteristics) for
1.5 rounds or more. Nakahara et al. showed in [119] that for certain weak key classes,
one can find a 3.75-round non-homomorphic linear relation with bias € = 2729 (which
leads to a plaintext complexity of 8/¢2 = 26! known plaintexts on five rounds and a
time complexity of 27! since the probability that a random key belongs to the correct
weak key class is 2719). One of the conclusions of the authors of the latter article is
that linear cryptanalysis does not seem to be a serious threat to SAFER K-64.

Concerns about the Diffusion Layer. The diffusion properties of the linear layer of
SAFER have also been widely studied and, compared to the confusion layer, seem to be
its major weakness. In [116], Murphy proposes an algebraic analysis of the 2-PHT layer,
showing in particular that by considering the message space as a Z-module, one can find
a particular submodule which is an invariant of the 2-PHT transformation. In [150],
Vaudenay shows that by replacing the original substitution boxes in a 4 round version of
SAFER by random permutations, one obtains in 6.1% of the cases a construction that
can be broken by linear cryptanalysis. This also lead Brincat and Meijer to explore
potential alternatives of the 2-PHT layer [31].
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B

Figure 9.2: Replacing key exclusive-or and fixed substitution boxes by equivalent keyed
substitution boxes

Concerns about the Original Key Schedule. The other major weakness of SAFER
K is indubitably its key schedule. The analysis proposed in [90,116] lead Massey to
choose the one proposed by Knudsen in [90] for SAFER SK.

9.2  Linear Cryptanalysis of SAFER: from Z3 to Zs

A possible reason why linear cryptanalysis does not seem to be a threat for
SAFER is that Matsui’s linear characteristics (that fits so well the operations made in
DES) are in fact not linear when it comes to the diffusion layer of SAFER except when
they only focus on the least significant bit of the bytes. Yet, those bits are not biased
through the substitution boxes [150]. Indeed, whereas a classical linear cryptanalysis
combines text and key bits by performing exclusive-or’s (i.e., additions in Zy), SAFER
mostly relies on additions in Zys. In other words, the group structure that is classically
assumed in linear cryptanalysis does not fit when it comes to study SAFER.

Our attack is focused on the additive group (Z!,,+). The m" characters
of this group are called additive character modulo m [121] and are the y,’s for a =
(a1,...,ar) € {0,1,...,m — 1}" defined by

Xa : VA — Cx

m

(9.2)

27

X = (@1, 1) Xa(X) = €5 Sioiam
The attack on SAFER that we describe in Section 9.3 only involves additive characters
modulo 256. To simplify the notations (and to somehow stick to the vocabulary we
are used to in classical linear cryptanalysis), we denote the linear probability of the
permutation C over Zi-s with respect to xa and xp (where a,b € {0,1,...,255}") by

LPap(C) = [Ep(Xa(P)xb(C(P))*, (9-3)

where P is a uniformly distributed random variable, and call it the linear probability
of C with input mask a and output mask b. Note that a mask byte equal to 128 means
that we focus on the least significant bit of the text byte z as 128 x x mod 256 only
depends on it.
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2PHT |

2-PHT |

2-PHT |

Figure 9.3: Another view of SAFER

Hiding the Z$ Group

Because the encryption procedure uses additions modulo 256 together with
bit-wise exclusive-or, we have to deal with two types of characters. Nevertheless, one
can notice that the mixture of group operations only occurs within the confusion layer.
To simplify the analysis we can think of the succession of a round key exclusive-or and
a fixed substitution box as a keyed substitution box (see Figure 9.2). Using this point
of view, we represent on round of SAFER on Figure 9.3.

Studying SAFER's Building Blocks

We consider several building blocks that SAFER is made of, and study their
behavior with respect to the linear probability (as given by (9.3)). In what follows,
a,b € {0,1,...,255} and P € Zs6 is a uniformly distributed random variable. Using
the notations used in this section, we can reformulate some of the results of the toolbox
introduced in Section 8.4.2 and represented on Figure 8.3.

Building Block (b): We consider the 2-PHT transformation and denote by a € Z
and b € Z3.; the input and output masks on this transformation. According to the
result obtained in Section 8.4.2, we know that we have

LP*PHT(ab)=1 <& a=2-PHT(b).

This comes from the fact that the 2-PHT transformation is a symmetric linear operator
(in the sense that 2-PHT? = 2-PHT).
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Building Block (c): We consider a key addition in Zgss. For all k € Zgss we have
Xa(P + k) = Xa(P)xa(k) (as xq is a group homomorphism), so that

LPoa(- + k) = [Ep(Xa(P)Xa(P + k))* = [Ep(Xa(P)Xa(P)xa(k))[* = 1.
Note that if key K is random, the previous equation implies that
EK (LP(%G)(- =+ K)) =1.

Building Block (d’): We consider the parallel computation through two fixed sub-
stitution boxes S; and Sy over Zgss and denote by a = (a1,a2) € Z§56 and b =
(b1,b2) € Z§56 the input and output masks on these boxes. We assume that the plain-

text P = (P, P) € Z%% is such that P; and P, are independent. Letting © = e% we
have

2
LPa,b(SIHSZ) — ‘EP(@7((11P1+042P2)@(blSl(P1)+b2SQ(P2)))‘

— ‘EPI (@—a1P1 @blsl(Pl) )EP2 (@—ang ®b252 (PQ)) ’2
= LPq s, (S1) - LPa, b, (S2).

When the boxes are random and independent, this leads to

Es, s, (LPab(51]/S2)) = Es, (LPg; 5, (S1)) - Es, (LPay 5, (S2))-

Assuming that the key bits are mutually independent, the previous building
blocks make it possible to compute the linear probability of one full round of SAFER.
Indeed if an input/output pair of masks a, b are given, and letting b’ = M’ x b (where
M is the matrix given in (9.1)), then the linear probability on one full round, simply
denoted R, is given by

8
ELP, b(R) = [[ ELP,, 4 (S:)
i=1

where S; corresponds to a keyed E box for ¢ = 1,4,5,8 and to a keyed L box for
1=2,3,6,7.

Considering Several Rounds of SAFER: the Reduced Hull Effect

When several rounds are considered, Nyberg’s linear hull effect [125] applies
just as for classical linear cryptanalysis of Markov ciphers (see Theorem 8.2). Consid-
ering a succession of r > 1 rounds with independent round keys, and denoting ag and
a, the input and the output masks respectively, this means that

;
ELPaya.(Rro---oR)) = > J]ELPa_, 4 (Ry).

aj,..,ar—11=1
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We stress that this equation is a real equality (namely, not a heuristic approximation)
under the hypothesis that the round keys are independent.

When cryptanalysing a block cipher, it is often considered that one specific
characteristic (i.e., a succession of r + 1 masks ag,ai,...,a,) is overwhelming (i.e.,
approximates the hull) so that

'
ELPaj.a, (Ry 0+ oRy) & [ [ ELPa,_, a,(Ri).
i=1
This approach was taken by Matsui when cryptanalysing DES. In that particular case,
the correctness of this approximation could be experimentally verified [111]. We will
not consider the full linear hull effect nor restrict ourselves to one specific characteristic.
Instead, we consider the characteristics among the hull following a specific pattern.

Definition 9.1 Let a € Z§56 be an arbitrary mask. The pattern corresponding to the
mask a is the binary vector of length eight, with zeroes at the zero position of a and * at
the non-zero positions of a. The weight w(p) of a pattern p is the number of = in this
pattern. We denote the fact that a mask a corresponds to pattern p by a € p. We denote
by and the byte-wise masking operation, i.e., given an element m € Z§56 and a pattern p,
m/ = mandp is such that m}; = 0 if p; = 0 and m} = m; otherwise, fori=1,...,8. We
denote by inty(m) the integer representation of the concatenation of the bytes of m and p
corresponding to the non-zero positions of p, and by Z(p) = {inty(m) : m € Z54}.
Finally, for an arbitrary integer i € Z(p), we denote int;l(i) the element m € p such
that int,(m) = 1.

For example, the pattern corresponding to the mask
a= [0,128,0,0,0,255,7,1]
is p = [0%000***] (which is of weight 4). If
m = [3,128,128,255,0,255,7,1],

then mand p = a, and

intp(m) = 1000000011111111 00000111 000000015 = 2164197121.
Note that for an arbitrary element m € Z$-; and any pattern p,
-1

int " (intp(m)) = mandp.

P
The fact that we only consider, among the hull, the characteristics following a
given sequence of patterns pg, p1, ..., pr can be written as
T
ELPaya (Rro---oR)~ > []ELPa_,a(R). (9.4)
ajepr =1
aT*l'éprfl

where ag € pg and a, € p,. We call this approximation the reduced hull effect. Note
that in any case, (9.4) actually underestimates the true linear hull.
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Building Reduced Hulls on Two Rounds

In order to build such reduced hulls on SAFER, we start by enumerating the
possible sequences of patterns on the linear diffusion layer (see tables E.1 through E.5
in Appendix E). In the tables, we denote the existence of an input mask a; of pattern
p1 corresponding to an output mask ap of pattern py (i.e., a; = M? x ay, so that
LPa, a,(M) = 1) by p1 — p2. Moreover, we denote the fact that n distinct pairs of
input /output masks following the pattern p; /ps can be found by p; — pa. For example,
the output mask corresponding to the input mask a = [0,0,0,0,0,0,0,128] on the
linear layer is b = [128,0,0,0,0,0,0,0], and there is no other possible mask with the
same input/output patterns. This fact is denoted by

[0000000%] - [*0000000].

If we consider the input pattern [0000000*] and the output pattern [***0x000] for
example, two distinct pairs of masks on the linear layer following these patterns can
be found (namely, [0,0,0,0,0,0,0,64] corresponds to [192,128,128,0,128,0,0,0]
and [0,0,0,0,0,0,0,192] to [64,128,128,0, 128,0,0,0]). This is denoted by

[0000000%] 2 [**%0%000].

In the tables, these patterns are ordered by input/output weights, where w; — ws
(1 < wy,ws < 8) denotes the list of all possible input/output patterns pp, p2 on the
linear layer such that p; is of weight wy and pg is of weight wy. To reduce the size of
the list, we restrict it to patterns of weight sum less than 7.

Next, we need to build characteristics on several rounds based on the lists of
possible succession of patterns on the linear layer. We proceed step-by-step, starting
with characteristics on two rounds. Two characteristics on full rounds can only be
concatenated if, and only if, the output mask of the first one is equal to the input mask
of the second one. This translates for patterns as follows: two successions of patterns
on the linear layer can only be concatenated if the output pattern of the first succession
is equal to the input pattern of the second succession.

Example 9.1 We can concatenate
[000%000%] — [0%000000] and [0%000000] — [**00%*00].

We denote this by [000*000%] L [0%000000] L+ [*x00%x00]. This means that succes-
sion of patterns of weights 2 — 1 — 4 on two rounds exist. In this particular example,
there is only one characteristic corresponding to this succession of masks, which is
represented on Figure 9.4(a). O

Example 9.2 Similarly, one can obtain the succession

[++4%0000] 222, [%%000000] 224 [*%00**00]
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Figure 9.4: Examples of characteristics on two successive linear layers

which is a succession of pattern of weights 4 — 2 — 4 on two rounds. In this case,
252 x 254 = 64008 distinct characteristics correspond to this succession (one of which
is represented on Figure 9.4(b)). O

Finally, it should be noted that the characteristic of Example 9.1 actually leads
to an ELP equal to 0. This is due to the fact that both input and output masks on
the substitution box are equal to 128, which is equivalent to compute the traditional
linear probability by only considering the least significant bit. In the second example,
computing the reduced hull leads to a non-zero linear probability. On Table E.6 in
Appendix E we list all possible sequences of three weights less than 6. A v indicates
that a non-zero reduced hull with the corresponding weight patterns exists, a 0 indicates
that a reduced hull exists but always lead to a ELP equal to 0 (like in Example 9.1),
a () means that no characteristic corresponds to the succession of weights. If nothing is
specified, it means that we do not need the corresponding patterns for our attacks.

9.3 Attacks on Reduced-Round Versions of SAFER

From Distinguishing Attacks to Key Recovery

In this section, a reduced hull on r diffusion layers of SAFER corresponds to
a succession patterns on r successive linear layers separated by confusion layers. The
weight of a reduced hull is the number of active substitution boxes (i.e., the number
of boxes with non-zero input/output masks) for any characteristic of the hull. For
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Input: A reduced hull on r rounds with input mask ag € pp and output mask a, € p,.
Output: A set of counters Ihy; «y ky,,, With k1,62 =0,..., 28w(P0) _1 and kgpp1 = 0,..., 28w 0P 1,
Memory: A set of counters N; ; initialized to 0, with¢ =0,.. ., 28w(Po) 1 and j =0,...,28wr) 1,
0: foreach of the d plaintext/ciphertext pair (m,c) do
1: 4« intp,(m) and j < int,, (¢)
2 Nij«— Nij;+1
3: done

4: foreach (K1, k2, Kar+1) € Z(po) X Z(po) X Z(pr) do

5: k1 — int;(ll(m), ko — int;o1 (k2), and kory1 «— intpj‘l(mrﬂ)
6: /* compute the likelihood lh corresponding to the round keys guess */
7:  counterp < 0 for all h in the subgroup of C* induced by Ya, and Xa,
8: foreach (i,7) € {0,1,...,25%®0) _ 1} x {0,1,...,25®) _ 1} such that N;; > 0 do
9: m « int, ! (i) and ¢ < int, ' (j)
10: Add/xor k1 to m, apply the substitution box layer, add/xor ko, call the result m’.
11: Subtract kar1+1 to ¢, call the result ¢’
12: h < Xag (m)Xa,.(c') and counter;, « countery, + N; ;
13: done
14:  lhw; sg,ke,.4y < maxp(counters)
15: done

Table 9.2: Key Recovery Attack against a r reduced-round version of SAFER.

example, the succession

[++4%0000] 222, [%%000000] 224 [*%00%*00]

(of Example 9.2) is a reduced hull of weight 2 on two diffusion layers. A reduced hull
easily leads to a distinguishing attack on a reduced-round version of SAFER that would
start and end by a diffusion layer.

Table 9.2 describes a key recovery attack on a SAFER reduced to r rounds by
means of a reduced hull on r diffusion layers. Each of the counters obtained with this
algorithm measures the likelihood of the corresponding round key bits (for round keys
1, 2, and 2r + 1) of being the correct ones. The way these counters are computed relies
on the decision rule of Heuristic 8.2. Based on this heuristic, we expect the correct
guess to be near the top of a list sorted according to these counters when the number
of plaintexts/ciphertext pairs is close to

81n 2
(d —1)ELP (ag, a,)’

q:

where d is the least common multiple of the respective orders of the input and of the
output characters on the r rounds.
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In the worst case, line 4 loops 28 (2w(Po)+w(Pr)) times. In practice, the complex-
ity is much lower (by considering key dependence due to the key schedule) and depends
on the number of bits n; that we need to guess in our attacks. When considering
SAFER K-64 for example, a guess for the meaningful bytes of k1 uniquely determines
the bytes of ko (for the reasons given in Section 9.1.2). Similarly, the meaningful bytes
of kor11 that are at the same positions than those of ki are also uniquely determined.
When considering SAFER SK-64, similar techniques may apply, depending on the spe-
cific shapes of the input/output masks and the number of rounds. In all cases, if the
meaningful bytes of ko and ke,11 are actually added modulo 256, then they don’t need
to be guessed (as for Building Block (a), they don’t alter the linear probability). If
we only consider SAFER SK, this observation also applies to k2. Finally, line 8 loops
2" times where n, = min(8 - (w(po) + w(pr)),logy q) (as 3, ; Nij = q). Consequently,
given any input/output masks ag € pgp and a, € p,, the time complexity of the attack
is given by

8In2

T = + 2kt 9.5
(d — 1)ELP (ay, a,) (6:3)

An attack on 2 Rounds

The best attacks we could find on two rounds are based on reduced hull of
weight 2 and are listed in Table 9.3. The best attack on SAFER K exploits the reduced
hull represented on Figure 9.5. To perform the attack, one needs to guess 8 bits of K7,
no bits of K (as those that could be meaningful are added modulo 256 and thus do not
influence the linear probability), and 8 bits of K5 (as those in position 4 are uniquely
determined by the guess made on Kp). We thus obtain ny = 16. The algorithm then

loops through the
8In2

MaXag ap ((d — 1)ELPM"? (a9, as))

q:

pairs, where H® here denotes the reduced hull and where ag (resp. ag) denote the
input (resp. output) mask on H®). The final complexity is computed according to (9.5)
and is approximately equal to 22362, Table 9.3 gives other complexities for various
characteristics.

For SAFER SK, the previous reduced hull leads to a higher complexity than

8In2
Reduced hull min @ 2mp 2"k Complexity
20:22 (4 — 1)ELPH\" (ag, as)
[000%0000] — [¥%000000] =225 [x00%%00] 2735 2735 | 924 /924 | 931.35 /531.35
[000%0000] > [¥%000000] =222, [00%x00%*] 2762 27:62 | 916 /924 | 23.62 /531.62
[00000%00] > [¥000%000] 222, [x0%0%0%0] 26-61 20.61 | 924 /932 | 930.61 /338.61
[00000%00] =+ [%000%000] 222, [0%0%0%0%] 26-87 26-87 | 924 /932 | 930.87 /938.87
[000000%0] - [%0%00000] 2224, [x##%0000] 27:35 27:35 | 924 /924 | 931.35 /931.35
[000000%0] > [*0%00000] 225 [0000##x+] 27-62 27-62 | 924 /932 | 931.62 /539.62

Table 9.3: Reduced hull on two diffusion layers and attack complexities against two
rounds of SAFER K/SK.
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Figure 9.5: The reduced hull on 2 diffusion layers used to attack 2 rounds of SAFER K
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for SAFER K as 8 more bits of K5 must be guessed. It appears that the best attack on
two rounds of SAFER SK makes use of the first characteristics given in Table 9.3 and
has a complexity approximately equal to 23135

Attacks on 3, 4, and 5 Rounds

To attack three rounds of SAFER K/SK, we make use of reduced hulls on two
diffusion layers of weight 6. We list all such possibles reduced hulls in Table E.7 in
Appendix E, restricting to input/output patterns of weight 1 to limit the number of
key bits guess. Using similar techniques than for the two rounds case, we manage to
mount an attack against both versions of SAFER reduced to three rounds within a
complexity close to 23875,

To attack four rounds, we use the reduced hulls on four diffusion layers listed
on Table E.8 in Appendix E. The first reduced hull in the table shows that both
versions of SAFER can be attacked within a complexity close to 2%°. Some of our
attacks actually exactly correspond to the original version of linear cryptanalysis. It is
the case here as the non-zero byte of both input/output masks maximizing the expected
linear probability is equal to 128. This means that both input/output masks only focus
on one single bit. It is not clear to us whether this correlation can easily be found by
other means than ours.

Finally, the first reduced hull of Table E.9 in Appendix E shows that 5 rounds
of SAFER K can be broken within a complexity of 2°6. Finally, we note that among the
output masks that maximize the expected linear probability, several end by an even
byte. For example the best reduced hull is obtained when the last output masks ends
by a 2. The same remarks applies to the fourth byte of the output mask. Consequently,
strictly less than 16 key bits need to be guessed in the last round key, so that the same
reduced hull can also be used break 5 rounds of SAFER SK.

9.4 Implementation of the Attack on 2 Rounds

We implemented the best attack on two rounds of SAFER K. As show on
Table 9.3, the best choice of the reduced hull is in this case:

[000%0000] & [**000000] 222 [00#*00%*].
More precisely, the input/output masks we choose are
ap=[000128 00 0 0] and a,=1[0 0 183 73 0 0 73 183].

We tweaked the attacked of Table 9.2 to our particular two round attack. For example,
since the total number of samples that we expect to require is less than 28%(Po) x
28w(p2) — 240 we did not implemented the N; ; counters but simply used tables to
store the plaintext/ciphertext pairs. The pseudo-code of our key ranking experiments
is given in Table 9.4. The parameter KEYS corresponds to the number of keys used
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1: for k=1,2,...,KEYS

2 k+{0,1}* and (ki,ko,...,ks) < SAFER_K_KEY_SCHEDULE(k)

3 for t =1,2,...,PAIRS

4 mt] < {0,1}°* and ¢[t] « SAFER_.K_.TWO_ROUNDS_ENCRYPTy, k,....ks (m[t])

5: done

6 Iheorrect ey <— compute_lh(c, m, ki1,...,ks) and rank[k] < 1

7 foreach (ki, k5, ..., k%) # (ki,ka,...,ks) do

8 hincorrect xey <— compute_lh(c,m, ki, ..., k5)

9 if lhincorrect.xey > lNcorrect xey then rank[k] «<— rank + 1 end if
10: if lhincorrect key = lNcorrect xey then rank[k] < rank 4+ 0.5 end if
11: done
12: done

13:  output = >, rank[k]

14: procedure compute_lh(c,m,k1,...,ks)

15: counter[0,1,2,...,255] < 0

16:  for t=1,2,...,PAIRS

17: my — E[ms[t] ® ki3] + ka3

18: ch «— calt] — ks,2, 3« c3[t] Dkss, 6 colt] —kse, 7 cr[t] D ks,z

19: £+ —128 -m5 + 183 -c5 + 73 - cy + 73 -cs + 183 - ¢4 and counter[l] « counter[(] + 1
20: done

21: return max. counter|e]

Table 9.4: Key ranking experiments based on the best two rounds attack on SAFER K.

to compute the mean position of the correct round key guess among all the possible
key candidates. The parameter PAIRS is the number of samples used to rank each key.
In this algorithm, the SAFER_K_KEY_SCHEDULE at line 2 actually corresponds to a
reduced version of the original key schedule of SAFER K where we only output the first
five round keys. The SAFER_.K_.TWO_ROUNDS_ENCRYPT (line 4) encrypts a 64-bit
message by applying two full rounds followed by the mixed addition with the fifth key.
In line 6 we compute the likelihood of the correct round key. This likelihood is based
on the decision rule of Heuristic 8.2. Here we count the number of occurrences of each
¢€{0,1,2,...,255} instead of counting the number of occurrences of each 6%6, which
is completely equivalent. Between lines 7 and 12, we run through all the possible wrong
round keys and increment the position of the correct round key guess each time the
likelihood of a wrong round key is higher (or equal) to that of the correct round key.
On line 13, the algorithm outputs the average value of the ranks.

The results of our experiments are shown on figures 9.6 and 9.7. Figure 9.6 il-
lustrates how the correct round key rank depends on the number of plaintext/ciphertext

- 133 —



Chapter 9

A Generalized Linear Cryptanalysis of SAFER K/SK

20

40

60

80

100

120

Figure 9.6: Rank of the correct key when the third, seventh, and eighth bytes of k5 are
correct for all the wrong keys
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Figure 9.7: Rank of the correct key when the third, seventh, and eighth bytes of k5 are

incorrect for all

the wrong keys
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T Reduced hull Attack Complexity
1 254
2 [000%0000] —> [*%000000] ———» [#*00**00] 231:5 /531.35
1 254
2 [000%0000] —> [*%000000] ——— [00%*00%*] 223.62 /931.62
1 255 1
3 [0%000000] —» [*%00%*00] ——» [000%000%] — [0*000000] 238.75 /938.75
1 254 255 1 p
4 [000%0000] —> [*%000000] ——— [*00%%00] ——— [000%000%] —> [0%000000] 249.22 /949.22
1 254 255 1 20.18 556
4 [0%0%0000] — [0000%¥00] —>=» [**00%%00] —>2» [000%000%] —> [0%*000000] 2 /2
1 254 254 1 254 56 1556
5 [000%0000] — [*¥*000000] —— [**00**00] —— [0%¥000%00] — [0%000%00] —— [0*0*0%0%*] 2°° /2

Table 9.5: Selected reduced hulls on r diffusion layers and attack complexities against
r rounds of SAFER K/SK.

pairs. Here we do not rank the correct guess among all possible guesses, but only con-
sider (on line 7 of the algorithm given in Table 9.4) the wrong round keys such that

/ / /
k’572 = k5,2, k5,6 = ]{5,6, a.nd k’577 = k5,7.

Note that a guess for k’173 uniquely determines k’273 and kg73. Consequently, the correct
round key is ranked among 256 possible keys. From Figure 9.6 we can see that the
correct round key can be distinguished from wrong keys with non-negligible probability
when the number of samples ¢ is roughly greater than 2'°. For ¢ > 26 the correct guess
is systematically ranked in the top ten keys. Figure 9.7 shows similar results except
that the wrong keys are such that

k‘é’Q 7& ki572, k‘é’ﬁ 7& ]{:576, and k‘éj 7& ki577.

In this case also, the correct key can be distinguished from the wrong ones with non-
negligible probability when ¢ > 2!° and is almost always guessed correctly when more
than 216 samples are available.

These results show that Heuristic 8.2 might underestimate a little bit the
number of samples needed to rank the right key among the most likely candidates.
Future work could consider small versions of SAFER (like for example the one suggested
in [119]) in order to perform attacks on more rounds.

95 Conclusion

We have presented a generalized linear cryptanalysis of SAFER K/SK, the
complexity of which are summarized in Table 9.5. Our attacks do not break the full
versions of these ciphers but manage to attack up to 5 rounds. This improves on
previous results from Nakahara et al. We showed that in certain cases (for example,
in the attack against four rounds), our attack actually correspond to a classical linear
cryptanalysis. This seems to contradicts the belief that SAFER is particularly strong
against linear cryptanalysis.

It is not clear to us whether our techniques can be used to attack the 128-bit
block versions of the SAFER family. Because of the block length, the search of useful
reduced hull is much more complex than for SAFER K/SK. Moreover, in the case of
SAFER + +, the good diffusion properties may lead to high complexities within a small
number of rounds.
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Chapter 10

Provable Security and the Decorrelation Theory

Most modern block ciphers are designed to resist a wide range of cryptanalytic
techniques. Among them, one may cite linear cryptanalysis [110,111,147], differential
cryptanalysis [21,22], as well as several variants such as impossible differentials [18],
the boomerang attack [162] or the rectangle attack [19]. Proving resistance to all these
attacks is often tedious and does not give any guarantee that a subtle new variant would
not break the construction. Rather than considering all known attacks individually, it
would obviously be preferable to give a unique proof, valid for a family of attacks.

In [155], Vaudenay shows that the Decorrelation Theory provides tools to prove
security results in the Luby-Rackoff model [102], i.e., against adversaries only limited
by the number of plaintext/ciphertext pairs they can access. When these pairs are
randomly chosen and mutually independent, these adversaries exactly correspond to
the g-limited distinguisher studied in the previous sections and are referred to as ¢-
limited non-adaptive adversaries. When the adversary is allowed to choose each query
depending on the results of the previous ones, it is referred to as a g¢-limited adaptive
adversary. In Section 10.1 we detail the Luby-Rackoff model and in Section 10.2 we
recall the notion of g-wise distribution matriz of a block cipher and how it relates to
the advantage of the best (non-)adaptive g-limited adversary.

In practice, one is more interested by the security against “practical” attacks
(such as linear and differential cryptanalysis) rather than provable security against
abstract adversaries. Vaudenay shows in [154] that it is actually possible to relate the
security against g-limited adversaries to both linear and differential cryptanalysis, but
also to a wider class of attacks known as iterated attacks. This class of attacks was
initially inspired by linear and differential cryptanalysis and actually formalizes most of
the possible statistical attacks against block ciphers. In particular, linear cryptanalysis
is an iterated attack of order 1, differential cryptanalysis is of order 2, and higher order
differential cryptanalysis [88,95] of order i is an iterated attack of order 2¢. We recall
some of these results in Section 10.3.

As an example, we recall in Section 10.4 how the famous result from Luby and
Rackoff about the security of the Feistel scheme [50,102] translates in the Decorrelation
Theory. This security result will play an important role in the security proof of KFC [5],
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one of the two provable secure constructions that we will introduce in chapters 11 and
12.

Computing the exact adversaries’ advantage against a practical block cipher
can prove to be a hard task in general, even by means of the Decorrelation Theory. As
a possible solution, Vaudenay suggests to use so-called decorrelation modules. These
can be though as building blocks, with perfect decorrelation up to a given (small) order,
that can be assembled to construct a block cipher which security easily follows from
that of the modules. In [152,155], Vaudenay proposes practical constructions based
on these modules. In particular, COCONUTO98 is one of the first efficient block cipher
provably secure against 2-limited adversaries. Yet, since decorrelation results do not
prove anything more than what they claim, security against 2-limited adversaries does
not give any kind of guaranty against ¢-limited adversaries for ¢ > 2. This is illustrated
by Wagner’s boomerang attack [162] that breaks COCONUT98 within a complexity
close to 238, which is less than the 24 level of security that one would expect. Although
it was made clear by Wagner that this attack “is not to suggest that the decorrelation
approach is fundamentally flawed |[...], but rather that the theoretical results must be
interpreted with caution” [162, p.159], it lead to a certain confusion in the academic
world. For example, according to Knudsen and Rijmen, “although the decorrelation
theory may be a valuable contribution to cryptographic research, it does not gquarantee
resistance against state-of-the-art differential attacks” [92, p.94].

Since a model is essentially a simplified abstraction of reality, the argument
about the significance of the results obtained within the one introduced by Luby and
Rackoff is perfectly admissible. Yet we stress the fact that this debate would have
nothing to do with the Decorrelation Theory which, in its basic form, is essentially a
mean to compute or bound the advantage of a ¢-limited distinguisher in this model.
One could possibly discuss the practicality of the tools introduced by this theory, but
that would probably essentially be a matter of taste. Of course, we do not contest
the validity of the attacks against ciphers which security is based on decorrelation
results. Our argument is that it would be preferable to take advantage of the best
of both worlds, namely, of the provable security aspects of the block ciphers based on
decorrelation techniques and of the practical security aspects of ad-hoc constructions.

To do so, we suggest to avoid algebraic decorrelation modules, which surely
provide perfect level of decorrelation up to a given order, but which security collapse
after that. Instead, we propose to use typical building blocks which widespread ciphers
are usually made of, and try to see what kind of results can be proved afterwards.
Although this approach seems to correspond to the classical one, we will see that by
bringing more randomness within these building blocks, one can point out symmetries
within the distribution matrices that make it possible to actually prove several security
results about the whole construction. We introduce these building blocks in Section 10.5.
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F:Fo or F:Fl

\ p17p27"'7pq

Oorl

Figure 10.1: A g-limited non-adaptive distinguisher between Hy : F = Fpand Hy : F = F;

10.1 The Luby-Rackoff Model

In their seminal work, Luby and Rackoff showed how to construct a secure
block cipher from a secure pseudo-random bit generator [102]. Their definition of se-
curity for a block cipher is the one we consider. Essentially, they assume that a block
cipher is secure when no algorithm can distinguish between a black box implementing
a random instance of the block cipher and a black box containing a random instance of
the perfect cipher! by submitting (a limited number of) input strings and by looking
at the outputs. In what follows, we give a more formal definition of this security notion
and generalize it to random functions. We consider a game in which an adversary is
given a black box access to either of these two functions, its objective being to guess
whether it has access to Fg or to F1. This can be modelized as an hypothesis testing
problem, where the two hypotheses are Hy : F = Fg and H; : F = Fy, in which the
adversary is allowed to learn the value of the random function F in ¢ points. The al-
gorithm is assumed to be computationally unbounded (and therefore, we can assume it
is deterministic) and only limited by the number of queries to the black box. When
the g queries are made at once, the adversary is non-adaptive (see Figure 10.1). When
the distinguisher is allowed to adaptively choose a query depending on the outcomes
of the previous ones, it is adaptive (see Figure 10.2). Denoting p; the ith query of the
adversary and letting Z; = (p;, F(p;)) for i = 1,2,...,¢q, the advantage of an adversary
A between Hg and Hiq is

Adva(Ho, Hi) = [Pry,[A(Z9) = 1] — Pry, [A(Z9) = 1]|,

as in Definition 6.2, the probabilities holding over the random function F. In what
follows we either write Adva(Ho,H1) or Adva(Fo, F1).

To evaluate the randomness of a pseudo-random function F, we assume in the
previous game that Fg is actually a uniformly distributed random function drawn among
the |V ||X| possible functions on the given sets and that Fy is equal to F. In that setting,
if the advantage of any adaptive distinguisher between both hypotheses is negligible,
the function F is said to be pseudorandom.

IThat is, a permutation drawn uniformly at random among all possible permutations on the given
set.
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F=Fo

OQor1l

Figure 10.2: A ¢-limited adaptive distinguisher between Hy : F = Fg and Hy : F = F4

The security notions introduced for random functions are easy to adapt to
random permutations (or block ciphers). Let 7 be a finite set and let Co,Cy : 7 — 7
be two random permutations on that set. We consider a game in which an adversary
is given a black box access to either of these two permutations, its objective being to
guess whether it has access to Cy or to C;. The corresponding two hypotheses are
Ho : C = Cy and H; : C = Cq, the adversary being allowed to learn the values of the
random permutation C in ¢ points. In this case also, the adversary is assumed to be
computationally unbounded. The notions of adaptive and non-adaptive distinguishers
naturally apply to this setting and the definition of the advantage is unchanged.

We can apply the previous security notion to evaluate the security of a block
cipher. Let

C={C:T—T:kek}

be a block cipher on the text space 7 and the finite key space K. Let C* be the
perfect cipher on 7, that is, a permutation drawn uniformly at random among all |7|!
permutations on 7. We say that C is secure against non-adaptive attacks when all
non-adaptive distinguishers between C and C* have a negligible advantage. The block
cipher is secure against adaptive attacks when this is also the case of the advantage of
any adaptive adversary.

10.2 Computing the Advantage by means of Distribution Ma-
trices

The distribution matrix of a random function or a random permutation is a
fundamental notion of the Decorrelation Theory.

Definition 10.1 Let ¢ be a positive integer. Let X and ) be two finite sets and let
F:X — Y be a random function. The q-wise distribution matriz of F is the |X|? x |Y|?
matriz [F]? defined by

F
[F]‘(]xl7.“7%)’@1““7%) = Pre[F(z1) = y1,...,F(zg) = yg] = Pre[(@1, ... 2¢) — (Y1,-- -, Yg)]

— 142 —



Section 10.2 Computing the Advantage by means of Distribution Matrices

where x1,...,24 € X and y1,...,y4 € V.

As an example, the 2-wise distribution matrix of the uniformly distributed
random function F* : {0,1} — {0, 1} is the 22 x 22 matrix

12 0 0 1/2
1/4 1/4 1/4 1/4
1/4 1/4 1/4 1/4
12 0 0 1/2

[F*]2 —

The 2-wise distribution matrix of the perfect cipher C* : {0,1} — {0,1} is the 22 x 22
matrix

/2 0 0 1/2

0 1/2 1/2 0

0 1/2 1/2 0

/2 0 0 1/2

[C*]2 —

Intuitively, the role of the distribution matrix of an arbitrary function F (resp.
permutation C) is to evaluate to what extend the function (resp. permutation) behaves
like its ideal counterpart F* (resp. C*). In other words, if [F]? looks just like [F*]9,
then ¢ queries won’t be enough to distinguish F from a uniformly distributed random
function (this is more formally stated later). Clearly, the information contained in the
g-wise distribution matrix of a function F is also included in its (¢ + 1)-wise distribution
matrix, since

q — q+1 _ g+1
[F](117"'»mq)7(y1""7yq) - Z [F](ml""7$q+1)9(y17"'7yq+1) - Z [F](Il""vxq+1)7(yl7--~7yq+1).

Tgr1E€EX Yg+1€Y

Therefore, it is clear that there might be huge gap between the best (¢ + 1)-limited
distinguisher between F and F* and the best g-limited distinguisher.

Example 10.1 Let F: {0,1} — {0, 1} be a random function which is either fo : {0,1} —
{0,1} or f1 : {0,1} — {0,1} with equal probability, where f;(x) = b for all z. The

2-wise distribution matrix of a random function F is

1/2 0 0 1/2

2= 1/2 0 0 1/2
“11/2 0 0 1/2
1/2 0 0 1/2

It is easy to distinguish it from F* (with a high advantage) by simply asking two distinct
queries and checking whether both answers are distinct. If they are, the black box
cannot be implementing F. The advantage of the distinguisher following this strategy
is % Clearly, the 1-wise distribution matrix of F is

[k )
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which allows to clearly see that F cannot be distinguished from F* with one query only,
i.e., the advantage of any distinguisher limited to one query is zero. ]

This suggests that the distance between the respective distribution matrices of
two random functions (or permutations) might be a good measure of how distinct these
two functions (or permutations) are. This is formally stated in the following theorem
(which corresponds to theorems 10 and 11 in [155]). Note that although the theorem
is stated for random functions here, it also applies to random permutations.

Definition 10.2 Let g be a positive integer. Let X and Y be two finite sets and let A be
a | X7 x | Y|? matriz indexed by g-tuples (z,y) = ((z1,...,2q), (Y1,...,Yq)) € X7 x V9.
We define

1Al e = max 3 ||
Yy

and

JAlla = max - -max} [ Ary|.
Y1 Yq

Theorem 10.1 Let q be a positive integer. Let X and Y be two finite sets and Fo,Fy :
X — Y be two random functions. The advantage of the best q-limited non-adaptive
distinguisher Ay, between Hy : F = Fy and Hy : F = Fy is such that

1
Adva,, (Ho, H1) = SII[F1]? = [Fol*|llo.

The advantage of the best q-limited adaptive distinguisher A, between Hg : F = Fy and
Hi: F =Fy is such that

1
Adva, (Ho, H1) = SlI[F]? — [Fo]*lla-

Example 10.2 If we re-consider the random function of Example 10.1, we can see that

0 0 0 0
1/4 —1/4 —1/4 1/4
1/4 —1/4 —1/4 1/4|°
0 0 0 0

F2— [P =

and thus ] 1 1
- 2 [g*12 I 2 p*12 i
SIF? = (FPloe = SIFR = [F Pl = 5.

O]

Example 10.3 As an application of Theorem 10.1, one can compute the RF/RP-
advantage [140], which is the advantage of the best distinguisher between F* : 7 — T
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and C* : 7 — 7. Applying decorrelation techniques to prove this lemma was originally
suggested by Junod [74]. We let N = |7|. Obviously, we can assume that the ¢ queries
x1,2,...,2Tq made by the best distinguisher are distinct, since asking the same query
twice cannot increase its advantage. In that case

1
q _ q 1=
F Y aresasonses) = PN P () = 0] HPrF* (@) =ul = 75
and
0 if y; = y; for some ¢ # j
* _ q ) — 9] = J ’
€ }(m, o)) — DTCH i O (@) = 4] = {(NN_,q)' otherwise.

From the two previous equations, one can see that the difference [F*]? -
q (3317---733q)=(yl7---:yq)
(€]

T WO does not depend on the particular choice of the ¢ inputs (as long as
they are distinct). This immediately allows to conclude that the best strategy is simply
to choose ¢ distinct queries, which can be done at once, so that the best adaptive
adversary does not present any advantage compared to the best non-adaptive one.
Simply denoting A the best distinguisher, letting z1,...,2, € T be ¢ distinct elements,
and denoting

D=N(N-1)---(N—-q+1)

the number of strings of ¢ distinct elements of 7, we have

* * _ %19 *14q
Adva(F,C) = 37 ‘[F Jorza) i) ™ €2 10 0)
Y1,--9Yq
B 1 (N —q)! g 1
=D qu‘”N ~ DIy
1w
N N4 (N —q)!

We derived the exact advantage of the best distinguisher between F* and C*. Letting
q = 0v/N, the previous equation leads to (see [157, p.71] for example)

1—e /2,
NOVN(N — 0y/N)!

Adva(F*,C*) =1—

This shows that one can distinguish F* from C* with a high advantage when the number
of queries ¢ is of the order of magnitude of v/N. O

In the scope of provable security of block cipher, one is essentially interested
in computing the advantage of the best (non-)adaptive distinguisher between the block
cipher C considered and the perfect cipher C*. Theorem 10.1 provides a neat way to do
so, provided that the g-wise distribution matrix of C can be computed. In the rest of
this section, we recall several essential properties about distribution matrices and about
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their norms, which we will extensively use in the following sections to prove security
results on real block cipher constructions. These results are either trivial or proved
in [155].

Lemma 10.1 Let q be a positive integer and let X, Y, and Z be three finite sets. Let
Fo: X =Y and Fy : Y — Z be two independent random functions. Then

[Fl o Fo]q = [Fo]q X [Fl]q.

Lemma 10.1 will be particularly helpful for computing the distribution ma-
trix of a product cipher, based on the distribution matrices of each individual rounds
(assuming that the round keys are mutually independent).

Lemma 10.2 Let q be a positive integer and let T be a finite set. Let C: T — T be a
random permutation. We have

[CoCf?=[C"o(C]? = [CL

Note that the previous lemma is not true when considering random functions.
Indeed, consider for example the function f: {0,1} — {0,1} such that f(z) = 0 for all
x, then (f o F¥)(x) = 0 for all z whereas (F* o f)(x) is a random value.

Based on Lemma 10.2 and on the fact that both ||| - |||cc and || - ||a are matrix
norms (i.e., such that ||A x BJ| < ||A]| x || B]|), it is easy to prove the following theorem
(see Theorem 4 in [155]).

Theorem 10.2 Let g be a positive integer, let T be a finite set and Cy,...,C, be r
mutually independent random permutations on T. Let C = C.o0---0Cy and C* be the
perfect cipher over T. Letting || - || be either ||| - |||oco o7 || ||a, we have

11C1 = [ < T TG = [C4])-
i=1

Theorem 10.2 is essential when studying product ciphers. For example, given a
cipher which iterates the same round r times (with mutually independent round keys),
it is usually sufficient to derive the distribution matrix of one round, compute the norm
of the difference between this matrix and that of the perfect cipher, and raise the result
to the power r to get (using Theorem 10.1) a practical upper bound on the advantage
of the best (non-)adaptive distinguisher on the whole construction.
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1: ¢« 0

2: for t=1,2,...,q do

3 P —{0,1}" and C « c(P)

4: if aeP=0b¢(C then c+ c+ 1 endif
5: done

6

if |c— g| > T then output 1 else output O

Algorithm 10.1: A ¢-limited linear distinguisher with oracle access to a permu-
tation c on {0, 1}", based on the input/output masks a,b € {0,1}" \ {0} and the
threshold T

10.3 From Linear Cryptanalysis and Differential Cryptanaly-
sis to other lterated Attacks

Linear cryptanalysis is an attack proposed by Matsui [110,111] based on pre-
vious ideas from Tardy-Corfdir and Gilbert [147]. It is a projection based attack (see
Chapter 8) that applies to block ciphers defined on bit strings, in which the adversary
linearly derives one bit of information from each plaintext/ciphertext pair available.
Algorithm 10.1 gives a general description of a g-limited linear distinguisher.

Based on Heuristic 8.2, we know that the data complexity of an effective (clas-
sical) linear distinguisher between the block cipher C and the perfect cipher C* should

be at least close to
8In?2

ELP,(C)

where a,b € {0,1}" \ {0} are the input/output masks used to derive the bit from each
plaintext/ciphertext pair, and where (see also Definition 8.6)

ELP,;(C) = Ec (LP,4(C)) with LP,4(c) = (2Prpla«P =bec(P)] —1)?,

the random variable P € {0,1}" being uniformly distributed. In [155], Vaudenay shows
that there is a link between the expected linear probability of a block cipher C and its
2-wise distribution matrix, namely,

1

ELP,(C) ~ 57—

= |[ELPq5(C) — ELP,(C*)| < IIIC)* = [CP|[Joo.  (10.1)

Through Theorem 10.1, this shows that upper-bounding the advantage of the best 2-
limited non-adaptive adversary against C by a negligible value allows to prove that C
is immune against linear cryptanalysis.

Differential cryptanalysis [21,23,24] is a chosen plaintext attack introduced
by Biham and Shamir. It works by randomly selecting pairs of plaintexts having a
chosen fixed difference, asking the corresponding ciphertexts and checking whether their
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1: for t=1,2,...,q do

2: P —{0,1}"

3: if ¢(P®a)=c(P) @b then output 1 endif
4: done

5: output O

Algorithm 10.2: A ¢-limited differential distinguisher with oracle access to a
permutation c on {0, 1}", based on the input/output differences a,b € {0,1}"\{0}.

difference is equal to particular chosen value. Algorithm 10.2 gives a general description
of a ¢-limited differential distinguisher.

It is a well accepted fact that the data complexity of an effective differential
distinguisher between C and C* should at least be close to

1
EDP,;(C)’

where a,b € {0,1}" \ {0} are the input/output differences and where
EDP,,(C) = Ec (DP,4(C)) with DP,,(c) = Prp[c(P & a) = c(P) & b],

the random variable P € {0, 1}" being uniformly distributed [124]. Similarly than what
we have in (10.1), Vaudenay shows in [155] that

EDPc(a, b)

~ 5| = [EDPc(a,8) ~ EDPc.(a, )] < L [[[C* ~ [C*Plflce  (10.2)
Theorem 10.1 allows to conclude that upper-bounding the advantage of any 2-limited
non-adaptive adversary against C by some negligible value allows to conclude that C is
secure against differential cryptanalysis.

In certain circumstances, bounding the advantage of the best 2-limited non-
adaptive adversary also allows to prove some resistance to iterated attacks [154,155],
which formalize a large class of attacks against block ciphers, including linear and dif-
ferential cryptanalysis. In an iterated attack of order d, the adversary is given a sample
(P,C) = (P, P2,...,Py),(C1,Co,...,Cy)), where C; = C(P;) for i = 1,2,...,d, and
keeps one bit of information denoted F(P,C). After ¢ iterations, the distinguisher de-
cides which hypothesis is most likely, based on the ¢ bits. The ¢ samples are assumed
to be mutually independent and identically distributed. Algorithm 10.3 describes a
iterated distinguisher of order d.

It is easy to see that linear cryptanalysis is an iterated attack of order 1: let
d =1,7 = {0,1}", assume that the distribution of P; is uniform and define the
increment rule as D = {(p,c) € {0,1}" x {0,1}" : asp = besc}. Letting A = {c €
{0,1,...,q} : ’c - %’ > T'} leads to a linear distinguisher based on the input/output
masks a,b € {0,1}" and threshold T
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c—0

for t=1,2,...,q do
P=(P,Ps,...,P;) —T% and C = (C1,Cy,...,Cq) — (c(P1),c(P2),...,c(Ps))
if (P,C) € D then ¢« c+ 1 endif

done

g W N R, e

if ¢ € A then output 1 else output O endif

Algorithm 10.3: A ¢-limited iterated distinguisher of order d with oracle access
to a permutation c on the finite set 7, with an increment rule D € 7% x 7¢ and
an acceptance region A C {0,1,...,q}.

Similarly, differential cryptanalysis is an iterated attack of order 2: let d = 2,
7 = {0,1}" (for simplicity we stick to binary ciphers, although this is not mandatory
here). Let the increment rule be

D = {(p1,p2,c1,¢2) €{0,1}*" :py @ py = aand ¢; @ ¢y = b}

for some a,b € {0,1}"\ {0} and assume that the distribution of P; is uniform and that
P, = Py ®a. Letting finally A = {1,2....,q} (i.e., the distinguisher outputs 1 whenever
the counter has been incremented, that is, whenever c¢(P; @ a) = c(P;) &b for one of the
g random values of P;) we obtain a differential distinguisher based on the input/output
differences a, b.

Unlike linear and differential cryptanalysis, bounding the advantage of the
best d-limited non-adaptive distinguisher is not sufficient in general to provide security
against iterated attacks of order d, Vaudenay provides a counter example in [155].
However he shows that bounding the advantage of the best 2d-limited non-adaptive
adversary can be sufficient.

Theorem 10.3 (Theorem 18 in [155]) Let C: T — T be a block cipher such that
II[C** = [Tl < €

for some d < @ and € > 0, where C* is the perfect cipher on 7. Let q be a positive
integer. The advantage Adv of the best q-limited iterated distinguisher of order d between
C and C* is such that

5d2 3e
Adv <52/(26 — ] ¢2
V_5\/< +2’T‘+2>q + qe,

where § is the probability that any two different iterations send at least one query in
common.

Note that the bound given by the previous theorem is meaningful only if ¢ is
not too large, which can only occur if 7 is large enough. In what follows, we assume
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that whenever € is negligible, then the block cipher is immune against iterated attacks
of order d. For the particular case of iterated attacks of order 1, we easily obtain the
following corollary.

Corollary 10.1 Let C: T — T be a block cipher such that the advantage of the best
2-limited non-adaptive distinguisher between C and C* is upper-bounded by € > 0, where
C* is the perfect cipher on T. Let q be a positive integer. The advantage Adv of the
best q-limited iterated distinguisher of order 1 between C and C* is such that

[( 1
AdV§93 (ﬂ+€) q2+2qe,

Proof. Noting that § = ﬁ in this case easily leads to the announced result. O

The previous lemma shows that if € & ‘%, then no ¢-limited iterated distin-

guisher of order 1 can efficiently distinguish the block cipher from the perfect cipher
when ¢ is negligible compared to /|7 .

10.4 Decorrelation of Feistel Ciphers

A r-rounds Feistel scheme [50] is a construction that turns r random functions
Fi,Fo,....,F.: T =T
(where 7 is some finite set) into a random permutation
U(Fy,Fo,...,F):T? = T2
as shown on Figure 10.3. It is easy to see that this defines a permutation since
U Y(Fy,Fo,...,F) =U(F.,F_1,...,Fy).

A Feistel cipher is a block cipher based on a Feistel scheme, the best known example
being probably the DES [122] which is based on a 16-rounds Feistel scheme. We recall
here a famous result by Luby and Rackoff about 3-rounds Feistel schemes.

Theorem 10.4 (Theorem 1 in [102]) Let n be a positive integer and let Fy,F5,F% :
{0,1}" — {0,1}" be three independent and uniformly distributed random functions.
Let g be a positive integer. The advantage of the best q-limited adaptive distinguisher
between W (F%, F5,F3) and the perfect cipher C* on {0,1}?" is upper-bounded by ¢*-27".

This result generalizes to r-rounds Feistel schemes as follows.

Theorem 10.5 (Theorem 21 in [155]) Let n and q be two positive integers. Let F* be
a uniformly distributed random function on {0,1}". Let F1,Fa,...,F, be r independent
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4 4

Figure 10.3: An r rounds Feistel scheme W(Fy,Fs,...,F;)

random functions on {0,1}" such that
AdVAq(Fi, F*) <e

fori=1,2,...,r and for any g-limited adversary Ay. Let C = W(Fq,Fo,...,F,) be an
r-rounds Feistel cipher on {0,1}2" and let C* denote the perfect cipher on the same set.
For any q-limited adversary A4 and for any integer k > 3 we have

. N
*
AdVAq(C,C ) S 5 <2k€+ 2n> .

If welet F; = F* for alli =1,2,...,r in the previous theorem, we obtain ¢ = 0.
Setting r = k = 3 allows to fall back on the Luby and Rackoff result.

This theorem shows that if we can instantiate independent random functions
secure against all g-limited distinguishers, we can obtain a block cipher provably secure
against any ¢-limited distinguisher.
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Figure 10.4: Layers of ¢ bijective random S-boxes and of ¢ random F-boxes on m-bit
strings

10.5 Decorrelation Modules: Avoiding Algebraic Construc-
tions

In this section we will study the main building blocks that we will use in the
secure constructions that we will introduce in chapters 11 and 12. As we will see, these
building blocks are particularly well suited to prove results against 2-limited adversaries.
Throughout this section, we will be using the following definitions and notations about
arrays of bit strings.

Definition 10.3 Let a = (a1,aq,...,a¢) be an array of m-bit strings. The support of
a is the array of {0,1}¢ with 0’s at the positions where the entry of a is equal to zero
and with 1’s where the entry of a is non-zero. We denote the support of a by SUPP(a).
The support of a is said to be included in the support of b when a; # 0 = b; # 0 for
alli =1,2,..., 0. This is denoted SUPP(a) C supP(b). The Hamming weight of a (or
of supP(a)) is the number of 1’s of supp(a). We denote this weight by w(a). When
w(a) =¥, it means that all the entries of a are non-zero, in which case we say that a is
of full support.

Layer of S-Boxes

We consider a layer made of £ mutually independent and uniformly distributed
permutations on {0,1}™, arranged side by side. This situation is represented on Fig-
ure 10.4(a). These permutations are called substitution bozres and we denote them by
S; through S;. The complete layer is denoted S and is a random permutation defined
on {0,1}™. Let M = 2™. For any of the £ uniformly distributed random substitution
boxes S; and any a;,a;, b;,b; € {0,1}™, we have

ﬁ if a; = a; and b; = ¥,
0 otherwise.
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The last equation can be also written in a more compact form, namely,
Pr[S;(a;) = by, Si(a;) = b;] = 1SUPP(ai@a;):SUPP(bi@b;)Mil(M - 1)7w(ai®a;)- (10.3)

Letting a = (a;);, &’ = (a});, b= (b;);, and b’ = (V}); with¢ = 1,2,..., ¢ and a;,a},b;,b; €
{0,1}™ for all i, we have

112, 0. by = Pr [Nl (i, al) 5 b“b;] HPr (a;) = b;, Sial) = VY], (10.4)

as the ¢ substitution boxes are assumed to be independent. Equations (10.3) and (10.4)
lead to

[S]%a,a’),(b,b’) = 1SUPP(a€Ba’)=SL‘PP(b€Bb’)M_K(M - 1)_w(a®al)- (10.5)

Layer of F-Boxes

We consider a layer made of ¢ mutually independent and uniformly distributed
functions on {0,1}™, arranged side by side. This situation is represented on Fig-
ure 10.4(b). These functions are called F-Boxes and we denote them by F; through
F¢. The complete layer is denoted F and is a random function defined on {0,1}™. Let
M = 2™, For any of the ¢ uniformly distributed random substitution box S; and any
a;,a,, b;, b, € {0,1}"™, we have

ML if a; 7é ag,
Pr[F;(a;) = b;, Fi(a}) = b)) = ﬁ if a; = a; and b; = ¥,
0 otherwise.

In a more compact form, this reads

Pr{Fi(a;) = bi, Fi(a}) = b]] = Loppp () Csvpp(amay M0 @®9%0),

using the notations of Definition 10.3. From the last equation and the fact that the
F-boxes are assumed to be independent, we conclude that

[F]%a,a’),(b,b’) = ]'SUPP(b@b’)QSUPP(a@a’)M_e_w(a@a/)7 (10.6)
where a = (a;);, a' = (a});, b= (b;);, and ' = (b}); with i =1,2,...,¢ and a;, a,,b;, b} €
{0,1}™ for all i.

Transition Matrices: Pair of Texts «» Support of Pair

From (10.5) and (10.6), one can see that the 2-wise distribution matrices of
both S and F-box layers only depend on the supports of the exclusive-or of the inputs
and of the support of the exclusive-or of the outputs. To take advantage of this fact
in futures computations, we will introduces two transition matrices, that we denote PS
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and SP, which respectively map pair of texts to support of pair and the converse, in
a uniform way. When considering arrays of ¢ strings in {0,1}"™ (as in both previous
examples), we let PS be the 22me 5 2¢ matrix defined by

Ps(a7a/),,7 = 1’7:SUPP((I@(Z,) (10.7)

for all a = (a;); (resp. ¢’ = (a});) with i =1,2,...,¢ and a;,a} € {0,1}" for all i, and

(2

all v € {0,1}*. Similarly, we let SP be the 2¢ x 22™ matrix defined by
SP. (@) = Ly=surp(asan M (M —1)7*0), (10.8)
where M = 2™.
Lemma 10.3 The transition matrices SP and PS are such that
SPxPS=1Id and PSxSP=]IS]?
where [S)? is the 2-wise distribution matriz of a layer of S-boxes as in (10.5).

Proof. We note that for all v, € {0,1}* we have

(SP X PS)’y,ﬂ/ = M_K(M - 1)_w(7) Z l’y:SUPP(a@a’)l’y’:SUPP(a@a’)

a,a’

= 17=7’M_£(M - 1)_w(7) Z 1’y:SUPP(aG}a’)
a,a’
= 1’y=’y’(M - 1)7w(7) Z 1’y=SUPP(a)
a
= ly=y,
which proves the first equality. For all a,a’,b,¥ € {0,1}™ we have

(PS X SP)(a,a’),(b,b’) = M_g Z 17:SUPP(a€Ba’)17:SUPP(bG}b/)(M - 1)_w(’\/)

S
= 1SUPP(GEBG/)=SUPP(b@b/)Mﬁe(M _ 1)7w(a®a/)’
which exactly corresponds to the expression of [S]%a o), (b1 obtained in (10.5). O

The following lemma shows how the transition matrices SP and PS apply when
considering a layer of F-boxes.

Lemma 10.4 Using the notations of this section, letting F be the 2¢ x 2¢ matriz indexed
by supports, defined by

Fp = 17/gM*w(7)(M _ 1)w(v’)7

we obtain

[F]> = PS x F x SP.
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Proof. Starting from the expression of [F]? in (10.6), we have

[F]%a@/),(b,b/) - 1SUPP(b€Bb’)§SUPP(a€Ba’)M_Z_w(aeaa ) Z 1'y:SUPP(a€9a’)17’:SUPP(b€9b’)
e

= Z 17:SUPP(aEBa’)17'§7M7€7w(7) 17'=SUPP(b€Bb’)
VY

= Z PS(a,a’)v’Yl’Y/g’YMiw(PY) (M - 1)w(7/)SP7/7(b?b/)

7Y

- Z Ps(aya’)77?777’sPw’,(b,b’) )
o

which allows to conclude. O

We conclude the list of fundamental properties of the transition matrices SP
and PS by the following lemma, which shows how these matrices will allow us to dras-
tically reduce the complexity of computations in the constructions’ security proofs that
we will present in later chapters.

Lemma 10.5 Let M be a 22 x 22t matriz indexed by pairs of {-tuples of m-bit strings,
such that there exists a 2¢ x 2¢ matriz M indezed by £-bit strings verifying

M=PS x M x SP.

Then
[Ml[a = [[[M[[[oo = l[IM][|oc-

Proof. Using the definition of the || - ||, given in Definition 10.2 we have

M|l = mgxzb:rrzz}xg (PS x M x SP)(aﬂ,),(b’b,)‘

- mgxznf?xz ZPs(ava’)ﬁmfm’sPv’,(b,b’)
b b

o

- 2. s > Macer(amarsueevory M~ (M — 1)~ EE) )
b v

(M o 1)—w(b6§b’)

_ 4 IV
= M m(?x Z maE}X Z | MSUPP(a@a’),SUPP(bEBb’)
b b

= M max Z Hf}x Z |MSUPP((1®(1’),’Y’ (M — 1)_w(ﬁ/ ) Z 1y —supp(bapr)-
b ,Y/ b/
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Since for all b we have

(M - 1)_1”(7/) Z 1’}”=SUPP(bEBb’) =1,
b/

the sum over b cancels the M ¢ term, so that

HMHa = IB%IXZ ‘MSUPP(a@a’),W’
b ’y/

— max E | M, ./
A/ !
5

Similar computations clearly lead to the same expression for |||M|||sc- O

Lemma 10.5 shows that if the 2-wise distribution matrices of two random
functions (resp. permutations) only depend on the support of the exclusive-or of their
inputs and on the support of the exclusive-or of their outputs, then the best 2-limited
adaptive adversary between these two functions is not more powerful than the best 2-
limited non-adaptive adversary. This situation occurs for example in the computation
of the RF/RP advantage in Example 10.3.

Conclusion

The two building blocks presented here will build the core of the two block
cipher constructions of the following two chapters. Essentially, the constructions we
will introduce will alternate these S-box and F-box layers with well chosen linear layers
that will make it possible to reduce even further the complexity of the computations
that are necessary to compute the respective advantages of the best 2-limited adaptive
and non-adaptive distinguishers.
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Dial C for Cipher:

Provable Security against Common Attacks

The block cipher C is the first of the two provably secure block cipher con-
structions that we propose. At a very high level, C is based on the same substitution-
permutation network than that of the Advanced Encryption Standard (AES [41]), ex-
cept that the layers made of fixed substitution boxes are replaced by perfectly random
and independent S-boxes. The key-schedule of C is based on the Blum-Blum-Shub
pseudo-random generator [29] and, as a consequence, is probably the slowest (but the
more secure) key schedule ever suggested for a concrete construction. We provide a
detailed description of C and of its key schedule in Section 11.1. Ensues a review of
all security results on C, starting with those which are proved in sections 11.2 through
11.7, and going on with some results in Section 11.8 which, though not proved, seem
quite reasonable. We then present a way of considerably speeding up the key schedule
while preserving all security results and finish with implementation considerations. We
conclude this chapter with practical considerations in section 11.9 and 11.10.

Throughout this chapter, a perfectly random permutation denotes a random
permutation uniformly distributed among all possible permutations on the appropriate
set. Consequently, when referring to a random permutation, nothing is assumed about
its distribution.

11.1 A Description of the Block Cipher C

High Overview

The block cipher C : {0,1}'2% — {0,1}1% is an iterated block cipher. It is made
of a succession of rounds, all identical in their structure. Each round is parameterized
by a round-key which is derived from the main 128-bit secret key using a so-called key
schedule algorithm. The structure of each round is made of a (non-linear) substitution
layer followed by a (linear) permutation layer. The non-linear part of the round mixes
the key bits with the text bits in order to bring confusion (in the sense of [139]). The
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Figure 11.1: One full round of C

linear part dissipates the eventual redundancy, bringing diffusion. Such an iterated
block cipher is often referred to as a substitution-permutation network (SPN). Several
modern block ciphers (such as the AES [41] or SAFER [107]) follow this structure. In
what follows, we successively detail the SPN of C and its key schedule algorithm.

The Substitution-Permutation Network

In a nutshell, C follows the same SPN as the AES [41], except that there
is no round key addition, that the fixed substitution box is replaced by independent
perfectly random permutations, and that the last round of C only includes the non-
linear transformation.

C is made of r = 10 independent rounds RV, ... R : {0,1}128 — {0,1}1%8,
so that C = RM o ... o RW. A 7 round version of C will either be denoted by Cir] or
simply by C when the number of rounds is clear from the context. A full round of C
is shown on Figure 11.1. Each round considers the 128-bit text input as a four by four
array of bytes seen as elements of the finite field GF(s) where s = 28. Consequently, if
a € {0,1}'?8 denotes some input of the round transformation, we will denote a, (resp.
a; ;) the (-th (resp. the (i+4j)-th) byte of a for 0 < ¢ < 15 (resp. 0 < 4,5 < 3) and call
such an input a state. Following Definition 10.3, the support sUPP(a) of a state a is a
four by four array with 0’s where the corresponding entry of a is zero and 1’s everywhere
else. The Hamming weight of a (or of sUPP(a)) is the number of 1’s of supp(a). We
denote this weight by w(a). When w(a) = 16, it means that all the entries of the state
a are non-zero, in which case we say that a is of full support.

Except for the last one, each round R successively applies a non-linear
transformation S® followed by a linear transformation L so that R®) = L o S® for
i=1,...,r—1. The last round R(") excludes the linear transformation, i.e., R(") = S("),

The non-linear transformation S® is a set of 16 independent and perfectly
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random permutations' of GF(s). Denoting S®) = {S((]i), cee Sg?} the 16 permutations
of round i and a, b € {0,1}'?8 the input and the output of S respectively, we have b =
SO(a) & b= Sg) (ag) for 0 < ¢ < 15. Depending on the level of security /performance
one wants to achieve, the round permutations can be de-randomized (see Section 11.9).

The linear transformation L does not depend on the round number. It first
applies a rotation to the left on each row of the input state (considered as a four by
four array), over four different offsets. A linear transformation is then applied to each
column of the resulting state. More precisely, if a, b denote the input and the output of
L respectively, we have (considering indices modulo 4):

bOJ 02 03 01 01 CLOJ

bljj o 01 02 03 01 % a17j+1
b27j 01 01 02 03 a2, j+2
b3’j 03 01 01 02 a3 ;43

The linear transformation exactly corresponds to the succession of the transformations
ShiftRows and MixColumns defined for the AES.

The Key-Schedule Algorithm

Generating a perfectly random permutation of {0,1}8. As there are 28! pos-
sible permutations of {0,1}®, it is possible to define a one to one mapping between
{0,1,...,28 — 1} and the set of permutations of {0,1}®. The mapping we choose is
described in Algorithm 11.1. We simply need to derive pseudo-random integers in
{0,1,...,28 — 1} from the 128-bit secret key. As each of the ten rounds involves 16 per-
mutations, we need 160 such integers, representing a total of 160 - ﬂogQ(ZS!ﬂ = 269440
pseudo-random bits.

Deriving an extended key from the secret key.
Definition 11.1 An extended key of Clr] is a set of 16 -1 integers in {0,1,...,281 —1}.

In order to derive an extended key from the 128 secret key, we need to generate
16 - r pseudo-random integers of {0, 1,...,28! —1}. We propose to use the Blum-Blum-
Shub pseudo-random number generator [30].

Definition 11.2 A prime p is a strong-prime if (p — 1)/2 is prime. A prime p is a

!'Note that a random 8-bit permutation is usually more biased than the substitution box of the
AES [126,167]. However this bias is key-dependent and thus does not represent a threat. Biases on the
AES box are independent of the key and thus can help to distinguish (reduced rounds of) the AES from
the perfect cipher when the key is unknown. Exploiting the strong bias of the substitution boxes of C
requires to know the location of this bias, which is impossible without the knowledge of the permutation
that was used (i.e., of the key). For instance the maximum ELP of the transformation made of a random
key addition followed by the AES substitution box is 27° whereas the perfectly random substitution
boxes we use have a maximum ELP of 1/(s — 1) ~ 27%. Intuitively, a cipher cannot become weaker
when replacing an (arbitrary) random permutation by a perfectly random permutation.
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Input: An integer 0 < k < 28!

Output: A table 7 of size 256 such that 7[0],...,7[255] € {0,...,255} is a
permutation of {0, 1}® uniquely defined by

EucDiv(a,b): returns the quotient and remainder of the Euclidean division of a

by b.
1 q«— kK, 0] — 0, w[1] «— 1, ..., 7[255] « 255
2: for m = 256,...,1 do
3: (q,r) «+ EucDiv(q,m)
4: Swap the values of 7 at positions » and m — 1
5. end

Algorithm 11.1: Defining a one to one mapping from integers between 0 and 28!
onto the set of permutations of {0, 1}

strong-strong-prime if both p and (p — 1)/2 are strong-primes.

Let p and ¢ be two (fixed) 1024-bit strong-strong-prime numbers?, and let n =
p-q. Considering the secret key k as a 128-bit integer, let {z; € Z7 : i = —1,0,1,2,...}
be the sequence defined by

2

T_1 = k- 2894 4 21023 and
x; =7, modn for i > 0.

Let BBS = ajbjagbs ... be the pseudo-random bit string where a;,b; € {0,1} respec-
tively denote the least and most significant® bits of ;. We will use BBS to generate
the 160 integers we need.

Dividing the BBS sequence into [log,(28!)]-bit substrings, we obtain pseudo-
random integers in {0,1,... ,2“°g2(28!ﬂ — 1}, thus sometimes larger than 28!. A naive
approach to deal with those too large integers is to discard the substrings leading to
such integers, thus having to generate [logy(2%!)] more bits each time this happens.
This strategy requires the generation of 160 - 9 loga (2] /28! =~ 270134 pseudo-random
bits in average. More efficient approaches exits (e.g., discarding only a few bits instead
of a whole block), but the improvement in terms of efficiency is not worth the loss in
terms of clarity.

2Note that strong-strong-primes are always congruent to 3 modulo 4, i.e., are Blum integers. We
use strong-strong primes to ensure that the generator will have a long period. See Section 11.7 for more
details.

3the most significant bit corresponds to being larger or smaller than (n — 1)/2.
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11.2 Exact Security against 2-limited Adversaries

Adaptive vs. Non-Adaptive Adversaries

We will now apply the Decorrelation Theory results from Chapter 10 to com-
pute the exact advantage of the best 2-limited adaptive and non-adaptive distinguishers
against an r round version of C, assuming that the extended key of Cir] is uniformly
distributed. This assumption comes down to assume that the random substitution boxes
are mutually independent and uniformly distributed.

We have C = R0 o ... 0 RM) where each round R is equal to L o S®, except
for the last round R which is equal to S”). Consequently we have

C:S(T)OLOS(T_l)O"'OS(i)OLOS(i_l)O"'OS(Q)OLOS(l).

Since we assume here that the substitution boxes are independent, then so are the S(®)’s.
From Lemma 10.1, the previous equation leads to

[C)2 = [SMEx L2 x [SP)2 -+ - x [STTV12 5 [L]2 x [SD)2 x - - - x [STD)2 x [L]? x [SM]2.

Since each non-linear substitution layer has the same 2-wise distribution matrix, we
simply denote it [S]? and obtain

[C]* = (IS]” x [L*)"~" = [S]*. (11.1)

Since we assume in this section that the random substitution boxes are independent
and uniformly distributed, we note that the S layer exactly corresponds to the S-box
layer studied in Section 10.5. Using the two matrices PS and SP respectively defined in
(10.7) and (10.8), and which verify (according to Lemma 10.3)

SPxPS=1Id and PS xSP=[S)?
we note that (11.1) can be simplified to
[C]? = (PS x SP x [L]*)""! x PS x SP = PS x (L)"~! x SP (11.2)

where

L=SP x [L]* x PS. (11.3)

Note that L is a 2'6 x 26 matrix indexed by supports. On the other hand, we have
from Lemma 10.2 that

[C*]? = [S]* x [C*]? x [S]* = PS x C* x SP, (11.4)
where C* is the 26 x 216 matrix indexed by supports and defined by
C* =SP x [C*] x PS. (11.5)
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From (11.2) and (11.4) we obtain
[C]? = [T =PS x ((L)"' — CT) x SP
and thus, according to Lemma 10.5 we deduce the following result.

Lemma 11.1 The best 2-limited adaptive adversary A, against an r > 1 round version
of C is mot more powerful than the best 2-limited non-adaptive adversary An,. Moreover,

Adva, (Cpr),C*) = Adva,, (Cir, C*) = \||( ) — Cl|oos (11.6)

where L and C* are two 2'6 x 216 matrices respectively defined in (11.3) and (11.5).

Computation of the Advantage of the Best 2-limited Adversary

Although Lemma 11.1 shows that the computation of the advantage of the best
2-limited (non-)adaptive adversary by means of distribution matrices comes down to a
computation on 2'6 x 216 matrices, we see that since a matrix multiplication roughly
takes (2'6)2 field operations* and, using a square and multiply technique, logr such
multiplications are needed, the overall number of operations needed to compute (L)" !
is roughly equal to 2°° (for 8 rounds) by using 2 x 232 multiple precision rational number
registers. This is still pretty hard to implement using ordinary hardware. Nevertheless,
from one computation of (L)"~! we could deduce all expected linear probabilities over
all possible input/output masks almost for free.

We will now show how to make the computation of the advantage less complex.
Starting from (11.3) we have for all supports ~,~" that

Loy = Y SPywanUbwar s PS e
a,a’,b,b’
= 716 s — 1 Z 1’y supp(a@a ~'=supP(Lx (a®a’))
= (s—1)" Z 17 supp(a) Ly/=supp(Lx (a))-

We summarize this result in the following lemma.

Lemma 11.2 For all supports v and ~', let N[y,~'] be the number of ways of connecting
a support v to a support ' through L, i.e.,

N[v,7'] = [{supports a such that SUPP(a) = v and SUPP(L x a) =~'}|.

For all supports v and v we have

Ly = (s = 1)7"0IN[y,+].

1Using Strassen’s algorithm, the complexity drops to (2'¢)!°%7 field operations [161].
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<1 di d3 d3 di

Figure 11.2: The four column’s and diagonal weights of a support v

We will see that, thanks to the properties of the linear transformation L,
Nv,~'] only depends on the weights of the diagonals of v and of those of the columns
of v/. We introduce notations to deal with Hamming weights of columns and diagonals.
We denote by

¥ =(c],c5,cl,¢c)), (11.7)

the vector of the four weights of 4’s columns. Similarly, we denote by
d’ = (d],d3,d],d}), (11.8)

the vector of the four weights of 4’s diagonals. What we mean by columns and diagonals
should be clear from Figure 11.2.

The MixColumns operation is a linear multipermutation [150], as the set of
all codewords (a,MixColumns(a)) is a [8,4,5] MDS code. For this reason, N[vy,~'] can
be computed by means of a fundamental result from El-Khamy and McEliece [48]
(Theorem 11.2 is actually a direct consequence of Theorem 3 in [48]).

Theorem 11.1 (Theorem 6 in [105]) Let C be a (n,k,d)-MDS code on GF(s), so
that d = n — k 4+ 1. The weight enumerator We of C is the weight repartition of the
codewords of C, i.e.,

We(w) = [{c € C : w(c) = w}|
and verifies We(0) =1, We(w) =0 for all 1 <w < d, and
_(n —~ (w w—j ( j—d+1
Wew) = (1) 3 (W) )
j=d
ford <w <n.
Theorem 11.2 Let C be a (2¢,k,d)-MDS code on GF(s), so that d = 2¢—k+1. For any

codeword ¢ = (c1,c2) € C, where ¢1 (resp. cz) denotes the first (resp. last) ¢ coordinates
of c, let

Wa(wi, w2) = [{c = (c1,¢2) € C:w(cr) = wi and w(cz) = wa}| .
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We have

(1) (i)

Wg(’wl,wg) = Wc(wl + ’u)g) 2% .
(’LU1+’LU2)

As a consequence, the value of N[v,~/] is uniquely determined by the weights
d’ = (d],d},d].d}) of the four diagonal of v and by the weights S (C¥ .Cy.Ch,c))
of the four columns of 7/. More precisely, denoting C the MDS code defined by the

MixColumns operation and using Theorem 11.2, we have

o 4
N[y,7'] = HWC(dS’ : H d7+cs), (11.9)

) N ) B S )

where We(-) is given by Theorem 11.1. From this last equation and from Lemma 11.2
we deduce the following lemma.

Lemma 11.3 For all supports v and v we have

s=1 (dgfczl)

where d7 = (d],d],d3,d]) are the respective weights of the four diagonals of v and

, 7 7 ’ ’ . .
where < = (c] , ¢} ,c} ,c] ) are the respective weights of the four columns of .

The previous lemma shows that E%v’ actually only depends on d” and on .
Introducing two new transition matrices will allow us to exploit this dependency in
order to reduce the size of the matrices needed to compute the final advantage. We let
SW be the 2'6 x 5% matrix which rows and columns are respectively indexed by supports
and 4-tuple of weights in {0,1,...,4}, and defined by

SW’Y,U} = Swv,(w1,w2,w3,w4 lgv—w = H ld“wa5 (11.10)

using the notation defined in (11.8). Similarly, we let WS be the 5% x 26 matrix which
rows and columns are respectively indexed by 4-tuple of weights in {0,1,...,4} and
supports, and defined by

4 4 -1
WSuy = Lo—w [ | (w ) : (11.11)
s=1 s

using the notation defined in (11.7). Letting

Plw,w'] = ‘{supports v such that ¢ = w and d7 = w’}‘ = Z lo—wlgr—y, (11.12)
g
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we see that for all w,w’ € {0,1,...,4}* the transition matrices WS and SW are such
that

(WS x SW), 0 = Plw, /] f[ < 4 >_1 Plw, w']

Wi - > Plw, w]’

In the rest of this section, we let W be the 5% x 5* matrix indexed by 4-tuple of weights
in {0,1,...,4} and defined by

s=1

Plw, w']

W’LU,’LU’ - (WS X SW>w7fw/ - m

(11.13)

Lemma 11.4 Let M be 216 x 216 matriz indexed by supports, such that there exists a
5% x 5% matriz M indexed by 4-tuple of weights in {0,1,...,4} verifying

M =SW x M x WS

where SW and WS are defined in (11.10) and in (11.11) respectively. Then

[IMllloe = [IM][]o-
Proof. By definition of the ||| - |||ooc norm, of SW in (11.10) and of WS in (11.11) we
have
_ — 4 4\t
Ml = max S |3 tarmaMaarler e [ <w>
v |w,w! s=1 S
= Ao\t
= mfyaxz I\/Idvvcﬂ,/ H <c7/>
¥ s=1 s
— 4 g\t
~ X[ (1)) St
w’ s=1 s ~!

since the sum on the supports 7/ counts the number of supports with given column
weights w' = (w], wh, wh, w}). This leads to

= [IM[lloc-

|IM[]]so = max E ’ﬁdW,w/ = max E ‘ﬁij/
v - we{0,...,4}4 “—
w w

O]

_ From the expression we obtained for L in Lemma 11.3, it is easy to see that
letting L be the 5 x 5% matrix indexed by 4-tuple of weights in {0,1,...,4} and defined
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by

4 ) We (ws +w;) (S _ 1>7w

(ws iwg)

L=SW x L x WS, (11.14)

we have

Plugging this result in the expression we obtained for [C]? in (11.2), we get (for r > 2)

[C]2 = PSx (SWxLxWS)"!xSP
= PS x SW x (f x W)"2 x L x WS x SP, (11.15)

where W is the 5% x 5% matrix defined in (11.13).
To conclude we need to show that the distribution matrix of the perfect cipher
can also be written in similar way. For all states a, a’, b, b’ we clearly have

[C*}%aa) (by) — 1(17&(1/8 16<316 - 1)_1 + ]_a:a/S_lG.

b#£b b=b

This can be written in terms of the weights of the diagonals of sUPP(a @ a’) and of the
weights of the columns of SUPP(b @ ') respectively, and thus expressed as a product
PS x SW x - x WS x SP. First noting that

(PS X SW)(a,a’),w = 1dSI:PP(aéBa’):w

and
~16 4\
(WS X SP)w,(a,a’) = ]_CSUpp(a@a/)_w H —ws< > ,
Ws
it is easy to show that
2 —16/ .16 -1 —16
[C*](a,a’),(b,b/) - 1dSUPP(E®a/)?§OS (S - 1) + 1dSUPP(H.EBa/):OS
CSUPP(bEBb/)?éO Csuw(b@b’)zo
Z 1dbLPP(a@a CSUPP(bEDb/) — 1w;£0 5_16(516 - 1)_1 + 111;/:0 8_16
w,w’ w'#0 w'=0
= ) (PS X SW)(q.0r) 0w (WS X SP) 51 (11.16)
w,w’

where we let C* be the 5% x 5% matrix indexed by 4-tuple of weights in {0,1,...,4}

defined by
o 4
Crpr = <1w¢o(sl6—l )H( >s—1 wy
w’'#£0 1

S=

4
4 !
= 1w0+1w7£0 — 1H< >8—1 s,

w'=0 /#0 . wls

—_
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Since (11.16) means that we can write
[C*]? = PS x SW x C* x WS x SP, (11.17)

we can easily prove the final result which makes it possible to compute the exact ad-
vantage of the best 2-limited adversary against C.

Theorem 11.3 The respective advantages of the best 2-limited non-adaptive adversary
Ana and of the best 2-limited adaptive adversary A, against r > 1 rounds of C are such
that

1 pu— = p—
Adva,,(C,C*) = Adva, (C,CY) = §|H(L X W) "2 x L = C¥|| o,

where i W, and C are three 5* x 5% indexed by 4-tuple of weights in {0,1,...,4} and
respectively defined by

Lo = ﬁ <@j) V\/((u18+1)u)( -1

s=1 s Ws +w/g

with W(0) =1, W(i) =0 for 1 <i <5, and

W(i) = <f> E;; (;) (—1)i~ (514 — 1)

for 5 <1i <8,
Plw, w']

Wy = o 01
B Plw,w”]

where

Plw,w'] = ‘{supports v such that ¢’ = w and d7 = w'}’ = Z lov—wlgv—w,
v

and
1 ifw=w"=0,
Crypur = 4 (510 —1)71 H;L:l (1;2)(8 — 1% ifw#0 and w #0,
0 otherwise,

for all w,w' € {0,1,...,4}* and where s = 28.

Proof. The equality between the respective advantages of the best non-adaptive and
non-adaptive distinguishers was shown in Lemma 11.1. From (11.15) and (11.17) we
see that

[CJ2 = [C*]2 = PS x SW x ((Lx W)™ x L~ C¥) x WS x SP.
Using lemmas 10.5 and 11.4 successively, we obtain

I11CI2 = [C*2llso = 11T x W)™ x L — C¥|||oo-
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r 1 2 3 4 5 6
AdV(C, C*) 1 1 2—4.0 2—23.4 2—45.8 2—71.0
r 7 8 9 10 11 12

AdV(C C*) 9—126.3 | 9—141.3 | 9—163.1 | 9—185.5 | 9—210.8 | 9—238.9

Table 11.1: Exact values of the advantage of the best 2-limited (non-)adaptive distin-
guisher for several number of rounds 7.

Theorem 10.1 allows to conclude. O

Results of our practical computations are reported in Table 11.1. These exper-
iments where programmed in C using the GNU Multiple Precision arithmetic library
(GMP) [55] and the MPFR library [115] for multiprecision floating-point computations.
All the intermediate computations where done using rational numbers instead of floating
point numbers to keep maximum precision.

Security Result 11.1 Seven rounds of C are enough to obtain provable security against
2-limited (non-)adaptive adversaries.

11.3 Consequences for lterated Attacks of Order 1, Linear
and Differential Cryptanalysis

According to Corollary 10.1 and to the results obtained in Table 11.1, 7 rounds
of C are enough to ensure provable security against any iterated attack of order 1, pro-
vided that the number of queries ¢ is negligible compared to 264, In the particular case
of linear cryptanalysis, the discussion following (10.1) allows to deduce from Table 11.1
that 7 rounds are enough resist linear cryptanalysis (whatever the number of queries
granted to the adversary). Equation (10.2) leads to the same conclusion for differen-
tial cryptanalysis. In the following section we will derive exact results concerning both
linear and differential cryptanalysis instead of upper-bounds.

Security Result 11.2 Seven rounds of C are enough to obtain provable security against
iterated attacks of order 1.
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11.4 Exact Security against Linear and Differential Crypt-
analysis

Security against Linear Cryptanalysis

From Heuristic 8.2, we know that the data complexity of the best linear dis-
tinguisher between C and the perfect cipher C* is close to

81n 2
maXaJ,?go ELPaJ)(C)

where (according to Definition 8.6)
ELPa,b(C) = EK (LPa,b(CK)) with LPa,b(Ck) = (2P1‘p[a eP=bo Ck(P)] - 1)2 s

the random variable P € {0,1}" being uniformly distributed and Cj denoting the
permutation obtained using the extended key k. As in sections 11.2 and 11.3, we
assume that the round keys are independent.

The results obtained so far allow us to easily conclude that any linear dis-
tinguisher will eventually fail to distinguish C from the perfect cipher as soon as the
best 2-limited distinguisher has a negligible advantage. Indeed, we note that the linear
probability can also be expressed as

ELP.4(Cy) =1—2-Eg (Epp (A(P,Ck) ® A(P',Ck)))

where
A(P7 Ck) = ]-aOP@bOCk(P)a

from which we clearly see that a linear distinguisher can be expressed as a 2-limited
distinguisher (and thus has an advantage bounded by that of the best 2-limited distin-
guisher, which is negligible for 7 rounds and more). In the rest of this section, we use
another approach to actually compute the expected linear probability.

The ezact value of ELP,;(C) can be expressed as a function of the ELP’s of
the individual rounds by means of Nyberg’s hull principle (see Theorem 8.2) since C is
a Markov cipher [97]:

ELP,;(C)= Y. H ELP., ,., (R@) : (11.18)

Clyeeey cr—11=1

where cg = a and ¢, = b. In general, the complexity of computing the expected linear
probability by means of the previous formula is prohibitive since, once input/output
masks are given, one has to sum over all possible intermediate masks in order to take
into account every possible characteristic. We will see that this is not the case for C.

Lemma 11.5 Let s =2". Leta,b € GF(s)\{0} be two non-zero input/output masks on
the uniformly distributed random substitution box S and let 0 = s — 1. The average LP
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value over all possible random S-bozes is independent of a and b, and is Eg(LP*(a,b)) =
-1
o .

Proof. Similarly to the proof of Lemma 14 in [155], we note that

Bg(LPS(a,b)) = 272 Y (=1)m18m)2aSWEmtpr{(ay 2y) 2 (y1,y,)].

zl,x2
Y1,Y2

Since S is uniformly distributed we have

—-m when z; = z9 and y; = yo,

S
Pr[(z1,72) = (y1,y2)] =< 27™(2™ — 1)~!  when 21 # 22 and y; # ¥,
0 otherwise,

which easily leads to the announced result. O

We note that for any S-box S we have LP, ¢(S) = LP¢;(S5) = 0 (for non-zero
a and b) and LPy (S) = 1. From this and the Piling-up lemma, we derive the expected
linear probability over the substitution layer S of C.

Lemma 11.6 Let s = 2% and 0 = s — 1. Let a and b be two non-zero masks in GF(s)'6,
and let o and B be their respective supports. We have

o ifa =B,

0 otherwise,

ELPa,b (S) = {

where the mean is taken over all possible uniformly distributed and independent random
substitution bozes.

From the previous lemma, it is easy to derive the expected linear probability
over one full round of C.

Lemma 11.7 Let s = 2% and 0 = s — 1. Let a and b be two non-zero masks in GF(s)'6
of support o and (3 respectively. The expected linear probability over one full round R®
of C, for 1 <i < r, with input (resp. output) mask a (resp. b) is given by

, —w@)  f o = supp(LT x b
ELPab(R(z)) _ o ZfOé ( X );
’ 0 otherwise.
Similarly, the expected linear probability over the last round is given by

o) ifa=p,

0 otherwise.

ELP,,(R")) = {
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Proof. Since L is linear, then for all  we have be (L x 2) = (LT x b) ez. For intermediate
rounds we thus have

ELP,;(R") = ELP,4(L 0 S™) = ELP,  r,,(S").

Lemma 11.6 then allows to conclude. O

Theorem 11.4 Let s = 2% and 0 = s — 1. Let a and b be two masks in GF(s)'6 of
support a and (B respectively. The expected linear probability over r > 1 rounds of C,
when a is the input mask and b the output mask is

ELP,;(C) = 0¥ x (ET_1>Q5’

where L is the 216 x 216 square matriz, indexed by supports, and defined by
Lo =0 “@N]a, ],

where Nla, 5] denotes the number of ways of connecting a support a to a support [3
through L, i.e.,

Nla, 8] = |{supports a such that SUPP(a) = a and sUPP(L x a) = B}|.

Proof. Starting from (11.18), replacing the round’s expected linear probabilities by the
expression given in Lemma 11.7 and inserting an artificial sum over supports we obtain

r—1
ELPqp (€)= E , Uﬁw(%)]-%fl:%- H 17¢=SUPP(C¢)0’7w(%71)1'Yi71:SUPP(LT><ci)
’Cy1,---,’0yr—1 =1
1y Yr—1

where ¢y = a, ¢, = b, 79 = SUPP(cg), and 7, = SUPP(¢,). The previous equality leads to

r—1
ELPa,b (C) = Z U_w(%)l’yr—1=’yr H O'_w(%_l) Z 17i:SUPP(ci)17¢,1=SUPP(LT><C¢)'
i=1

Y15 Vr—1 Cq

We now note that the transpose and the inverse of a linear multipermutation still are
multipermutations. Furthermore, N[, ] only depends on the fact that the underlying
linear transformation is a linear multipermutation (which is clear from (11.9)). Conse-
quently, the sum over ¢; can be expressed as

Z 1%’:SUPP(C¢)1%,1:SUPP(LT><ci) = Z 1’yi:SUPP((LT)_1XC;)l’Yi—1:SUPP(c;) = N[vi—1,7%]-

C; .
T Cz
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The expected linear probability of C now reads

r—1
ELP,; (C) = Z U_w(%)lw—1:’yr H U—w(%—l)N[%_L%]
Y1y Vr—1 i=1
r—1
= Z J_W(%)IW—1=% H L'Yiflf}’i
Vs Vr—1 =1

-1
= O—_w(%) Z Tl_[ E’)’z‘—1 sYi

YiyeesYr—2 =1

where 7,_1 = ;. The definition of the product of square matrices concludes the proof.
O

Based on the results we obtained in Section 11.2, it is now easy to derive an
expression which makes it possible to compute the exact value of the expected linear
probability of C for various number of rounds.

Theorem 11.5 Let s =28 and 0 = s — 1. The mazimum expected linear probability of
r > 1 rounds of C over non-zero masks verifies

4 -1
_ () 4 !,
e =ttt (11 (1) )
where the max is taken over 4-tuple of weights in {0,1,...,4}, where

Ug,) = max ((i x W)"2 x f)

w#0 ’

w,w’

the matrices L and W being two 5* x 5% matrices defined in Theorem 11.3.

Proof. Let o and [ respectively denote the supports of ¢ and b. From Theorem 11.4
and (11.14) we have

ELP,,(C) = o v® ((sw x L x WS)H) ,
= o v (SW X (f x W)™ 2 x L xWS) .
~— — «

M(r)

)

From the definitions of SW and WS, it is easy to show that

4 -1
(SW X MO x WS)q,5 = M c (H () ) |

C
s=1 s
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T 2 3 4 5
max ELP 2—31.9774 2—55.9605 2—1279096 2—127.9096
r 6 7 8 9

max ELP 2—127.9999 2—127.9999 2—128.0 2—128,0

Table 11.2: max, 2o ELP,;(C) for various number of rounds r.

so that

—1
N —w(B) (") 4
e = s (11(3))
1

O]

Results of our practical computations are reported in Table 11.2. These exper-
iments where programmed in C using the GNU Multiple Precision arithmetic library
(GMP) [55] and the MPFR library [115] for multiprecision floating-point computations.
All the intermediate computations where done using rational numbers instead of floating
point numbers to keep maximum precision.

Security Result 11.3 Four rounds of C are enough to obtain provable security against
linear cryptanalysis.

Security against Differential Cryptanalysis

Just as the efficiency of linear cryptanalysis can be measured by means of
ELP’s, the efficiency of differential cryptanalysis can be measured by means of EDP’s
[124], as discussed on page 148. The computations that we performed on the ELP of C
can be applied, with almost no modification, in order to compute the EDP. The major
modification is that we do not use the fact that be (M x ) = (MT x b) «x but rather that
if the difference between two inputs of a linear transformation M is equal to a, then the
output difference is equal to M x a.

We now follow the steps that lead to the final result on the ELP coefficient
and see whether they apply to the EDP coefficient. Lemma 11.5 applies to the EDP
coefficient, and therefore, it is also the case for Lemma 11.6 (where we use the inde-
pendence of the 16 inputs on the S-boxes in order to obtain a product of EDP, instead
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of the Piling-up Lemma). Because the relation between an input difference on the lin-
ear transformation of C and its output difference is not the same as in the case where
we considered input/output masks, we must replace L by (L7)~! in the definition of
N[, -]. Yet, as already noted in the proof of Theorem 11.4, the actual values of N[, -]
do not depend on which underlying multipermutation is used, it just needs to be one.
In other words, replacing L by (L7)~! in the definition of N[-,] does not change its
entries. The computations on the ELP coefficient thus still apply for the EDP coeffi-
cient. Lemma 11.7, Theorem 11.4, and Theorem 11.5 apply to the EDP, and thus, the
numerical results given in Table 11.2 are also valid for the value of max, 2o EDP,(C).

Security Result 11.4 Four rounds of C are enough to obtain provable security against
differential cryptanalysis.

11.5 Towards the Perfect Cipher

From the results obtained in the previous section, it is possible to prove a
conjecture made by Keliher, Meijer, and Tavares in [82], namely that all ELP’s converge
towards 1/(2'2 —1) (which corresponds to the ELP of the perfect cipher) as the number
of rounds increases. This means that C behaves exactly like the perfect cipher (as far
as linear cryptanalysis is concerned) when the number of rounds is high enough.

Clearly, for any non-zero mask ¢, LP.(C) = LP( ;(C) = 0 and LPy(C) = 1.
Thus, the 2'6 x 216 square matrix L of Theorem 11.4 has the following shape

L= ( (1) I(\)A ) (11.19)

where M is a (216 — 1) x (2!6 — 1) square matrix, indexed by non-zero supports. We can
now notice from Theorem 11.4 that

ELP,,(C) = 0 *¥IM, 4

for any non-zero a and b of supports a and [ respectively. Since >, ELP,,(C) =1 we

have
1= ZU_w(ﬁ)Ma,ﬁ — Zgw(ﬂ)a—w(ﬁ)Maﬁ = Z Ma 5.
b B B

We also note that M, g > 0 for any o and 3.

Lemma 11.8 The matriz M defined by (11.19) is the transition matriz of a Markov
chain, whose set of states is the set of non-zero supports and whose transition probability
from a non-zero support o to a non-zero support 3 is given by Mg, g.

The transition graph of the Markov chain is the directed graph whose vertices
are the o non-zero supports and such that there is an edge from a to 3 when M, g > 0.
From the study of supports propagation [41] (which is based on the MDS criterion),
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it clearly appears that from any graph state, there is a path towards the graph state
corresponding to the full support SUPPgy (for example, two steps are required to go
from a support of Hamming weight 1 to SUPPgy). Moreover, from the graph state
corresponding to SUPPg,; one can reach any graph state. Hence, from each graph state
there is a sequence of arrows leading to any other graph state. This means that the
corresponding Markov chain is irreducible [61]. Since there is an arrow from SUPPg) to
itself, one can find a sequence of arrows leading from any graph state to any graph state,
of any (yet long enough) length. This means the Markov chain is aperiodic. We can
deduce that there exists exactly one stationary distribution (see for example chapter
5 in [61]), i.e., a 1 x (26 — 1) row vector m = (7 )azo indexed by non-zero supports
such that mo > 0 for all non-zero o with »_ oo = 1, and such that 7M = 7 (which
is to say that mg = >_, .o mTaMa,g for all non zero ). It is easy to show that the row

vector 7 indexed by non-zero supports such that m, = (7“’(0‘)(316 —1)7! is a stationary
distribution of the Markov chain described by the transition matrix M. Indeed,

1 2 w(a) L5 (16),
wasm*_li Y Leuia) | @ 2516_12(5>J -

a#0 a#0 \s=1 s=1

and therefore 7 is a probability distribution. Moreover, for any non-zero (3,

1 1

(WM)ﬁ = s16 1 ZN[O‘76] = 516 _ 10,w(ﬂ) =73
a#0

as the sum is simply the number of non-zero states that can be connected to some

non-zero support (3 through L, which is exactly the number of states of support equal

to 3, as each state of support 3 has one and only one preimage through L.

It is well known [60] that (M"), g — 73 when r — oco. As
ELP,4(C) = o *P(M™1), 5

for non-zero masks a and b of respective supports a and 3, we have proved the following
theorem (which corresponds to the conjecture in [82]).

Theorem 11.6 Let s =28, Let a and b be two non-zero masks in GF(s)'6. Then

lim ELP,,(Clr]) = ELP,,(C*) =

r—00 516 — ]_7

(11.20)

where C* denote the perfect cipher on GF(s)!6.

11.6 Provable Security against Impossible Differentials

Impossible Differentials [18] attacks are a variation of differential cryptanalysis.
They consist in finding pairs of input/output differences such that for any instance ¢ of
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C we have DP, ;(c) = 0. In other words, an input difference of a can never (i.e., for any
input and any key) lead to an output difference of b. In the case of C we can prove that
five rounds are enough to have no impossible differential®, i.e., given any input/output
masks a and b, there exists an instance ¢ of C[5] (i.e., a key defining 80 permutations)
such that DP,(c) # 0.

Lemma 11.9 Let a,b € {0,1}'28 be any two differences of full support. One substitution
layer S is enough to ensure that there exists an instance s of S such that DP, ;(s) # 0.

Proof. Considering the two plaintexts 0 and a, we can choose the 16 substitution boxes
S0, - - -, S15 of one round such that s;(0) = 0 and s;(a;) = b; (where a = (ag, a1, ...,a1s)
and b = (bg,b1,...,b15)). As both a; and b; are non-zero (a and b are of full support),
both conditions can be verified without being inconsistent with the fact that s; is a
permutation. ]

Lemma 11.10 Let a € {0,1}'?% be a non-zero difference of arbitrary support. Consid-
ering a two full rounds version of C (i.e., C = R® o R = L?) 052 o L) 6 51))
there exists a difference b € {0,1}'28 of full support and an instance ¢ of C such that
DPg(c) # 0.

Proof. For simplicity reasons, we restrict ourselves to the case where the support of « is
of weight 1 (the other cases can be treated in a similar way). Without loss of generality,
assume ag # 0 while a; = 0 for ¢ = 1,...,15. We consider the two plaintexts to be 0
and a. Letting Sgl)(()) = 0 for all i, we have L)) 0 S (0) = 0. By carefully choosing
Sél)(ao), we can make sure that L™ o S()(a) has a support of weight 4 (on the first
columns of the four by four array). Proceeding in the same manner in the second round,
we can make sure that C(0) = 0 and b = C(a) is of full support. O

Consider any two differences a,b € {0,1}'2® and a five round version of C =
SG) o L™ 65 6 LB) 656) 6 L) 652 6 LM 6 S From Lemma 11.10, there exists
an instance Cetapt Of the first two rounds L2 o0 S o LM 6 S and a difference d of full
support such that
DPa,d(Cstart) 7é 0.

Starting from the end, there exists an instance cgnq of SG) o L™ 6 5™ 6 LB and a
difference e of full support such that

DP;.(c L) #0, sothat DPep(cena) # 0.
From Lemma 11.9, there exists an instance Cpiq of SG) such that
DPd,e(Cmid) 7é 0.

Consequently,
DPa,b(Cend O Cmid © Cstart) 7& 0.

SThere exists an impossible differential on 4 rounds of the AES leading to an attack on 6 rounds [33].
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Security Result 11.5 Five rounds of C are enough to ensure that no impossible differ-
ential exists.

11.7 Taking the Key-Schedule into Account

We assumed in sections 11.2 to 11.6 that the random substitution boxes were
independent and uniformly distributed. When choosing these boxes by means of the
key-schedule algorithm described in Section 11.1 this assumption does not hold anymore.
Yet, we will show that under a certain intractability assumption, the keyed C is not less
secure than the version of C studied in the previous sections.

All Substitution Boxes of C are Indistinguishable from Indepen-
dent Perfectly Random Permutations

A pseudo-random bit generator (PRBGQG) is said to be cryptographically secure if
no polynomial-time statistical test can distinguish an output sequence of this generator
from a uniformly distributed random bit string of the same length with a significant
advantage [166]. Such a generator can always be distinguished if the length of the bit
string is longer than the generator’s period. We need to prove that the Blum-Blum-
Shub generator (BBS) we use has a period long enough to generate a complete extended
key.

We know from the original paper [29] that the period of the z;’s sequence
of the BBS generator divides A(A(n)) (where A denotes the Carmichael function) if
both p and ¢ are strong-primes and both p and ¢ are Blum integers. Obviously, the
period of the bit string output by BBS divides the period of the x;’s. By making
sure that A(A(n)) does not contain small factors, we can prove that this length will be
large enough. This can be done by choosing strong-strong-primes p and ¢. In such
a case we can write p = 2p1 +1 = 4py + 3 and ¢ = 2¢q1 + 1 = 4q2 + 3, and obtain
A(A(n)) = Mlem(2p1,2¢1)) = A2p1q1) = lem(2p2,2q2) = 2p2ge. Therefore, if the
period of the bit string is not 2, it is necessarily long enough to generate a complete
extended key as min(pa, g2) > 300 000.

It is known that the original Blum-Blum-Shub pseudo-random bit generator
is cryptographically secure [29,30]. Vazirani and Vazirani showed that outputting both
the least and most significant bits of the quadratic residues produced by the generator
is also cryptographically secure [158,159].

Definition 11.3 Let sg and s1 be two bit strings, such that sg is obtained using the BBS
pseudo-random generator and si is perfectly random. The advantage of an adversary
A trying to distinguish so from si is given by

AdvB®® = Pr[Adv(sg) = 0] — Pr[Adv(s;) = 0].
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Assuming that the problem of deciding the quadratic residuosity modulo n
is hard (an assumption we will refer to as the quadratic residuosity assumption [56]),
we know that Advf{BS can be made arbitrarily small by increasing the value of n.
The key schedule of C relies on the BBS generator and makes sure that the mapping
from the set of 2128 keys to the set of possible seeds of the pseudo-random generator
is injective. Therefore, the pseudo-random sequence produced by the key schedule of
C is indistinguishable from a perfectly random binary sequence of the same length.
The method we use to convert this binary sequence into substitution boxes makes sure
that for an unbiased sequence one obtains an unbiased set of substitution boxes. By
choosing a suitable n, the substitution boxes of C can thus be made indistinguishable
from independent perfectly random permutations.

The Keyed C is not Less Secure than C with Independent Boxes

Definition 11.4 Let kg and k1 be two extended keys of C, such that ko is obtained
through the key schedule seeded by a perfectly random 128-bit key and ky is uniformly
distributed. The advantage of an adversary A trying to distinguish ko from k1 is given
by

AdV'Y = Pr[A(ko) = 0] — Pr[A(k1) = 0].

Lemma 11.11 Let kg and ky be two extended keys as in Definition 11.4 and sg, s1 be
two bit strings as in Definition 11.53. An adversary A able to distinguish ko from k1 with
probability p can distinguish so from s with probability p’ > p, i.e., Advljl\ey < Adv%BS.

Proof. Given s, (b € {0,1}), the adversary can derive an acceptable extended key ky,.
From this, the adversary has an advantage Advl/xey of guessing the correct value of b and
thus obtains a distinguisher on BBS with advantage Advljfy. O

The strongest notion of security for a block cipher is its indistinguishability
from a perfectly random permutation C*. Proving the security of C against a distin-
guishing attack performed by A consists in upper bounding Adva(C, C*).

Let kg and k; be two random extended keys of C picked as in Definition 11.4,
defining two random instances of C denoted Cie, and Ciing respectively. Obviously,
distinguishing Cyey from Ciang is harder than distinguishing ko from k1, so that

AdVA(Ckew Crand) < Advll(:y~

Assume there exists a distinguishing attack on Cye, that does not work on
Crand such that, for an adversary A using it,

AdvA(Crey, C*) > 2+ Adva(Crang, C*).
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From the triangular inequality we have
AdVA(Ckeya C*) - AdVA(Crand7 C*) < AdVA(Ckew Crand)

so that
AdvA(Creys C*) < 2- AdvA(Crey, Crand) < 2- AdvKY.

In conclusion, using Lemma 11.11, any distinguishing attack twice as effective
on Cyey than on Crapg gives an advantage which is bounded by 2 - AdVE’\BS. Under the
quadratic residuosity assumption, such an attack cannot be efficient.

Although the quadratic residuosity problem is not equivalent to the problem of
factoring p - ¢, the best known attacks require it. The exact cost of this factorization is
not obvious. For a given symmetric key size, there are several estimates for an equivalent
asymmetric key size [84]. According to the NIST recommendations, a 2048-bit modulus
is equivalent to a 112-bit symmetric key [53].

Security Result 11.6 Under the quadratic residuosity assumption, C used with the key
schedule described in Section 11.1 is as secure as C used with independent perfectly
random substitution boxes.

The Keyed C has no Equivalent Keys

Two block cipher keys are said to be equivalent when they define the same
permutation. It is easy to build equivalent extended keys for C (when not using the
key schedule). Consider an extended key k; defining a set of 160 substitution boxes
such that the first 32 are the identity. We consider a second extended key ks defining
another set of substitution boxes such that the last 128 are identical to that defined by
k1 and such that the first 16 boxes simply xor a constant a € {0, 1}'2® to the plaintext,
the remaining boxes (in the second layer) correcting the influence of a by xoring L(a)
to its input. Although they are different, k; and ks define the same permutation. Such
a property could be a threat to the security of C. If too many such extended keys were
equivalent, it could be possible to find equivalent 128-bit keys for Cyey.

We can prove that the probability that two 128-bit equivalent keys exist is neg-
ligible. Indeed, this probability depends on the number of equivalence classes among
the extended keys. Considering a one round version of C, it can be seen that no equiv-
alent extended keys exist. Consequently, there are at least (281)16 ~ 226944 equivalence
classes. Adding rounds (thus increasing the extended key size) cannot decrease this
number of classes. Assuming that the key schedule based on BBS uniformly distributes
the extended keys obtained from the 128-bit keys among these classes, the probability
that two keys fall into the same class can be upper bounded by

1 — o (2128)2/(252%09%%) 926689
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Security Result 11.7 The probability that two 128-bit keys lead to the same instance
of C is upper bounded by 2726689,

11.8 Unproved Security against other Attacks

C is (not that) Resistant to Saturation Attacks

Saturation attacks [69, 93] are chosen-plaintext attacks on byte-oriented ci-
phers. An attack on four rounds of the AES can be performed [42] by choosing a set of
28 plaintexts equal on all but one byte. After 3 rounds of the AES, the xor of all the
corresponding ciphertexts is 0. This makes it easy to guess the key of the fourth round,
as all round key bytes can be guessed independently.

In our case, the property on the third round output still holds. Nevertheless,
it only allows to exclude 255 out of 256 keys for each substitution box. This was enough
for the AES, but in our case an adversary would still be left with 255! valid substitution
boxes, so that a more subtle approach is needed.

In [26], Biryukov and Shamir present an attack on SASAS, a generic construc-
tion with three rounds of random key-dependent substitution boxes linked by random
key-dependent affine layers. Following their approach, the saturation attacks on the
AES can be adapted to C but with a non-negligible cost. In this approach, an exhaus-
tive search on 8 bits (as necessary with the AES) is replaced by a linear algebra step
which requires 224 operations. The additional workload is thus of the order of 2'6. This
overhead implies that any attack with a complexity higher than 2''2 becomes infeasible.
In particular the saturation attacks on 7 rounds of the AES [51] should not apply to C.

We believe that saturation-like attacks are the biggest threat for reduced
rounds versions of C. Chances that such attacks apply to 10 rounds are however very
low.

C is Resistant to a Wide Variety of Attacks

Algebraic attacks consist in rewriting the whole block cipher as a system of
algebraic equations. The solutions of this system correspond to valid plaintext, cipher-
text, and key triples. Algebraic attack attempts on the AES take advantage of the
simple algebraic structure of the substitution box [36]. In our case, substitution boxes
can by no means be described by simple algebraic forms, and thus, algebraic attacks
will necessarily be much more complex against C than against the AES. We do believe
that they will be more expensive than exhaustive key search.

Slide attacks [27] exploit a correlation between the different round keys of a
cipher. These attacks apply for example against ciphers with weak key schedules or
against block ciphers with key-dependent substitution boxes and periodic key sched-
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ules. C uses independent perfectly random substitution boxes, so that all rounds are
independent from each other. Slide attacks cannot apply here.

The boomerang attack [162] is a special type of differential cryptanalysis. It
needs to find a differential characteristic on half the rounds of the cipher. Four rounds
of C being sufficient to be provably secure against differential cryptanalysis, 10 rounds
are necessarily sufficient to resist the boomerang attack. Similarly, neither differential-
linear cryptanalysis [20,99] nor the rectangle attack [19] apply to C.

11.9 A Fast Variant of C without Security Compromise

The main drawback in the design of C is the huge amount of pseudo-random
bits required for the key schedule. Having to generate hundreds of thousands of bits
with the Blum-Blum-Shub generator is unacceptable for many applications. We propose
here an adaptation of C, enjoying the same security proofs, but requiring much less
pseudo-random bits.

Using Order 2 Decorrelated Substitutions Boxes. One can note that the security
results obtained in sections 11.2, 11.3, 11.4, 11.5, and 11.7 do not require from the
substitution boxes to be perfectly random permutations. In reality, one only needs to
have order 2 decorrelated substitution boxes.

Suppose we have a family Do of order 2 decorrelated substitution boxes. Using
the Blum-Blum-Shub generator and the same method as for the standard C key sched-
ule, we can generate a set of 160 substitution boxes from Dy indistinguishable from 160
randomly chosen Do boxes. Again, it is possible to prove that any attack on a keyed
C using substitution boxes in Ds requires to be able to distinguish the output of the
Blum-Blum-Shub generator from a perfectly random binary stream.

Hence, apart from the resistance to impossible differentials, all proved security
arguments of C remain untouched when using boxes of Ds. However, each time the key
schedule required log, 256! bits from the Blum-Blum-Shub generator, it only requires
logy |D2| now.

AP %: a Good Family of Order 2 Decorrelated Substitution Boxes. From
what we have just seen, whatever the family Dy we use, most of the security results will
still hold. For optimal efficiency, we need to select the smallest possible such family. It
was shown in [4] that any family of the form

Dy={X—A®B S(X): ABe{0,1}%,B#0}

where S is any fized permutation of GF(2%) (and where - represents a product in GF(2%))
is decorrelated at order 2. We propose to use the family

DQZ{XHA@i : A,Be{o,l}s,B;«éO}.

This family contains 2'6 elements and the substitution boxes can be chosen uniformly

in Ds from 16 bits of the Blum-Blum-Shub generator. The first 8 bits define A, the last
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8 define B. So, the whole key schedule for ten rounds of C only requires 2 560 pseudo-
random bits and should be about 100 times faster than an unmodified C with perfectly
random permutations. One may believe that this construction is very similar to that
of the AES (assuming that the round keys are independent and perfectly random).
Nevertheless, deriving the AES construction from ours requires to set B = 1. The
family obtained in this case is no longer decorrelated at order 2, so that, unfortunately,
none of the security results we obtained for C directly applies to the AES.

Security Considerations. Even if this might not be the case for any order 2 decor-
related family of substitution boxes, it is interesting to note that C built on the family
D5 we chose is also resistant to impossible differentials. As for perfectly random per-
mutations, lemmas 11.9 and 11.10 can both be proved for boxes of the form A ® %.

None of the security results we obtained requires using perfectly random per-
mutations and substitution boxes of the form A & % are enough. We believe that
achieving the same security level with perfectly random permutations is possible with
fewer rounds. More precisely, it may be possible to obtain a trade-off between the
number of rounds and the level of decorrelation of the random substitution boxes.
Fewer rounds lead to fast encryption/decryption procedures but require a higher level
of decorrelation. In this case, more pseudo-random bits are necessary to generate each
substitution box, and this may lead to a (very) slow key schedule. The best choice
depends on the application.

11.10 Implementation and Performances

Implementation. As seen in Section 11.1, before being able to use the Blum-Blum-
Shub generator, one needs to generate two strong-strong-primes p and ¢, which is not
an easy operation: it has a complexity of O((logp)®). For primes of length 1024, this
takes one million times more operations than generating a prime of the same size. Some
optimizations exist to improve the constant factor in the prime number generation [71]
and can become very useful for strong-strong-prime numbers.

When implementing C, the same optimizations as for the AES are possible. In
particular, one round of C can be turned into 16 table look-ups and 12 xors. Basically,
the output can be split in four 32-bit blocks, each of which only depends on four bytes
of the input. However, all the tables of C are different from each other. This is the
only reason why encrypting/decrypting with C could be slower than with the AES.
Considering standard 32-bit computers, this has little influence in practice as the 160
tables still fit in the cache of the CPU. The required memory is 160-256-4 = 160kBytes.
This however becomes an issue when implementing C on a smartcard (but who wants
to implement Blum-Blum-Shub on a smartcard anyway?) or on a CPU with 128kBytes
of cache.

We programmed C in C using GMP [55] for the key schedule operations. On
a 3.0 GHz Pentium D, we obtain encryption/decryption speeds of 500 Mbits/s. Gen-
erating the 160 substitution boxes from the 128-bit secret key takes 2.5s when using
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perfectly random permutations and 25ms when using the A® % construction. Note that
to decrypt, it is also necessary to invert the substitution boxes. This takes a negligible
time compared to the generation of the extended key, which is the most expensive step
of the key schedule.

Applications. Given the timings we obtained, it appears that using C for encryption
purpose is practical, in particular with the shortened key schedule. Of course, a key
schedule of 25ms is much slower than most existing key schedules but is still acceptable
in a large majority of applications. This can become negligible when the amount of
data to encrypt becomes large.

The 2.5s obtained for the “most secure” version using perfectly random sub-
stitution boxes is suitable for only a few very specific applications. However, we believe
that in the case where a very high security level is required, this price is not that high.
This might not be an issue in certain cases when the key schedule is run in parallel
with some other slow operation, like for hard disk drive encryption (for which the key
schedule is performed only once during a boot sequence which already takes several
seconds).

In some other circumstances however, C is not usable at all. For example,
when using it as a compression function in a Merkle-Damgard construction, as one key
schedule has to be performed for each block (hashing a 1 MByte message would take
more than one day).

Further Improvements. It is known that outputting a(n) = O(loglogn) bits at each
iteration of the Blum-Blum-Shub generator is cryptographically secure [159]. However,
for a modulus n of given bit length, no explicit range for a(n) was ever given in the
literature [114]. Finding such a constant could considerably improve the speed of the
key schedule of C.

Another possible improvement to the key schedule would be to rely on some
other cryptographically secure pseudo-random generator. The pseudo-random genera-
tor on which the stream cipher QUAD [13,14] is based may be a good candidate: it
offers provable security results and achieves speeds up to 5.7Mbits/s. Using such a
construction would certainly improve the key schedule time by an important factor,
so that the “most secure” version of C might compare to the current version using
derandomized substitution boxes.

C vs. the Vernam Cipher. Since we need to assume the independence of the round
key bits in our security proof, we have to use a cryptographically secure pseudo-random
bit generator to fill the gap between theory and practice. Yet, in the best case, we need
to generate approximately 3 000 key bits, which is more than the 2-128 = 256 bits that
can be encrypted in a provably secure way. Obviously, one can wonder why not use
the Vernam cipher in that case. We note that once the security of the Vernam cipher
starts to decrease, it does exponentially. In contrast, it is not clear that 24 queries
(that corresponds to more than 3 000 bits) could allow one to distinguish C from C*.
Furthermore, even in the case where C is used with a fast key schedule that provides no
security guarantee, it is still true in general that an attack that would hold on C with
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this key schedule but not on C with perfectly random key bits could easily be avoided
by simply choosing a stronger key schedule.

11.11 Summary

We have introduced C, a block cipher provably secure against a wide range of
attacks. It is as fast as the AES for encryption on a standard workstation. Provable se-
curity requires a cryptographically secure key schedule. Consequently, the key schedule
of C is too slow for some applications.

As far as we know, C is the first practical block cipher to provide tight security
proofs that do take into account the key schedule. It is proved that C resists:

e 2-limited adaptive distinguishers,

e linear cryptanalysis (taking into account the possible cumulative effects of a linear
hull),

e differential cryptanalysis (similarly considering cumulative effects of differentials),
e iterated attacks of order 1
e and impossible differentials.

We also give strong evidence that it also resists: algebraic attacks, slide attacks, the
boomerang attack, the rectangle attack, differential-linear cryptanalysis, and, to some
extent, saturation attacks. From our point of view, the most significant improvement
that could be made on C would be to give a bound on the advantage of the best d-limited
adversary for d > 2.

“Mind you, even I didn’t think of that one... extraordinary.”
Chief Insp. Hubbard
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KFC: the Krazy Feistel Cipher

In the previous chapter, we presented C, a block cipher construction prov-
ably resistant to (among others) linear and differential cryptanalysis (where the linear
hull [125] and differentials [97] effects are taken into account, which is unfortunately
not usual in typical security proofs of block ciphers), several of their variants, 2-limited
distinguishers and thus, all iterated attacks of order 1. Our aim in this chapter, is to
design a block cipher based on the same principles as C but provably secure against
g-limited distinguishers for large values of q. We call this construction KFC as it is based
on a Feistel scheme [50]. KFC is practical in the sense that it can be implemented and
reaches a throughput of a few Mbits/s. This is clearly too low for most applications,
but maybe not for all of them. Our objective here is to give more weight to the security
proofs than to the throughput of the final implementation. Consequently, just as the
typical security proofs of block ciphers do not compare to those that KFC enjoys, the
encryption speed reached by KFC does not compare to those of nowadays block ciphers.

Instead of first describing KFC and then review all features and security results
that we could prove, we use in this chapter a different approach, closer to the time
succession of the questions and issues that we raised (and hopefully solved most of
the time) during our research. In the first section, we give some hints about why we
choose to use a Feistel scheme [50] for KFC. A description of the structure of the
random functions we use in the Feistel scheme is then given in Section 12.2 along with
the intuitive reason why we choose this one in particular. The exact advantage of the
best 2-limited distinguisher is computed in Section 12.3, and in Section 12.4, we show
how to bound the advantage of higher order adversaries. Sections 12.5 and 12.6 give
implementations results and conclude this chapter.

Throughout this chapter, a perfectly random function denotes a random func-
tion uniformly distributed among all possible functions on the appropriate sets. Conse-
quently, when referring to a random function, nothing is assumed about its distribution.
Also, we will not define any key schedule algorithm for KFC. The reasons are twofold.
First of all, one could easily adapt the key schedule of C to KFC (for reasons that will
be obvious by the end of Section 12.2), except that much more random bits will be
necessary, as we will see. Secondly, we hope that the ideas on which the design of KFC

— 185 —



Chapter 12 KFC: the Krazy Feistel Cipher

relies will lead to new, more effective constructions. We do not expect KFC to be used
as-is, although it could be of course. For this last reason, we assume in the whole chap-
ter that all the random functions (F-boxes) and the random permutations (S-boxes) are
mutually independent.

12.1 From the SPN of C to the Feistel Network of KFC

The block cipher C (introduced in the previous chapter) achieves goals similar
to those we want to achieve with KFC: being resistant to 2-limited adversaries, it is
secure against all iterated attacks of order 1. These results are obtained by exploit-
ing strong symmetries (induced by intrinsic symmetries of the confusion and diffusion
layers) in the order 2 distribution matrix of C. Unfortunately, we are not able to ex-
hibit similar symmetries for higher orders. It appears that layers of perfectly random
permutations are suitable for proving security results at order 2, not above.

Instead of explicitly computing the advantage of a ¢-limited distinguisher we
will try to bound it by a function of the advantage of the best (¢ — 1)-limited dis-
tinguisher, and apply this bound recursively down to order 2 (which we know how to
compute). This seems clearly impossible with layers of random permutations as two
distinct inputs will always lead to two correlated outputs. However, this is not the
case anymore when considering a layer of mutually independent and perfectly random
functions. For instance, two distinct inputs of a perfectly random function yield two
independent outputs. Similarly, if the two inputs of a layer of functions are distinct on
each function input, the outputs are independent. This extends well to a set of g texts:
if one text is different from all the others on all function inputs, the corresponding
output is independent from all other outputs. A formal treatment of this idea is given
in Section 12.2.

However, layers of random functions cannot always be inverted and thus do not
fit in a classical SPN structure. The straightforward solution is to use these functions
as the round functions of a Feistel scheme [50]. Moreover, decorrelation results on the
round functions of a Feistel scheme extend well to the whole construction. Indeed,
Theorem 10.5 shows that if we can instantiate independent random functions secure
against all ¢g-limited distinguishers, we can obtain a block cipher provably secure against
any ¢-limited distinguisher. In the following sections, we focus on building a round
function Fgpc following the ideas we have introduced here.

12.2 A Good Round Function for the Feistel Scheme

To analyze the behavior of a layer of random functions, we consider the con-
struction Fg : {0,1}™ — {0, 1}" defined on binary strings of length n > 0 by

Fsir = Sz o Fa o Fy,
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Figure 12.1: Increasing the decorrelation order using a layer made of small independent
and perfectly random functions

where Fy : {0,1}" — {0,1}" is a random function, S3 : {0,1}" — {0,1}" is a random
permutation, and Fy : {0,1}" — {0,1}" is a layer made of small independent and
perfectly random functions on m bits (see Figure 12.1(a)). We therefore assume that
m|n, i.e., there exists £ > 0 such that n = £-m. We assume that Fy, Fa, and S3 are
mutually independent. Let A, denote the best g-limited (adaptive or non-adaptive)
distinguisher between Hyp : F = F* and Hy : F = Fg in the Luby-Rackoff model (see
Section 10.1), where F* : {0,1}" — {0,1}" denotes the uniformly distributed random
function from {0,1}" to {0,1}". We obtain an interesting property, making it possible
to relate Adva,(Ho,H1) to Adva, ,(Ho,H1). We consider a set of ¢ inputs of the
function Fs¢ and denote the corresponding random outputs of Fy by X ... x(@)
where X () = (ka), .. ,Xék)) for k=1,...,q. Let e be the event

{Hk: efl....qystVje{l... .0 XM ¢ {X}”,...,X](’“U,Xj(.’““),...,X§”}},

that is, e is the event that one of the ¢ inputs is different from all the others on the
¢ blocks. If e occurs, at least one of the outputs of the functions layer is a uniformly
distributed random variable independent from the others. More formally, we have the
following lemma.

Lemma 12.1 With the notation introduced in this section we have, for all permutations

S?n
Adva,(Ho,H1) < Adva,_, (Ho, Hi) + Prle]. (12.1)
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Proof. We first note that conditioning the expression of the advantage Adva,(Ho,H1)
by the event e leads to

AdVAq(Ho, Hl)
= |[(Pru, [Aq = 1|e] — Pru[Aq = 1[e])Prle] + (Pru, [Aq = 1[e] — Pru,[A = 1[e])Prfe]|
< |Pry,[Aq = 1le] — Pry,[Ay = 1]e]| + Pr[e].

Without loss of generality, we can assume that the adversary does not make the same
query twice (as this would not increase its advantage) and that the event e is true for
the gth query z,. This means that (Fi(x,)); is different from all (Fy(z;)); for i < ¢
and 1 < j < N and thus, (F2 o F1)(z4) is a uniformly distributed random variable
independent of (Fy o Fy)(z;) for all i < q. As Sg is a permutation, this property is still
true for (Sg o FpoFq)(zq) = Fsr(24). Denoting by Y this random variable we have:

PrFe(z1) = y1,...,Fsi(zq) = yqle] = Pr[Fss(z1) = y1,..., Fsir(Tg—1) = Yg—1,Y = 4]
= 2_nPr[stF(x1) =Y, stf(xq—l) = yq—l]-

Let A = |Pry, [A; = 1|e] — Pry,[A, = 1|e]|. Similarly to the proof of Theorem 10 in [155]
we know that:

Tq

1 —d
A= B H}U?X%: . -max%: ‘Pr[stf(.’IJl) =y1,...,Fs(xq) = yqle] — 2 dn|
1 q

From the two previous equations we obtain that:

1 ~ .
4 = QHﬁXZy ‘“Hi?XZy 2 H‘Pr[stF(xl)Zyla..-,stf(ﬂﬁq—l):yq—ﬂ—2( Dn
1

q

1 —(d—1)-

- 2%?}(;' gﬁ(; ‘Pr[FSfF(xl) =y, Fofr(wg-1) = gga] — 270"
1 q—1

= AdVAq_l(HO; Hl)

O]

Why Lemma 12.1 is not Enough. From the previous inequality, it seems natural to
consider a substitution-permutation-like construction made of an alternation of layers
of independent and perfectly random functions and layers of linear diffusion (as shown
on Figure 12.1(b)). Intuitively, one could think that (as it is the case when iterating
random permutations) iterating random functions is sufficient to decrease the advantage
of a distinguisher. However, this is definitely not the case. Indeed, consider a 2-limited
attack where the two plaintexts are equal on £ — 1 blocks and different on the last block.
There is a non-negligible probability 27" that, after the first layer of functions, both
outputs are completely equal, thus leading to a distinguisher with advantage 2. For
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practical values of m (e.g., m = 8), this is not acceptable. Intuitively, this means that
we need a good resistance to 2-limited adversaries to initialize the recurrence relation
of equation (12.1).

The Sandwich Technique. As proved in Chapter 11, a substitution-permutation
network (SPN) made of layers of mutually independent and perfectly random permu-
tations and of well chosen linear diffusion is efficient against 2-limited distinguishers.
Intuitively, this means that any set of ¢ inputs will lead to a set of ¢ pairwise indepen-
dent outputs. As we will see in Section 12.4, pairwise independence is exactly what we
need to apply the recursive relation (12.1).

For these reasons the construction we choose for Fxpc consists in sandwiching
the construction sketched on Figure 12.1(b) between two SPN using layers of mutually
independent and perfectly random permutations.

Description of Fxrc. The round function Fxgc : {0,1}" — {0,1}" used in the Feistel
scheme defining KFC is based on three different layers:

e a substitution layer S made of £ mutually independent and perfectly random m-bit
permutations (and thus n = ¢-m),

e a function layer F made of ¢ mutually independent and perfectly random m-bit
functions,

e a linear layer L which is a ¢ x ¢ matrix of elements in GF(2™) defining an MDS
code (for optimal diffusion), which requires ¢ < 2m~1,

Let 71 and ro be two integers. The round function Fxrc of KFC is defined as:

Fkrc = FKFC[rl,m} =So(Lo F2o..oLo F(I)) o(Lo SMo...oLo S(l))a

where the S, S0 .. SM F2)  F) are mutually independent.

Description of KFC. The block cipher KFC : {0,1}?" — {0,1}?" is a 3 rounds Feistel
scheme where each round function is an independent function corresponding to Fkrc.

12.3 Exact Security of Fxrc against 2-limited Adversaries

Shrinking [Fkrc]?

As all layers of Fxpc are mutually independent, then according to Lemma 10.1
the 2-wise distribution matrix [Fxrc]? can be expressed as

[Fkrc? = [So(LoF™ o ..LoFM)o (Lo S o...LosM)]?
= ([SP? < [L*)"™ x ([F]* x [LJ*)"2 x [S]*. (12.2)

Each of these matrices is a 22" x 22" square matrix, which makes direct computations
impossible for practical parameters. In the rest of this section we will exploit symmetries
in order to reduce the computation to a product of (¢ 4+ 1) x (¢ 4 1) square matrices.
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In the rest of this chapter we considers each element of {0,1}" as a ¢-tuple of
elements in {0, 1}". Similarly to what we had in Section 10.5, the support of a € {0,1}"
is the binary ¢-tuple with 1’s at the non-zero positions of a and 0 elsewhere. It is denoted
supP(a). The weight of the support, denoted w(SupP(a)) or w(a), is the Hamming
weight of the support. When considering a pair z, 2’ € {0,1}", the support of the pair
is SUPP(z @ /).

Distribution matrices at order 2 are indexed by pairs of texts. Using symme-
tries at two levels, we will first shrink them to 2¢ x 2¢ matrices indexed by supports of
pairs and then to (¢ 4+ 1) x (£ + 1) matrices indexed by weights.

Since we assume that the random substitution boxes of the S layers are inde-
pendent and uniformly distributed, we note that S exactly corresponds to the S-box
layer studied in Section 10.5. Using the two matrices PS and SP respectively defined in
(10.7) and (10.8), and which verify (according to Lemma 10.3)

SPxPS=1Id and PSxSP=[S]?

we note that (12.2) can be written as

[Fkec]? = (PS x SP x [L]3)™ x ([F)? x [L]*)™ x [S)?
= PSx T xSP x [L]2 x ([F]2 x [L]?)™ x PS x SP (12.3)
where
L=SP x [LJ* x PS. (12.4)

Note that L is a 2¢ x 2¢ matrix indexed by supports.

Similarly since we assume that the random function boxes of the F layers are
independent and uniformly distributed, we note that F exactly corresponds to the F-box
layer studied in Section 10.5. According to Lemma 10.4 we can then write (12.3) as

[Fkrc)? = PSx " % SP x [L]2 x (PS x F x SP x [L]*)"* x PS x SP
— PSx T xSP x 1% x PS x (F x SP x [L]? x PS)"2 x SP
= PSxL"' x(FxL)?xSP (12.5)

where F is a 2¢ x 2¢ matrix indexed by supports and defined by

Fr = Lycys (s - 10",

where s = 2™. To simplify (12.5) we will now take advantage of the fact that L is a
linear multipermutation. Starting from the definition of L in (12.4) we have

2
Ly = Z ZSP%(JW’)[L](mvx’)v(%y’)PS(yvy')f/

(z,2') (y,y)

= Sie(s - 1)7w(7) Z 1’7:SUPP(I€31/)1'y’=SUPP(L(.’E@x’))

(z,2')

= (s— 1)_w(7) Z 17:SUPP($)17/:SUPP(L(I))'

- 190 —



Section 12.3 Exact Security of KFC against 2-limited Adversaries

The sum in this equation is the number of texts of a given support v that are mapped
by the MDS linear layer L on a text of support 7/. According to Theorem 11.2, the
number of codewords with given supports can be explicitly computed for any MDS code
and, amazingly, only depends on the weights of the supports v and /. If we let s = 2™
and denote by C the MDS code defined by the linear diffusion of KFC, we obtain that

tw = (s — 1)7w('y) We(w(y) + w(/y/))

57 , (12.6)
(w(7)+w(7’))

where We(i) = () X5y () (=1)'79 (¢ = 1) for i > £, We(0) = 1, and We(i) = 0

7

for 0 < i < £. As the previous equation only depends on the weights of v and v/, we
naturally define to new transition matrices’ WS and SW from support to weight and
from weight to support respectively:

-1
SW'y,u) = 1w(.y):w and WSw’,Y = 111}(’)/):’11} <f}> (127)

where vy € {0,1}* and w € {0,1,...,¢}. Note that
WS x SW = Id. (12.8)

Lemma 12.2 Let M be 216 x 216 matriz indexed by supports, such that there exists a
5% x 5% matriz M indexed by 4-tuple of weights in {0, ...,4} verifying

M =SW x M x W5
where SW and WS are defined in (12.7). Then
1Ml = [M]]]so-

Proof. By definition,

_ — AN —
|||M|||OO = m3XZ Z 1w(7):w1w(’y’):w’Mw,w’ <w,> = m$XZ Mw('y),w'

,Y/ 'LU,'LU/

from which we easily conclude. O

Starting from the expression we obtained for L in (12.6), and using the two
new transition matrices, it is easy to see that

B —w We(w + w’)
Ly = Z Lu(y)=wluw(y)=uw (s = 1) W
ww w—+w’

w

We(w + w') < 4
(w—2|-£w’)

!'Note that even though the notations are the same than the transition matrices used in the previous
chapter, the definition differ.

— Z Sny,w(S — 1)7w ,> WSwl7,yl.
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Defining the (¢ + 1) x (£ + 1) matrix L by

Lyw =(s—1) # (w’) (12.9)
(w+w’)
for all w,w’ € {0,..., ¢}, the previous expression reads
L =SW x L x WS. (12.10)

Noting that using (12.8) we have
I = (SW x L x WS)™ = SW x (L x WS x SW)" L x T x WS =SW x L x WS,
=Id
we can deduce from the discussion on L that (12.5) can written as
[Frc]? = PSx SW x L xWS x (Fx SW x L x WS)™ x SP
= PSxSWxL. ><(f><f)’”2 x WS x SP,
where F is the (£ +1) x (£+ 1) matrix indexed by weights such that
F=WS x F x SW.

We can obtain a closed formula for F since for all w,w’ € {0,...,0} we have

= _ AN

Fur = 3 WS Fr Wy = <w> (s — 1) Z 1, wrlcs

7Y
where
0\ (w
Z L —wlwen—wlycy = lu<w D Lum—w Y Lut)—w 1ycy = lur<w w) L )
¥ v

We summarize our results in the following theorem.

Theorem 12.1 With the notations used in this section, the 2-wise distribution matrix
[Fkrc]? of the round function Fkgc can be written as
[Frrc)? = PS x SW x L x (F x )™ x WS x SP, (12.11)

where PS, SP, SW, and SW and the four transition matrices respectively defined in

(10.7), (10.8), and (12.7), and where both F and L are (£ + 1) x (£ + 1) matrices indeved
by weights and respectively defined by

= - ’ w
Fw,w’ =S5 w(s - 1)w 1w’§w< l>

= —oWelw+w') (¢
I—w,w’ - (S 1) (wil;u/) w'
for all w,w" € {0,...,0}, where We(i) = (2f) Zé«:“_l (;‘.)(—1)1'_]'(5]'_Z —1) fori > ¥,
We(0) =1, and We(i) =0 for 0 <i < L.

and
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Practical Computation of the Best Advantage

The expression we just obtained for [Fxrc]? leads to a simple practical expres-
sion for ||[Fkrc]? — [F*]?|la- We first note that

[F*]%m,x’),(y,y’) = S (1x®$’76057€ + 1x@$’:01y@y’:0)
= 5 (Lu@ee#05~ + Lu@as)=0Lwyey)=0)
= Y PSteany (w205~ + Lug=olu(yn=o)(s = )"V SP.
Yy

M%A//

where m%v’ further simplifies to
M, = Z 1w=w(7)1w’=w('y/)(1w7ﬁ034 + Ly=olur—o)(s — 1)"
W, o [
- Z SW’Y»w (1w7505 + Ly=0luw=0)(s — 1) w' Wsw’,v’a
My, 0
so that B _
[F*]2 =PS x M x SP = PS x SW x M x WS x SP. (12.12)

Theorem 12.2 Let ry and o be two positive integers. The respective advantages of the
best 2-limited non-adaptive adversary An, and of the best 2-limited adaptive adversary
Aa against Fkrc = Fipcjry ) = S0 (Lo F)™ o (Lo S)™ are

* * L.z FoT\ IV
Adva,, (Fiec, F*) = Adva, (Free, F) = SII[T % (Fx D2 = M|,

where L, ?, and M are three (£+1) X (£+1) matrices indexed by weights and respectively
defined for all w, w' € {0,...,¢} by

T —w WC (w + w/) ¢ T —w w’ w
Lw7w/ = (S — 1) W /u)/ N Fw7w/ = S (S — 1) ]_w/Sw wl :
w—+w’

and

i L
Mw,w’ = 1w75087£(8 — 1)w <U)/> + 1w:01w’=07

where s = 2™, We(i) = (21.@) Z§:£+1 (;)(—1)i_j(sj_é — 1) fori > £, We(0) =1, and
We(i) =0 for 0 <i <.

Proof. According to Theorem 10.1 we known that
*\ 1 2 1px12 *\ 1 2 p*12
Adva(Frre, FY) = S lI[Fkrc]” = [F77ll2 - and - Advia(Frre, F*) = SlII[Frrc]” = [F]7 oo
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¢ =8 and s = 28 ¢ =8 and s = 216 ¢ =16 and s = 28
20 1 10 | 100 0 1 10 | 100 0 1 10 | 100

0| 1 [275|2°8|2°8 1 [2713] 2716|916 1 2=4 | 278 | 9-8
275 2750 2752 2749 2713 27114 27116 27113 274 2795 27104 27103

2753 2752 2749 27110 27117 27116 27113 2787 27104 27104 27103
2—62 2—53 2—52 2—49 2—128 2—117 2—116 2—113 2—120 2—104 2—104 2—103

W N =
[\)
|
N
(@)

Table 12.1: Advantage of the best 2-limited distinguisher against Fxgc.

From the expression (12.11) we obtained for [Fkrc]? in Theorem 12.1 and the expression
of [F*]? in (12.12) we see that

[Frrc]? — [F*]2 = PS x SW x (f” x (F x D)2 —ﬁ) x WS x SP.
We can easily deduce the announced result from lemmas 10.5 and 12.2. O

Explicit values of this advantage for some typical values of ¢, s,71 and ro are
given in Table 12.1 and were computed using Maple [106]. We note that r;1 = 3 is
enough (at least for these parameters). Moreover, the advantage increases with the
value of ro. The reason is that the more F layers there is, the higher is the probability
of an internal collision.

12.4 Bounding the Security of Fxrc against Adversaries of
Higher Order

Replacing F by Fo S

To simplify the proofs, we will replace each F layer of Fxgc by FoS. Both con-
structions are completely equivalent in the sense that any decorrelation result holding
for the latter also holds for the original construction, as shown in the following lemma.

Lemma 12.3 Let ¢ > 0 be a positive integer. Letting S and F respectively be the
substitution and the function layers of KFC, we have

[Fos]? = [F.

Proof. For any « = (z1,...,%¢),y = (Y1,-..,Yq) € {0,1}" we have:

FoS

[Fo S]((]x,y) = Prl(z1,...,2¢) — (y1,...,Yq)]

¢
F* C*
= HPT[(ZEl,i, Ce Tg,i) — (Y165 -+ Yq,i)]
i=1
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where F* (resp. C*) denotes the uniformly distributed random function (resp. permu-
tation) from {0,1}™ to {0,1}"™. Consequently, we have

0
1 F*
[FoSl,,) = | |1 g 2 Prl(e(@ra), - e(24.) = (Wris- - Yg)
1= C

¢
F*

= JIPrl(zri .- 200) — (Wi Yga)]

=1

since the probability that (uj,us, ..., uq) L (v1,v2,...,74) does not depend on the
particular values of the u;’s but on how many distinct values there are in the set, which
is not changed by applying a permutation c. It follows that

F
[F (0] S]C(]if,y) - Pr[(xla N 7xq> - (yl’ R yq)} = [F]((Izvy)

From now on, we study the construction Fxrc = Fircjr, r,] defined by
Fkrc = So(Lo F(r2) o g(ritr2) o .. oL o F o g(r1+1)) o(Lo S o...0Lo 5(1))’ (12.13)
which is completely equivalent (in terms of security) than the original definition of Fxgc.

Assumption 12.1 For r; > 2, any ¢ € {0,...,r2} and any 2-limited distinguisher As,
we have

Adv a, (FKeCpry ro)s F*) = Adv A, (Frrcpr i, FY)-

This assumption seems natural from Table 12.1, although it might prove wrong
in the general case (in particular, the threshold for 7 might be different for other values
of ¢ and s). However, we experimentally verified it for all values of the parameters we
consider in the rest of this chapter.

In practice, when the advantage of the best 2-limited distinguisher against
Fkrc is negligible, Assumption 12.1 means that this is also the case before any F layer.
The inputs of any F layer can thus almost be considered as pairwise independent.

Taking Advantage of the Pairwise Independence

For all i € {0,...,r2} we denote by

X = (X 1219

the output of Fyrcf,; when the input corresponds to the kth query (so that k =
1,2,...,q). This notation is illustrated on Figure 12.2. Under this notation, we obtain
the following lemma, which is a direct consequence of Lemma 12.1 in Section 12.2.
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L L
[ l
rrrrrrrrrrrrrrrrrrr rrrrrrrrrrrrrrrrrrr
X2 X2 XX
rrrrrrrrrrrrrrrrrrr fffffffffffffffffff
L L
[ l
fffffffffffffffffff fffffffffffffffffff
XX X3k X5
fffffffffffffffffff fffffffffffffffffff
L | L L
[ l
fffffffffffffffffff rrrrrrrrrrrrrrrrrrr fffffffffffffffffff
X5 X5 X5k X 1Xs3 X5 X33 eyt
First query Second query Third query

Figure 12.2: Illustration of the notation in (12.14) for r; =1, 72 = 2, and ¢ = 3

Lemma 12.4 Let 71,72 > 0 be two positive integers and let Fxecpr, r,) be as in (12.13).
For allq>1 and alli € {1,...,r2} we have

Adva, (Fkrcp iy FY) < Adva,_, (Fkrcp i, FY) + Prieil,
where e; is the event that one of the q inputs is different from all others on the £ blocks
at the output of Fxrcpr, i—1), i-€.,
e = {er (1,...,q}st.¥jef{l,... .0}
x () ¢ {X(l) x k1) x(k+1) X.@}}
X e Xy .

] 2 AR A

Proof. Let i € {1,...,r2}. Applying Lemma 12.1 with e = e;, F1 = Fxrc[,,i—1), F2 = F,
and S3 = S o L allows to conclude. ]

From the previous lemma, we see that bounding Pr[g;] will allow us to re-
cursively bound Adva, (Fkrcjr, i), F*). Before we try to bound Pr[e;], we first prove a
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very simple lemma, which shows that if the advantage of the best 2-limited adversary
against Fkpc is negligible, then the probability that two given m-bit outputs (among
the N possible) are equal is close to 27,

Lemma 12.5 Let r1,72 > 0 be two positive integers, let i € {0,...,r2} and let Fxrcp, 4
be as in (12.13). Let

_ 2 o F*
€= olgn%)ﬁz BestAdv (FKFc[rl,z]v F)

be the maximum advantage over all rounds of the best 2-limited adversary. With the
notations used in (12.14) we have for all k # k', i € {0,...,r2}, and j € {1,...,N}:

k k
Prx® = x"

Proof. Let A be the 2-limited distinguisher against Fygcjr, ; which outputs 1 when
x®) _ x*)

i i and 0 otherwise. By assumption, its advantage

AdvA(Fkecr > FY) = |Pre—krcp i[A = 1] — Pre—p«[A = 1]|

is bounded by e. By definition we have Pre_grcj, /A = 1] = Pr[Xi’fj = Xl’f;] and, on
the other hand, Prp_g«[A = 1] = Pr[U = U’] where U and U’ are two independent
m-bit uniformly distributed random strings. This allows to conclude. O

Lemma 12.6 With the notations of lemmas 12.4 and 12.5, we have that

Prls] < 1-— (1 C(g—1) (;ﬂ + e>)Z (12.15)
foralli € {0,...,ra}.

Proof. For all i € {0,...,r}, let A\; denote the number of Xi(k)’s different from all other
texts on all ¢ blocks, i.e.,

Using the linearity of the mean and the independence between the £ blocks we obtain
¢
1 2 3
EO) =q- (Prix() ¢ (x3, x9,.. x0Y)

2y

Letting P, = Pr[Xi(ll) ¢ {XZKQI),X.(?i), . .,Xi(ql)}], it is easy to show by induction on ¢
that Py > 1— (¢—1)(5 +¢€). For ¢ =1 the result is trivial. Assume that the result is
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true for some arbitrary q. Using the result of Lemma 12.5:
2 1 +1
P‘H‘l = P PI‘[ ¢ {Xz( 1)’ Xz( 1)7 T 7Xi(,q1)}’ Xi(,l) = Xi(,ql )}

> Py Pr[XfB = X1 P - @ " ) ,

)

from which we conclude that P, > 1 — (¢ — 1) (2%1 + e) for all ¢ > 0. From this and
from the expression we obtained for E();) we deduce that

E(\) > (1 - ‘12_ml> . (12.16)

Since we also have that
Z EPr[A ] <q-Pr[\; #0] =q-Prle],

we deduce from (12.16) that
1 l
Pr[ei]§1—<1—(q—1)(2m+e)> .

Based on lemmas 12.4 and 12.6 it is now possible to upper-bound the advantage
of the best g-limited distinguisher for ¢ > 2.

O]

Theorem 12.3 Let 1,79 > 0 be two positive integers. For any positive integer ¢ > 1,
the advantage of the best q-limited distinguisher Ay between Fxcpy, ) and F* is such
that

—_

Adva, (Frcpr r) FY) <€ (1 — (1 —i(gm +€))E> ;

Q

l\’)

=
where € = maxg<i<r, BestAdvz(FKFc ir,i) )

Proof. Using the results obtained in lemmas 12.4 and 12.6 successively, we get
AdVAq(FKFC[m,rg]v F*) < AdVAq_1 (FKFC[n,Tg]’ F*) + Pr[ém]
L
S AdVAq—l(FKFC[Tl,TQM F*) + 1 - (1 - (q - 1)(2% + 6)) °

Applying the same two steps recursively we get

—_

Adva, (Fkrcpr m)s F) < Adva, (Frrcpr ) FY) + (1 — (1 —i(g + 6))Z) .

Q

s
[|
N

We conclude using the assumption that Adva, (Fkrc| F¥) <e. O

r1,72]>

Obviously, the bound on Pr[g;] we obtained in Lemma 12.6 cannot be used
directly to obtain a meaningful bound on the advantage of high order distinguishers
since the bound obtained in Theorem 12.3 is not tight enough. We address this problem
in the following subsection.
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Considering Several Rounds at the Same Time

We can improve the previous approach by considering ¢ successive e; events
and give an upper bound on the probability that none of them occurs.

Lemma 12.7 Let r1,79 > 0 be two positive integers and let Fxrcpy, ry) be as in (12.13).
Forallq>1, alli € {1,...,ro}, and all t <i we have

Adva, (Fkrcpr i, F*) < Adva,_, (Fkecpr iy FY) + Prfer, e, ... &,
where €; is the event that one of the q inputs is different from all others on the £ blocks
at the output of Fkrcpr, i—1), i€,
e = {ak; e{l,....qt st.Vje{l,... 0} :
x® ¢ {X“) X(’“‘”,ng.“),...,Xf’?} }

i.j iy

Proof. Let i € {1,...,72}, let t < i, and let Hy : F = F* and Hy : F = Fggcp, 5 We
denote by e the event ey Ueg U---Uey, sothat e =€ NeN---Neg. We have

AdVAq(H(), Hl)
— |(Pri,[Aq = 1le] — Prig A, = 1e])Prle] + (Pry [A, = 1[e] — Py [A, = 1[e])Prfe]
< |Pry, [Aq = 1le] — Pry,[A, = 1|e]| + Pr[e].

Using the same approach than that of the proof of Lemma 12.1, it is easy to see that
[Pry, [Aq = 1le] = Pryy[Aq = 1[e]| < Adva,_, (Ho, H1),

from which we deduce the announced result. O

Lemma 12.8 With the notations of Lemma 12.7, we have that for all i € {0,... 72}
and all t <73:

Pr[e,es,...,8] < (1 —(1=(¢—=1) (5= + e))é)t. (12.17)

Proof. For t = 0 the result is trivial and for ¢ = 1 it corresponds to that of Lemma 12.6.
Assume that ¢ > 2. We first have

Prle;, ey, ...,&] = Pr[eel, €2, ... ,8_1] - Pr[e1,€2,...,&_1].

As the bound (12.16) on E()\;) in the proof of Lemma 12.6 only relies on the pairwise
independence of the inputs of the i-th round, the bound given by equation (12.15) on
Pr[e;] can also be proved for Pr[e;|€1, €, ...,€6_1]. Iterating, we finally obtain that

Prier &, &) < (1- (1- (¢~ D) (5 +9)) -
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O

Based on lemmas 12.7 and 12.8 it is now possible to give a meaningful upper-
bound on the advantage of the best g-limited distinguisher for ¢ > 2.

Theorem 12.4 Assume that the advantage of the best 2-limited distinguisher against
FKFC[r1 o] @8 bounded by €. For any positive ¢ > 2 and set of integers {ta, ..., tq—1} such

that
q—1
> i<,
1=2

the advantage of the best q-limited distinguisher Ay against Fkecr, ) s such that

q—1 t
Adv A, (Frecpr s F) et Y (1= (1= (R +¢))
=2

Proof. Using the results obtained in lemmas 12.7 and 12.8 successively, we get
AdVAq(FKFC[Tl,Tg]a F*) < AdVAq,1 (FKFC[rl,rg]v F*) + Pr[éla €,... aétq_l]
¢
< Adva, (Frrc o F) + (1= (1= (0= 1) (5k +¢))

Applying the same two steps recursively we get

tg—1

—

t;
AdVAq(FKFC[’/‘L’/‘g}) F*) < AdVAQ(FKFC[Tl,rzb F*) + (1 - (1 - 7’(2% + 6))6) .

L=

=2
We conclude using the assumption that Adva, (Fkrcp, ro, F*) < € O
Fixing r;1 = 3, the previous theorem bounds, for any value of ¢ > 2, the

advantage of the best g-limited distinguisher against a given number of rounds ry of
Fkrc. In Table 12.2 we give the best bounds we obtain for various values of 19, ¢, £,
and m. If one aims at a specific value of ¢ and wants to select r9 in order to bound
the advantage of the best g-limited distinguisher, the best choice is probably to select
the t;’s such that Pr[e;,...,&,] < ¢, which bounds the advantage by (¢ — 1) - . The
following theorem generalizes this idea.

Theorem 12.5 Assume that the advantage of the best 2-limited distinguisher against
FKFClri,ro) 18 bounded by €. Let

te(B) = Intin {Prle,...,&| < [ -€} = [log<1—(1—(z)f(1[)3‘(6;}n n 6))[>-‘ :

For any q such that



Section 12.5 KFC in Practice

N =8and m =8

|2 3 4 s | 16 | 32 [ 64
10 | 27°2 | 2740 2717 272 | ] 1
100 2—49 2—49 2—49 2—46 2—11 1
250 2748 2748 2748 2748 2733 275
1000 9—46 | 9—46 | 9—46 | 9—46 | 9—46 | 9—35 | 9—2

N =8 and m = 16

rond 2 3 4 8 16 32 64
10 9—116 | 9=116 | 9—57 | o—11 1 1 1
100 | 2-113 | 9—113 | 9113 | 9—113 | 9—66 | 9—23 95
950 | 2-112 | 9—112 | 9—112 | 9—112 | 9—112 | 9—69 | 9-25
1000 | 2110 | 9=110 | 9—=110 | 9—110 | 9—110 | 9—110 | 9—110

N =16 and m =8
| 2 3 4 8 | 16 | 32 |64
10 27100 273t p a2 g 1 1
100 2—103 2—103 2—103 2—31 2—5 1
250 27103 27103 27103 2781 2718 1
1000 27102 27102 27102 27102 2782 2712 1

Table 12.2: Bounds on Adva, (Fkrcfr, ], F*) for 71 = 3 and various parameters.

the advantage of the best q-limited distinguisher Ay against Fpcjr, o] 45 such that:

i 4(6)
Adva, (Frrcpr ) FY) < e+ Z (1 —(1—i(zw + 6))6) <(1+(g-2)-8)- e
=2

12.5 KFC in Practice

At this time, no key schedule has been specified for KFC. Of course, one can
apply the exact same trick as the one used for the key schedule of C (see Section 11.1),
i.e., use a key schedule based on a cryptographically secure pseudo-random generator
(for example the good old BBS [29] or a faster generator like QUAD [13,14]). This
way, all the results we have proved assuming the mutual independence of the random
functions and permutations remain valid when implementing KFC in practice with a
128-bit secret key. We propose two sets of parameters:
Regular KFC: £ = 8, m = 8, r1 = 3, r3 = 100. These parameters lead to prov-
able security against 8-limited adaptive distinguishers. Consequently, Regular KFC is
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resistant to iterated attacks of order 4, which include linear and differential cryptanal-
ysis, the boomerang attack and others. Based on existing implementation results on C,
we estimate the encryption speed of Regular KFC to 15-25 Mbits/s on a Pentium IV
2GHz. The key schedule needs to generate approximately 222 cryptographically secure
pseudo-random bits.

Extra Crispy KFC: £ = 8, m = 16, r1 = 3, ro = 1000. Using these quite
extreme parameters, we manage to obtain provable security against 70-limited adaptive
adversaries, but encryption rate could probably never reach more than 1 Mbit/s. Also,
the key schedule should produce 23 pseudo random bits, which means that Extra Crispy
KFC requires at least 4 GB of memory.

12.6 Further Improvements

We introduced KFC, a block cipher based on a three round Feistel scheme.
Each of the three round functions has an SPN-like structure for which we can either
compute or bound the advantage of the best ¢g-limited adaptive adversary, for any value
of g. Using results from the Decorrelation Theory, we extend these results to the whole
KFC construction.

To the best of our knowledge, KFC is the first practical block cipher to propose
tight security proofs of resistance to large classes of attacks, including most classical
cryptanalysis (such as linear and differential cryptanalysis, taking hull effect in con-
sideration in both cases, higher order differential cryptanalysis, the boomerang attack,
differential-linear cryptanalysis, or the rectangle attack). Of course, this security guar-
antee has a price in terms of encryption rates which can be up to 500 times smaller
than that of the AES. Yet, KFC can certainly be improved in several ways.

For example, as a consequence of results by Naor and Reingold [120], it might
be possible to reduce the 3-round Feistel scheme to a 2-round Feistel scheme plus an
initial well chosen random permutation (and reduced-round versions of C could be
excellent candidates). We informally introduce PDB [148] for which we believe that
strong security results can be proved and which is certainly more efficient than KFC:

PDBIro,71,72] = W(FkFclrrals Fiecp ) © Clrol-

Several similar constructions can be thought off, using for example results obtained by
Lucks in [103] or by Maurer et. al in [113].

Another possible improvement could be to guarantee security not only against
chosen plaintext attacks (CPA) but against chosen ciphertext attacks (CCA), which
might be easily done on the construction C[rg]oPDB[rg, r1, 2], still according to results
in [120].

Last but not least, the bound we obtain in Lemma 12.6 (and in Lemma 12.8)
essentially relies on Markov’s inequality since we exclusively focus on the mean E()\;)
to bound Pr[A\; # 0]. Using the Bienaymé-Chebyshev inequality (for example) might
result in a tighter bound but would render the proofs more complex.
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Conclusion and Future Work

Since the publication of the Diffie-Hellman key exchange, every new public key
cryptographic scheme has to provide strong arguments (if not a rigorous proof) of its
security in order to get a chance to be even considered by the academic community.
By contrast, the Advanced Encryption Standard does not give any strong security
guarantee against the most basic statistic attacks, and though this fact does not seem
to be much of a concern. This situation is absurd since, in practice, the end-user is
essentially interested by the security of the global cryptographic system, such as hybrid
encryption for example, which at least requires that of its individual parts.

Yet, provably secure symmetric schemes exist, the Vernam cipher being cer-
tainly the most representative example. In that particular case though, we note that
once the security starts to decrease, it does exponentially. For example, it is clear that
if the same key is used twice in the Vernam cipher, then the exclusive-or of the two
ciphertexts is equal to the exclusive-or of the two plaintexts, an unfortunate feature
which results from the fact that only linear operations are used within the encryption
process. The Luby-Rackoff construction is another example of a provably secure sym-
metric construction; but it suffers from the drawback of being completely impractical
due to the huge quantity of randomness it requires to instantiate the round functions.
These two examples illustrate the fact that in the struggle for provably secure sym-
metric schemes, cryptanalysts often end up with either unpractical schemes or designs
whose practical security collapse as soon as the security proofs’ hypotheses are violated.

For these reasons, most modern block cipher designs only focus on heuristic
security arguments which are essentially intuitive arguments that strengthen the plau-
sibility of the hypothesis that none of the already known cryptanalytic attacks applies
to the new design. Naturally, each new block cipher is considered as a new challenge by
the cryptographic community, leading to the discovery of new attack methods. For ex-
ample the block cipher SAFER+ [85] lead to the invention of integral cryptanalysis [69]
which was then applied on the block ciphers SQUARE [40], IDEA [97,118], AES [41,51]
and FOX [76,165], and afterwards extended to attack Twofish [104,136].

The block cipher DFC [54,59] started to fill the gap between the perfect security
of the impractical Vernam cipher and the absence of security guarantee of practical block
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ciphers. Our proposals C and (to some extent) KFC are fast block ciphers which provide
rigorous security proofs of resistance to a wider range cryptanalytic attacks than the
DFC. Furthermore, they both differ from previous provably secure constructions in as
far as they build their foundations on the same principles that drive all standard designs:
they avoid the use of algebraic decorrelation modules that surely facilitate the security
proofs but also certainly weaken any security argument against high order adversaries.
When designing C and KFC we assumed that the best strategy was probably to take the
best from both worlds: strong arguments from provable security and intuitive arguments
from heuristic security.

There is still plenty of space for improvements. In particular, we believe that C
is secure against higher order adversaries. More precisely, there might be a link between
the decorrelation order of the substitution boxes and that of the whole construction,
so there might be an elegant trade-off between the amount of randomness within the
substitution boxes and the level of security provided by C. Similarly, the security proofs
of KFC can definitely be improved, for example by working on the principle that not only
one round input might be different from all the others on all boxes, but by assuming
that this can happen for several inputs at the same time.

Implementation considerations apart, designing a block cipher essentially boils
down to select a subset of the permutations defined by the perfect cipher. With security
in mind, making sure that the distribution matrix of the block cipher considered is as
close as possible to that of the perfect cipher appears to be, in itself, a very natural
thing to aim to and a quite desirable feature. This task is highly challenging since
we furthermore have to cope with implementation issues, which seem to restrict the
possible permutation subsets to those containing permutations which are all based on
some specific structure (such as substitution-permutation networks or Feistel schemes).
Yet, being close to the perfect cipher is simply the ezact assumption that is made on
the underlying block cipher in the ideal cipher model [12] which is considered in most
operation modes security proofs [11]. Consequently, we do not see any reason why we
should not expect that kind of guarantee from future constructions. To quote Jacques
Stern,

“[...] the methodology of provable security has become unavoidable in de-
signing, analyzing and evaluating new schemes” [144].

This statement initially concerns public key schemes. We hope that this thesis makes
a significant step towards its extension to block ciphers.
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Appendix A

A Proof of Sanov’'s Theorem

Lemma 1.1 Let Z be a finite set. We have |P,| < (¢ +1)Zl.

Proof. An element of P, is a vector with |Z| components, each of which can take at
most g + 1 values. O

Theorem 1.1 Let Z be a finite set. For any type P € Py(Z) we have

1
— = _2dHP) < T (P)| < 20 (P),
Proof. As P € Py, we can write P = (%,%,...,%) for some 0 < ny,ng,...,nz < q

where ) . n; = q. Clearly, |T;(P)| is equal to

() (7 5™) = (o)
ny 9 n|z| nilng!- - nz! n1,N2,s - 5N Z|

To bound |T;(P)|, we thus need to bound a multinomial coefficient. We generalize a
simple trick used in the binary case in [37, p.284]. Denoting p; = %, we have that

Zli'l p; = 1, so that, using the multinomial theorem,

q 1,k k
L=(pi+pat-+pz)i= > PP D g
ki,ka, ... Kz
k1,k2,....k 2|

where the sum runs over all integer indices k1, kg, ...,k z such that Z‘i'l ki = q. As
all the terms in the sum are positive, we obtain that for the ni, na,...,n z term

1> 4 piph? .. ~pn‘z‘. (A.1)

o\, N2, ...,z b |21
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Moreover,
n; s
i i 1

From (A.1) and (A.2) we conclude that

_ q H(P)
T,(P)| = < 2 .
| q( )’ (nl,ng,...,nz|> -

On the other hand, since the sum in the multinomial theorem runs over less than
(¢ + )12 terms,

q k1, ko k z|
1<(g+ 1) max ( ) 1phz,
(q ) ki,k2,... .k z| kil, k‘g, R, k;|Z| P1 p2 p|2|

The term we need to maximize corresponds to the probability mass function of a multi-
nomial distribution with outcome probabilities pi,p2,...,p z|, so that the maximum
value is obtained for the most probable outcome, which is obtained for k1 = gp1 = n1,
ko = qp2 = na,. ..,k z| = qpz| = n|z|. Therefore, using (A.2),

q n|z
1 < +1|Z|( >n1 n2 g 12l
(q ) ni,ng,. "an\Z\ Prpa p|Z|
_ (g+1) ( q )2—qH<P>
ny,ng, ..., n‘Z‘
= (q+ 1) T, (P) 274"
Which leads to the lower bound on |7} (P)]. O

Theorem 1.2 Let Z be a finite set and P be a probability distribution on Z. Let
Zy,Zs,...,Zq be q i.i.d. samples drawn according to P. For any P' € Py(Z) we have

1

L 5P - _ p/] < 9—aD(P'|IP)
(q—|—1>|z‘2 _PI"[PZLZ P]_2 .

Proof. On the one hand we have

Pr[Pz. = P'] = Z Prp[z9] = Z 9—a(H(P,qa)+D(P zq”P))’

29€T,(P") 29€T,(P")
using Lemma 6.1. Since we sum over z? € T,(P’), we have P,s = P’, so that we obtain

Pr[Pzs = p ‘T ‘2 q(H(P")+D(P[|P))
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The bounds obtained on |T;(P’)| in Theorem 1.1 lead to the announced result. O

Theorem 1.3 (Sanov’s theorem) Let P be a probability distribution over a finite set
Z, Z' be a non-empty subset of Z, and II be a set of probability distributions of full
support over Z'. If Z1,Zs, ..., Zy are q i.i.d. random variables drawn according to the
distribution P, we have

Pr[Pzq € ] < (g 4 1)/#l2~eP@IP)
where D(II||P) = infprcys D(P'||P). Moreover, if the closure of Il C P(Z') is equal to the

closure of its interior, i.e., if IL = II under the topology of probability distributions over
Z', then
Pr[Pzq € 1] = 2~ PIP),

Proof. On the one hand we have

PrlPge €M = Y Pr[Pze=Pl= Y  PrPz =P (A.3)
Pell PeTINP,(Z)

since Pr[Pzs = P] = 0 when P ¢ P,(Z). Using Theorem 1.2 (which we can do, as
P € Py(Z)) we obtain

Pr[Pz € 1] < > 2PrIP)

PelINPy(Z)
< MINP,(Z) max 27PFIP)
PeTINP,(Z)
< [N P, (Z)| sup 279PLIIP)
Pell

= |IIn Pq(Z)’ 9—qinfpenn D(P|P)

As by definition infpery D(P||P) = D(IT||P) and as [TINP,(Z)| < |Py(2)| < (¢ + 1)IZ
by Lemma 1.1, we conclude that

Pr[Pzq € 1] < (g + 1)/El2=ePA1IP) (A.4)

which is the upper bound we wanted to obtain. We now consider the case where
the closure of II C Py(2’) is equal to the closure of its interior. If D(II||P) = 400
(which happens when P(a) = 0 for some a € Z’), the theorem is obviously true since
Pr[Pz« € II] = 0 in this case. We now assume that D(II||P) < oo (i.e., P(a) > 0 for
all a € Z'). For all P € P and d > 0, we denote by B (P,d) C P the set of all

distributions P’ € P such that ||P' — P|lco < 6. Let € > 0. Since I = I under the

topology of distributions over Z’, there exists P’ € II (thus of full support over Z’) such
that

ID(P'||P) — D(I||P)| < e (A.5)

- 209 —



Appendix A A Proof of Sanov's Theorem

o -1
and € > 0 such that B (P’,¢') C II. For all positive integer ¢ such that ¢ > (%)

there exists Py € Boo (P, €') NPy(Z2’). Since P — D(P||P) is a continuous function over
P(Z') (as we assumed that P(a) > 0 for all a € Z’), this means that

}D(PqHP) - D(P’HP)| <e (A.6)

when €’ is chosen small enough (i.e., when ¢ is large enough). Starting from (A.3) we
have

PI'[PZq € H] == Z PI'[PZq = Q] Z PI’[PZq = Pq] Z ﬁ2_qD(Pq”P),
QETINP,(2) (q+1)

using Theorem 1.2. Consequently,

1 PI‘[PZq < H] . 1
log(g +1)
D(I||P) — D(Pq[IP) — | Z] — Y

v

which is (according to (A.5) and (A.6)) greater than —3e when ¢ is large enough. This
holds for any € > 0, so that

o1 Pr[Pzq € I
m —log —— 27 =1 >,
qh p log 5—aD(I]P) 0

This, combined with (A.4) allows us to conclude. O
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Proof of Lemma 6.6

We first prove two lemmas.

Lemma 2.1 Let Py and Py be two probability distributions with finite support Z. Let

p: = Polz] and € = (¢):cz where e, = W. Assuming that |e,| < 3 for all z € Z,
we have
1
3 i3 szm B(Po, P1)| < oo Pl el

Proof. Since |e.| < £ for all z € Z we have

—

|
N =
vV
w‘\ —

sz\/]-"_ez > sz\/ 1-— fﬁz! > sz

zEZ z€Z Z2EZ

Denoting u =1 =3 2 p.\/1 + €., we thus have 0 < u
and want to bound |% + log(1 — u)|. We have

1 o= uk
log(1 — —E —
os( u) 2k_ k

IA
N[ =
o8,
—~
-
Q@
o
—

|

|
<3
&
—_
|
=

so that

1 < u
y Tloel-w| = 53

IN
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Since u < 3, we have - < u? and thus
S og(1— )| < S 2 (B.1)
mz %8 = 62" '
We will now bound u?:
2
W o= (1 — szm T ez>
% 11 1 2
_ sG-1)--G-k+1) ,
S
z k=2
o [1/1 1 2
s-1--G-k+D| &
< (zpzz . e
z k=2
Since ) )
s1-3) 1 and s Gk _|zG-k+1)
2! (k+1)! |~ k!
for all £ > 1, we have
1 S ’
2 k
u < 4<sz2’€z’ )
z k=2
Polle (s )
Olloo k
< 2.2 led
64
z k=2
IPol 2
ST YOS SR
Since we assumed that |e,| < 3 for all z € Z, les “ < |e2|* and we finally obtain
w? < lIPollZ el
— 16 o
From the previous inequality and (B.1) we conclude that
— +log(1 — P 3
L los(1 )| < o Pl el
which concludes the proof. O

Lemma 2.2 Let Py and Py be two probability distributions over a finite set Z. Let
p. = Polz] and € = (€;) ez where e, w Assuming that |e,| < 5 for all z € Z,
we have

1 1 1

= V1 e T 2

02 > pVite m2 82 ;pzez
z

z2EZ

1
< —/IZ||IP 5.
< g V 12lIPollollell2
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Proof. Expanding /1 + €, in Taylor series we have

1 30 > 35— k+
\/1+GZ:1+*62—2 G—I-Z ( )62,

2
k=3

l\’m—l

so that, since ), p.e, =0,

1 o 1 1
szVl+€z:1*§ sze +ZZQ2_1)”];;!(2_I€+1)])265,

z k=3

\ —

and thus
1 5(1-3)
= 22292 TH e — o+ 222 szez

We will now bound the right-hand side of the previous equation, which we denote by
R. We have

1
In QZiQ - 7_k+1)pz€lz€ '

z k=3

1/1 1
_ 23 =13 —2) 2 Gkl
i1-He- A-k+1)
< 2 2 .
= 31In 2 sz — = Fno = el

It is easy to see that

-he-Y

N (M — k)
w+n!‘<

)\*---()\*—k+1)‘

1
=16 and o

for all k¥ > 1 so that

R < 161112;]77:623"’_161 222p2|6z|
= 161n22z:p2€Z3+161n222:p2|€Z|4kz::|62|k
4
- 161}&222:]9’2ezg+161n2zz:pzl|iz||€z|.
As we assumed that |e,| < § for all z € Z, we have ‘ P < |e-|®, which leads to

1—

P B.2
RS oo QZM LM (B.2)
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Using a classical extension of Cauchy’s inequality (see [64]) we have

lell3 < VIZTlellg = V121 Ile <V

3
2
(Zlfml ) = VIZ[llell3-
i
From this last inequality and (B.2) we obtain

——/|Z]

Lemmas 2.1 and 2.2 easily lead to Lemma 6.6.
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Proofs of the Lemmas Used in Example 7.3

Lemma 3.1 Letu = ujus...,u, be an-bit binary string and let w denote its Hamming
weight. We have
w(w — 1)
1<j<k<n
Proof. It is easy to see that
n—1 n w—1 w(w . 1)
Z ujuk:ZUjZuk:(w—1)+(w—2)+~-1: EZT.
1<j<k<n J=1 k=j+1 /=1
O
Lemma 3.2 For any integer n > 2 such that 4 divides n + 1, we have:
(n—3)/4 (n—3)/4 1
n _ n _ ~(on Y ) Y
Z: <4k> > <4k+3> = @A+ + (10",
(n—3)/4 n (n—3)/4 n 1
_ _ Lon s i
kzzo (4k+1) 2 <4k+2) i G S

where 1 is the complex imaginary unit.

Proof. The equalities between the sums of binomial coefficients can be shown by letting
L= ”ng’ — k in both cases, using the fact that (Z) = (nﬁu) forallu=0,1,...,n.
From the binomial theorem we easily obtain

2 4 (1+0)"+ (1—i)" = zn: <Z> 1+l + (=) = ;0 <Z> (o),

=0
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where we let f(¢) = 1+ i + (—i)’. Obviously, for all integer & > 0, f(4k) = 3,
f(4k+1) =1, f(4k+2) = —1, and f(4k + 3) = 1. This leads to

M+ (140" + (1 —0)"

n—3

; <3 @) " <4k:n+ 1) - <4kn+ 2> i (4kn+ 3))

n—3

,: <47;<:> * 2 (_ <4T;c> * <4kn+ 1) B <4kn+ 2> * <4k1 3))

n

I
T o
w

Il
I
Il
w o

4

4 <47;> +(1—1)”:4:§:;0<4’;),

k=

o

which proves the first equality. The proof of the second one is similar:
no . n L (1 041 Ny N~ (7
2" —i(1+4)" +i(1 - i) —§(£>(1—z —(—z))—;<£)g(€),

where we let g(¢) = 1 — ! — (—i)’. For all integer k& > 0 we have g(4k) = 1,
g(4k + 1) =3, g(4k +2) = 1, and g(4k 4+ 3) = —1. This leads to

2" —i(144)" 4 i(1—i)"

) <4kn+ 1> * (4kn+ 2) B <4kn+ 3>)
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The Substitution Box of DEAN27.

Tables D.1 and D.2 describe the fixed substitution box that we suggest for
DEAN27.

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17
832 931 235 823 171 434 569 138 911 737 749 72 436 498 487 427 946 284
18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35

127 11 172 225 142 496 428 312 242 101 876 181 297 564 407 19 553 675

36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53
41 793 920 165 305 461 729 709 497 471 973 125 865 565 680 502 227 874

54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 70 71
278 336 289 508 599 450 453 331 414 329 23 908 813 268 895 53 70 462
72 73 74 75 76 77 78 79 80 81 82 83 84 85 86 87 88 89
394 224 115 309 292 113 704 514 900 768 986 639 200 119 930 527 492 808
90 91 92 93 94 95 96 97 98 99 100 101 102 103 104 105 106 107

756 786 500 555 644 685 110 511 720 122 385 468 383 794 892 951 430 724

108 109 110 111 112 113 114 115 116 117 118 119 120 121 122 123 124 125
554 523 837 649 667 314 534 236 330 633 711 582 516 134 898 469 63 399

126 127 128 129 130 131 132 133 134 135 136 137 138 139 140 141 142 143
610 921 400 841 617 587 562 918 820 38 277 678 576 725 97 179 367 174

144 145 146 147 148 149 150 151 152 153 154 155 156 157 158 159 160 161
302 85 797 293 334 867 741 949 810 313 791 796 981 533 538 870 705 765

162 163 164 165 166 167 168 169 170 171 172 173 174 175 176 177 178 179
653 71 998 659 137 294 557 815 5 954 104 822 351 636 985 977 30 742

180 181 182 183 184 185 186 187 188 189 190 191 192 193 194 195 196 197
202 69 435 608 893 228 204 250 666 362 626 552 648 117 392 859 398 875

198 199 200 201 202 203 204 205 206 207 208 209 210 211 212 213 214 215
107 381 812 173 355 739 784 241 785 884 646 887 402 304 75 56 335 79

216 217 218 219 220 221 222 223 224 225 226 227 228 229 230 231 232 233
501 222 844 445 748 504 616 901 194 231 442 55 803 849 420 763 581 631

234 235 236 237 238 239 240 241 242 243 244 245 246 247 248 249 250 251
456 995 728 560 690 240 58 189 248 943 346 579 826 752 856 299 755 798

252 253 254 255 256 257 258 259 260 261 262 263 264 265 266 267 268 269
333 247 601 730 180 996 111 493 175 413 78 861 620 451 269 907 913 266

270 271 272 273 274 275 276 277 278 279 280 281 282 283 284 285 286 287
774 133 8 291 14 62 868 324 154 126 717 962 366 243 689 970 83 848

288 289 290 291 292 293 294 295 296 297 298 299 300 301 302 303 304 305
858 459 586 692 219 606 282 899 544 651 455 513 286 520 374 50 358 182

306 307 308 309 310 311 312 313 314 315 316 317 318 319 320 321 322 323
904 630 112 160 732 98 207 164 483 571 128 449 215 187 482 448 424 991

324 325 326 327 328 329 330 331 332 333 334 335 336 337 338 339 340 341
106 577 838 679 67 405 288 863 417 103 670 378 267 642 489 779 280 339

342 343 344 345 346 347 348 349 350 351 352 353 354 355 356 357 358 359
64 775 695 337 528 789 198 753 327 316 938 708 909 213 35 613 474 596

360 361 362 363 364 365 366 367 368 369 370 371 372 373 374 375 376 377
712 747 184 974 792 51 10 221 118 480 760 26 615 340 551 997 229 934

378 379 380 381 382 383 384 385 386 387 388 389 390 391 392 393 394 395
150 421 714 491 252 733 61 719 477 919 703 814 510 387 191 764 463 885

396 397 398 399 400 401 402 403 404 405 406 407 408 409 410 411 412 413
426 568 296 706 230 44 148 688 348 389 782 672 589 271 923 130 404 982

414 415 416 417 418 419 420 421 422 423 424 425 426 427 428 429 430 431
851 910 759 530 694 393 68 121 546 349 994 408 647 593 969 441 612 96

Table D.1: The fixed substitution box on Z3, of DEAN27 (part 1)
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Appendix D The Substitution Box of DEAN27.

432 433 434 435 436 437 438 439 440 441 442 443 444 445 446 447 448 449
82 505 31 945 254 486 319 783 81 162 879 936 183 193 444 49 944 464

450 451 452 453 454 455 456 457 458 459 460 461 462 463 464 465 466 467
490 264 488 563 9 457 643 976 84 295 7 116 377 984 864 59 955 507

468 469 470 471 472 473 474 475 476 477 478 479 480 481 482 483 484 485
1 761 906 657 758 806 210 261 941 750 380 972 169 933 136 926 698 674

486 487 488 489 490 491 492 493 494 495 496 497 498 499 500 501 502 503
244 738 237 472 146 338 176 270 811 149 556 524 123 668 669 548 574 506

504 505 506 507 508 509 510 511 512 513 514 515 516 517 518 519 520 521
429 24 629 446 987 354 368 332 246 623 959 559 303 539 743 773 443 836

522 523 524 525 526 527 528 529 530 531 532 533 534 535 536 537 538 539
700 990 583 185 206 52 306 147 795 883 388 894 2 950 888 124 567 641

540 541 542 543 544 545 546 547 548 549 550 551 552 553 554 555 556 557
638 272 716 734 561 419 135 199 396 693 216 167 942 359 619 683 476 166

558 559 560 561 562 563 564 565 566 567 568 569 570 571 572 573 574 575
992 7 361 958 105 458 186 431 595 665 233 740 16 89 821 360 925 352

576 577 578 579 580 581 582 583 584 585 586 587 588 589 590 591 592 593
522 143 701 975 42 780 274 141 76 301 256 854 245 29 819 830 418 308

594 595 596 597 598 599 600 601 602 603 604 605 606 607 608 609 610 611
889 846 223 707 188 20 673 33 36 787 584 32 853 109 73 54 542 828

612 613 614 615 616 617 618 619 620 621 622 623 624 625 626 627 628 629
214 357 287 891 603 645 158 829 598 177 310 503 824 727 129 34 957 201

630 631 632 633 634 635 636 637 638 639 640 641 642 643 644 645 646 647
234 585 372 263 877 573 93 454 805 499 344 253 549 495 37 916 590 713

648 649 650 651 652 653 654 655 656 657 658 659 660 661 662 663 664 665
963 897 91 376 878 655 258 767 48 699 966 226 550 470 731 605 635 547

666 667 668 669 670 671 672 673 674 675 676 677 678 679 680 681 682 683
478 276 788 108 769 323 903 262 161 197 239 772 86 341 369 650 364 345

684 685 686 687 688 689 690 691 692 693 694 695 696 697 698 699 700 701
771 411 710 438 373 410 687 722 94 988 328 406 205 356 43 872 634 375

702 703 704 705 706 707 708 709 710 711 712 713 714 715 716 717 718 719
871 609 259 494 353 371 621 917 702 57 238 425 968 594 831 866 543 825

720 721 722 723 724 725 726 727 728 729 730 731 732 733 734 735 736 737
409 592 735 102 912 940 847 517 961 343 386 475 283 588 718 625 661 663

738 739 740 741 742 743 744 745 746 747 748 749 750 751 752 753 754 755
290 852 195 325 681 558 279 628 212 927 307 979 637 350 881 232 65 800

756 757 758 759 760 761 762 763 764 765 766 767 768 769 770 771 772 773
537 423 15 850 935 799 656 391 440 217 403 953 999 980 363 781 575 676

774 775 776 T 778 779 780 781 782 783 784 785 786 787 788 789 790 791
842 151 660 914 627 140 120 967 540 156 6 762 211 640 370 896 275 220

792 793 794 795 796 797 798 799 800 801 802 803 804 805 806 807 808 809
746 776 924 816 192 25 485 384 22 273 602 12 518 691 298 532 572 47

810 811 812 813 814 815 816 817 818 819 820 821 822 823 824 825 826 827
770 915 802 664 80 460 757 416 611 465 790 835 512 4 618 139 479 0

828 829 830 831 832 833 834 835 836 837 838 839 840 841 842 843 844 845
322 964 285 412 95 545 203 965 251 153 379 60 658 766 686 342 671 145

846 847 848 849 850 851 852 853 854 855 856 857 858 859 860 861 862 863
778 833 845 452 529 260 415 326 971 624 804 948 255 721 993 597 190 466

864 865 866 867 868 869 870 871 872 873 874 875 876 877 878 879 880 881
827 922 983 395 818 843 114 320 862 90 21 654 390 715 978 525 87 18

882 883 884 885 886 887 888 889 890 891 892 893 894 895 896 897 898 899
614 99 952 809 481 315 157 536 168 218 929 178 566 17 249 159 92 3

900 901 902 903 904 905 906 907 908 909 910 911 912 913 914 915 916 917
622 365 591 437 422 321 74 947 882 447 100 937 600 257 956 960 939 318

918 919 920 921 922 923 924 925 926 927 928 929 930 931 932 933 934 935
439 467 682 604 531 578 632 473 66 152 902 839 857 736 39 45 163 432

936 937 938 939 940 941 942 943 944 945 946 947 948 949 950 951 952 953
860 840 27 382 509 684 580 570 880 209 526 928 754 40 77T 801 401 347

954 955 956 957 958 959 960 961 962 963 964 965 966 967 968 969 970 971
170 311 662 989 886 515 521 869 196 855 144 890 541 265 677 88 131 697

972 973 974 975 976 977 978 979 980 981 982 983 984 985 986 987 988 989
317 208 535 751 834 807 652 607 873 696 817 726 745 397 46 723 132 28

990 991 992 993 994 995 996 997 998 999
484 932 13 433 905 744 281 519 300 155

Table D.2: The fixed substitution box on Z3, of DEAN27 (part 2).
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Appendix E

Complementary Informations on the Generalized Linear

Cryptanalysis of SAFER

5.1 List of Some of the Possible Successions of Patterns on
the Linear Layer

1—1 | [0000000%] — [%0000000]
1 — 2 | [000%0000] -+ [¥000000]  [00000%00] —» [*000%000]  [000000%0] - [¥0%00000]
2 — 1 | [000%000+] -+ [0%000000]  [00000%0%] — [0000%000]  [000000%*] —» [00%00000]
1—3 None.
[0+0%0000] —— [0000%%00]  [0%000%00] - [0%000%00]  [00%+0000] —> [00%%0000]
2= 2 | [00%000%0] > [0%0%0000]  [000%0%00] - [0%00%000]  [000%00%0] - [0%%00000]
[0000%%00] —— [00%000%0]  [0000%0%0] —— [0000%0%0]  [00000%%0] —— [00%0*000]
3—1 None.
L 4 | rox000000] % [#%00%%00]  [00%00000] —» [%#%0000]  [0000%000] - [¥0x0%0%0]
[0000000%] — [***0%000]
[0%00000%] 2, [*0%00%00] [0%00000%] EN [0%00%%00] [00%0000%] ER [*00%%000]
23 | [00%0000%] L [0%#%0000]  [000%000%] 2+ [0%0%0%00]  [000%000%] 2+ [%0%0%000]
[0000%00%] =+ [¥x0000%0]  [0000%00%] —> [00%0%0%0]  [00000%0%] —» [0000%x0]
[00000%0%*] 2, [**%00000] [000000%x*] 2, [00%*00%0] [000000%x*] 2, [**00%000]
[0%%%0000] —» [#x000000]  [0%0%0%00] —> [¥0000%00]  [0*00%*00] — [¥000%000]
32 | [0%0000%+] 2 [0000+00]  [00%%00%0] —» [¥00%0000]  [00%0%0%0] - [0%00000]
[00%00%0%] =+ [¥00%0000]  [000%+00%] —» [¥00000%0]  [000%0%0%] —+ [*0*00000]
[000%00%4] —=» [*000%000]  [0000%%%0] —— [¥00000%0]  [00000%#%] — [¥+000000]
41 | [0x0%0x0x] 1T> [00000%00]  [00%+00%*] —— [000%0000]  [000%0*] -2 [*0000000]
[0000##*%] — [000000%0]
1—5 None.

Table E.1: List of possible succession of patterns on the linear layer of SAFER.
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Appendix E Complementary Informations on SAFER
[%%000000] 224, [xk00%£00]  [*+000000] 222, [004%00%%]  [*0%00000] —22, [k#%x0000]
[*0%00000] 255, [0000%**x*] [*00%0000] 254, [**0000%%] [*000%000] 254, [*x0*0*0%0]
[%000%000] =22, [0x0x0%0%]  [*0000%00] —>2» [+00%x00%]  [*00000%0] —>2s [x0x00%0%]
[0%£00000] 222, [00k#%£00]  [0%0%0000] 222, [##%0000]  [0%0%0000] 222, [0000%*#x]
[0%00%000] 255, [0%*x00%*0] [0%000%00] 254, [*0*0%0%0] [0+000%00] 254, [0*0*0*0%]

274 | [0x0000%0] L [0%x0k£00]  [0%00000¥] 222, [x0%00%0%]  [00%+%0000] 2%, [xx00%+00]
[00#+0000] 222, [00%#00%%]  [00%0%000] 222, [0%0%x0%0] [00%00%00] = [0%%xx000]
[00%000%0] 254, [*0%0%0%0] [00%000%0] 254, [0*0*0%0%] [00%0000%] 252, [*x00**00%]
[000%%000] — [0%x0%0%0]  [000%0%00] —%, [0x0%x0%0]  [000%00%0] —2os [0%%00%0]
[000%000%] 25 [#k0%0%00] [000%000%] 222, [x0%0%0%0]  [000%000%] 222, [0x0%0*0%]
[0000%%00] 254, [*%00%%00] [0000%%00] 254, [00**x00%x] [0000%0%0] 254, [***x0000]
[0000%0%0] =22, [0000%x++]  [0000x00%] —>2+ [+x0000%*]  [00000%%0] —>2s [00*+*%00]
[00000%0%] 222, [x#%%0000] [00000%0%] 2 [¥000%#*0] [00000%0%] 222, [0000%%++]
[000000x*x] 252, [*%00%*00] [000000%] 2, [*0%*00%0] [000000%] 252, [00**00%x]
[0%0%00%0] = [*%0%0000] [0%0%000%] — [*000%%00] [0%0%000%] = [0%0%*000]
[0%000%%0] = [*000%0%0] [0%000%0%] — [*%000%00] [0%000%0%] = [0%00%0%0]
[0%0000%%] L [%%00%000] [00%%0%00] — [#+000%00] [00%%000%] —» [*0%+0000]

3—3 [00%%000+] = [0%%00%00] [00%00%%0] =+ [%0%0000] [00%00%0%] —1+ [%%%00000]
[00%000%] — [*%0%0000] [00%000%+] = [0%x000%0] [000%%00] = [%000%%00]

[000%%0%0] - [*0#*0000] [000+%00%] X [¥0%0%000] [000%0%0%] —s [*+00%000]
[000%0%0+] 5 [%0%00%00] [000%00%+] - [*+x00000] [000%00%+] 5 [%00%000]
[0000%%0%] — [*0x000%0] [0000%%0%] =+ [00%0%%00] [0000%0%+] - [%000%0%0]
[0000%0%4] = [00%**000] [00000%#%] 5 [*%0000%0] [00000%%%] —s [%0%0%000]
[4%kk0000] 222, [%4000000]  [*+#%0000] 222, [004%0000]  [+#%0000] —222» [0000%%00]
[+%#%0000] =205 [000000%+]  [*+00%*00] —>2» [+000%000]  [*+00%*00] —>=» [0%000%00]
[+%00%%00] =22, [00%000%0]  [*+00%*00] —>2» [000%000%]  [*+0000%] —>2» [x0000%00]
[+%0000%%] 2%, [00%0000%]  [%0%0%0%0] 222, [0%00000]  [*0%0%0%0] —>%, [0%0%0000]
[+0x0%0%0] =22, [0000%0%0]  [*0*0x0%0] —20» [00000%0%]  [*0x00%0x] —>2» [%00%0000]
272 Liox00k04] 22L. (000040041 [x00#%00+] 222, [x00000%0]  [%00%%00%] 224, [0%00000+]
[0%%%000%] 25 [%%000000] [0%%00%%0] 2224, [00%0%000]  [0%+00%+0] 222, [000%0*00]
[0%0%%0%0] =22, [0+%00000]  [0%0%x0%0] —22» [00000%%0]  [0%0%0%*0] —> [00%00%00]
[0%0%0%0%] 222, [%0%00000]  [0%0%0%0x] —>2, [0x0%0000]  [0%0%0%0x] —>2, [0000%0%0]
[0%0*0%0%] 2854, [00000%0%] [0*00**0%] 2, [*000%000] [00****00] 254, [0x00%000]
[00***%00] 288, [000%00%0] [00**0%*0] =N [000%%000] [00**00%%*] 252, [*¥000%000]
[00x%00%x] 2%, [0x000%00]  [00%%00%x] =22, [00%000%0]  [00%*00%*] —>%, [000%000%]
[00%0*0x*x] ER [*0%00000] [000****0] L [0%0000%0] [0000**kx] 252, [*%000000]
[0000%+xx] 224, [00%x0000]  [0000%xxx] =2%, [0000%#00]  [0000%##] —>L, [000000%+]

5— 1 None.

1—6 [000%0000] 2, [kkkk%00] [00000%00] ER [k 0%*%0] [000000%0] 2, [xxxkk0%0]
[*000000%] 252, [*x0%00%] [*000000%] 254, [*00*0%*x] [0+0000%0] 254, [*0**0%*0]
[0%0000%0] 254, [O%*0%x0%] [00%00%00] 254, [*00%x%*0] [00%00%00] 254, [O*x*x00%]
[000%*000] &r’i [**x0%0%*0] [000%%000] Eﬁl—» [Ox*0%0%x] [000%0%00] i [***%x0*00]

2= [000%0%00] 254, [#*x0%%0%0] [000%0%00] 2, [*0%0%**0] [000%00%0] 254, [**x00%*0]

[000%00%0] = [*%0%%%00] [000%00%0] =+ [x0%xx0%0]  [000%000%] —22, [xx%0%00]

[000%000%] 222, [xx0%0%0%] [00000%%0] = [###+00%0] [00000%%0] = [*+00##%0]
[00000%%0] 222, [40%x#x00]  [00000%0%] =22+ [xx#xx000]  [00000%0] 2225 [+000%+k+]
[000000%+] 222, [4xx0%#00]  [000000%] 22, [x0x+00%+]

Table E.2: List of possible succession of patterns on the linear layer of SAFER (contin-

ued).
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Appendix E

Complementary Informations on SAFER

_
[#£%00000] 222, [4%0000#]

[**00*000] 255, [*00%*00%]
[#%0000%0] — [¥00%00%#]
5
[%0%%00001 224, [xxx£0000]
[*0%00%00] L [*0000%*x]
[%0%0000¥] 222, [x%#%0000]

[x00%000%] 224, [4%0000%#]

[*000*0%0] 254, [*0%0%0%0]
[%000%00%] = [0%%0%0+0]
[0%#%0000] 222, [x#x£0000]
[0**x0000] 254, [00***%00]
[0%%000%0] > [¥00%#x00]
[0%0+0%00] 222, [40+00%0%]
[0%0%00%0] 2> [0%#0%0%0]
[0%0%000%] 25 [%#0%%000]
[0%00%%00] 222, [x0%0%0%0]
[0%00%0%0] — [#%000%0]
[0%000%+0] 222 [%0%0%0%0]
[0%000%0%] 2, [*0%0%*00]
[0%0000%%] 5 [x%%0%000]
[00%*%000] — [*00%*0%0]
[00%%0%00] 25 [0%x0%0%0]
[00%%000%] =+ [*%0%%000]
[00%0%%00] > [%#0%00%0]
[00%0*0%0] 252, [*0%00%0%]
[00%00%%0] > [%#0%%000]
[00%00%0%] 228, [xxx%0000]
[00%000%%] 25 [4%x000%0]
[00%000%%] 222, [0xk00#%0]
[000%*%00] i [0**%%x000]
[000%+0%0] 2 [0%#+0%+00]
[000%%00¢] 225, [x0x0x0+0]
[000%0%£0] 25 [*0%%00%0]
[000%0%0%] 4 [**x00%00]
1000001 225, [x0x00%0%]
[000%0%0%] 25 [0%00%#%0]
[000%00%*x] 4 [*0***000]
[000%00%+] = [0%%x0%00]
[0000%#%0] 222, [4%0000%#]
[0000%*0%] 2, [*0*0**00]
[0000%0%%] = [%%%000%0]
[00000%#%] =22, [x#%%0000]
[00000%xx] 2 [x%00%00]

[00000%%%] > [00%%%0%0]

[

[%%0%0000] 2224, [x£00%x00]
[*x000%00] 254, [**00%%00]
[%%00000] 222, [+x00%%00]
[%0%%0000] 224, [00##%x00]
[*0%000%0] 254, [**%%0000]
[%0%0000%] = [0%#%%000]

[%000%%00] 222, [x00%0%0]

[*000%0%0] 254, [0*0*%0%0]

[*0000%0%] ﬁ* [*00**00%]
[0%#%0000] 222, [4x00%%00]
[0**0%000] L [*00%0%*0]
[0%%0000%] ‘2—> [**0%0%00]
[0%0%00%0] 252, [**%%0000]
[0%0%000%] ﬂ [***%0000]
5
[0%0%000%] 222, [0%0%%0%0]
[0%00%#00] 222, [x004%00%]
[0%00%00%] =+ [%000%#0]
[0%000%#0] 25 [O#%¥#000]
[0%000%0*] 254, [*0%0%0%0]
[0%0000%%] [**00**00]
[00%%0%00] ——= [**00%x00]
[00%%00%0] —— [*00%*00%]
[00%%000%] —— [**00%x00]
[00%0%0%0] ——= [***%0000]
[00%0%0%0] —— [0*0**0%0]
[00%00%%0] ——= [*0*0%0%0]
[00%00%0%] %, [xk%0%000]

[00%000%#] 2

248
—

[*0%*%000]
[000%4%00] > [%#%000%0]
[000**0%0] 252, [***%x0000]
[000%%00%] 4, [**%0%000]
[000%0%*0] [**%0*000]
[000*0**0] [*000**x0]
[000%0%0%] [*0%0%%00]
[000%0%0%] [0%0***00]
[000%00%#] £, [xk0%%000]
[000%00%x] 252, [*0%0%0%0]
[000%00%%] = [0%%x00%0]
[0000%%0%] 222, [xk00%x00]
[0000%*0%] 252, [00***%00]
[0000%0%%] = [*0%#%000]
[000004x#] £, [xk%000%0]
[00000%**] &' [*%0000%x*]

[00000%%%] =+ [00%0%#0]

9
—
2
-
4
—_
2
-

[%£0%0000] 222, [00*#%x00]
[%+000%00] 222, [04x00%#0]
[+%00000%] = [04#0%#00]
[*0*0%000] 255, [*0*00%0%]
[*0*000%0] 254, [0*0**0%0]

[*00#%000] > [%00%0%0%]
[%000%%00] 222, [0#x00%0]

[*000%00%] 254, [*0*0%0%0]

[%00000%%] 222, [x0x00%0%]
[0%%%0000] 222 [x£0000%*]
[0**00%00] L [*0%%0%00]
[0%0#%000] — [%0%00%*0]
[0%0%00%0] —» [*0*0%%00]
[0%0%000%] =+ [*%%00%00]

[0%00%%00] 222, [x%00%%00]
[0*00%*00] 254, [0**00%*0]
[0%000%%0] - [#£%00%00]

[0%000%0%] =+ [%#00%0%0]
[0%000%0%] 222, [0%0%%00]
[0%x0000%%] 222, [x0x00%0%]

[00%*0%00] L [*0%%%000]
[00%%000%] 2 [#%%00%00]
[00%*000%] 282, [0**00%*0]
[00%0%0%0] 252, [*0*0%0%0]
[00%0%00%] 2 [0%x00%0]

[00%00%*0] 2, [0**0%%00]
s
[00%0040%] 222, [%00%%00%]

[00%000%*] 254, [*0*0%0*0]

[000%#%00] =22, [%00%%00]
[000##0%0] s [+£00%0%0]
[000%%00%] 222, [%%0000%]
[000%0%%0] =+ [%#0%0%00]
[000%0%0*] 252, [**%%0000]
[000%0%0%] —— [*0*0%0%0]
[000%0%0%] 222, [0%0%#0%0]
[000%00%*] ——— [**00%*%00]

[000%00%x] 248, [*00%*00%]
[000%00%%] 2%, [04x00#%0]
[0000%#0%] 2 [+k00%0*0]
[0000%0%x] 254, [***%0000]
[0000%0%%] 222, [00%*#%00]
[00000%#%] 222, [xx00%%00]

[00000%##] 222, [00%*#%00]

)
S

Table E.3: List of possible succession of patterns on the linear layer of SAFER (contin-

ued).
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4 — 3

[4%£0000%] — [0+0000%+]

[*%0000%] 252, [*0%00%00]

[+%0000%+] 222, [00%%00%0]
[x0%00%0%] 228, [x%%00000]
[*0%00%0%] 254, [0**%x0000]
[%00%%00%] 222, [+%0000%0]
[%00++00%] 222, [0%x0%0%00]
[0**%0%00] 2, [*x00%000]
[0%**000%] 2, [0%%0%000]

[0#%00%%0] 222, [%0%000%0]
[0%*00%*0] 254, [0%0%000%]
[0%%000%%] — [000%%#00]
[0%0%%0%0] 222, [%£0%0000]
[o%0x#0%0] 222, [0000%#0+]

[0%0%0%%0] = [%0000%0%]
[0*0%0%0%] 252, [**%00000]
[ox0x0%0%] 228, [x0x00%00]

B
[0x0%0%0%] 222, [0%0%%000]

[0*0*0%0%] 254, [0%000%0%*]
[0%0%00%x*] i‘ [**0%0000]
[0%0%00%x*] N [00%0%%00]
[0%00##0%] 25 [0%x0%000]

[0%000%#%] = [%000%#00]

,
[00###%00] 222, [4£00%000]

[00****00] ﬁ» [00%*00%0]
[00%%%0%0] = [*%%00000]
[00##0%x0] 25 [0+00%0%0]
[00%%0%0%] = [#+0*0000]

[00%*00%*] 282, [**00%000]

[00##00%] 222, [x0%000%0]

[00%*x00%] 252, [0%*00%00]

[00%%00%%] 222, [0x0%000+]

[00%0%**0] 2, [*0%0%000]
[00%0%0x*x*] 2, [0%%0%000]
[00%00%x%] = [¥0%000%0]
[000%*%%0] i» [0**00%00]
[000%*%0%] 2, [*000%*00]
[000#%0%%] = [*0%%0000]
[000#%0%#] — [0+00%0%0]
[000*0%**] 4, [*00%%000]

V)
a
0

[0000%#*x] —= [*%00%000]

2
[0000%*x%] ——— [*000%*00]

[0000%x%%] 222, [00%%00%0]

[0000%#x%] 222, [0000%#%0]

N
o
~

[#%00%00%] - [000%%00%]
[**0000%] 254, [*0%0000%]
[¥%0000%*] —— [000%00%*x]
[*0%00%0%] 2= [*00%*000]
[*0*00%0%*] —— [0000%**0]
[%00%%00%] =22, [x%00000%]
[*00**00*] —— [00%0*0*0]

[0**x00%0] 2, [**%00000]

[0%%0%00%] — [000%0%0]
[0%x00%%0] 222, [x000%0%0]
[0**00%*0] 254, [0%000%0%]

[0%0%#%00] = [%+00%000]
[0%0#%0%0] 222, [%0#%0000]
[0%0%#0%0] =22, [0000%0%]

[0%0%0%#0] =+ [0%%000%0]

254
[O*0*0*0%] —=2= [%x0*0000]

[0x0x0%0%] =22, [x000%0%0]

[0%0%0%0%] 222, [0%0%0%00]

[0%0%0%0%] 222, [0000%#0]
[0%0%00%%] —1+ [%%00%000]
[0%00%%#0] = [%0%0%000]
[0%00%0%%] —» [0%000%%0]
[0%000%#%] = [%000%0%0]

[00%##%00] 222, [4£000%00]

[00%+x£00] 222, [00%%000%]
[00%%%00%] — [000%%0%0]
[00%#+04%0] 2 [00%0%x00]
[00%%0%0%] = [#%000%00]

[00%x00%%] 222, [x%000%00]

[00%*00%*] ——— [*00%*000]

[00**00%*] —— [0**000%0]
[00#%00%*] ——= [00**00*0]
[00*0%*0%] [0%x0*00%0]
[00*00*x*x] [**%00000]
[00%00%#x*] [0%0**000]
[000****0] [0%0%*%000]
[000***0x%] [*000%0%0]
[000%x0%x*] [*0%0%000]
[000*0**x*] [**0000%0]
[000*0%**x] [0**0%000]
[0000%**x] ——— [**0000%0]
[0000%*x%] ———» [*00000%*]
[0000%#*x] ——= [00*0%*00]
[0000%x*x] ——— [0000%0%x]

[#£0000%%] 22, [4x00%000]
[**0000%x] 254, [0*00%*00]
[%0%0%00%] = [00%00%0%]
[*0*00%0%] 254, [*000%00%]
[*x0*00%0%] 255, [00000%**x]

[%00%%00¢] 222, [x00%000]
[%00%x00%] 225, [000%0%0%]
[0**x000%] 2, [*00%0%00]
[0#%00%0] =%, [x0%0%000]
[0%%004%0] 222, [0%0%0%00]
[0**00*0%] ER [00%*0%00]

[0%0%#0%0] =%, [%#%00000]
[0%0%x0%01 224, [0000%x#0]
[0%0%%00%] — [00%00%0]

[0%0#0%%0] = [00#%%000]
[0*0%0*0x] 252, [*0%0%000]
[0*0*0*0%] 254, [*0000*0%]
[ox0%0%0%] 222, [0%00%0+0]
[0%0%0%0%] 222, [00004%0%]

[0%0%00%#] =+ [%000%00]
[0%00%*x0%] 2, [*0000%%0]
[0%000%%%] 55 [+%00%000]

[0%000%*#] -+ [0%%00%00]

[00%x#%00] 222, [%000%¥00]
[00%#x%00] 222, [00%000%+]
[00%%0%0] = [00%000%]
[00*x0*0%] 4, [***00000]
[00**0*0%] 1, [00%%%000]
[00#%00%*] —— [*0x0%000]
[00*x00%x%] 254, [*00%000%]
[00**00**] —— [0*0*0*00]
[00#%00%*] —— [00**000%]
[00%0%0%x] 2 [%00%00%0]
[00%00**x*] 2, [*0**0000]
[000%#%+0] = [00000%+]
[000###0%] 5 [%0+0%000]
[000***0x%] ER [0**000%0]
[000%%0%x] = [%0%000%0]
[000%0%#%] 5> [x0%00%00]
[0000****] —— [***00000]
[0000%k#x] 222, [+0%%0000]
[0000%#4%] 222, [00%%%000]
[0000%#%+] 222, [00%000%+]

Table E.4: List of possible succession of patterns on the linear layer of SAFER (contin-

ued).
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[###%000%] =22, [¥+000000]  [*#*0%00%] —oos [¥000000x]  [¥*0%0%%0] —-s [00%00%00]
[x00%0¥] 222, [¥000%000]  [¥0%x0%x0] =22, [000+%000]  [0x0x0%x] =22, [x0%00000]
[*00%**%0] 254, [0%0000%0] [*00*0%xx] 252, [*000000%] [O****00%*] 254, [0%0000%0]

572 1 [oker0x0¥] 2+ [0%%00000] [O%*%00%%] = [0x00%000] [0x#0%x0%] =22, [000%#000]
[0xx0%0%x] 224, [00%00%00]  [0%+00%xx] 224, [00%0%000] [0%0%##0%] — [00%0%000]
[0%0%x0%x] 252, [0%%00000] [0+0%0%%x] 222, [%0%00000] [0%00%##x] = [0%00%000]
[00****x0%] 254, [0%00%000] [00***0%*] N [00%0%000] [00**0%**] 282, [*000%000]

[00*0***x] EN [0**00000] [000*****] 252, [**000000]

6 — 1 [O***0%*] ER [0%000000] [O*O*****] ER [0000%000] [00***x**] ER [00%00000]
[k**x*x00] % [*0000%*00] [#x*x*%00] ﬁ» [00%x0000%] [****x%x0%0] -z& [*00%0000]
[xxxxx0%0] 255, [0000%00%] [k 0%0%] 252, [0%*00000] [rokkk0%0%] 254, [0000%%00]
Drexx0x0x] 200, [00000%#0]  [xkxx00%x] 202, [0%00%000]  [x##x00%%] =2 [00%%0000]
Drass00kx] 202, [000%00%0]  [###0%k%%0] 2%, [x00000%0]  [##*0%#x0] =22, [0%00000%]
[*xOxkk0%] 254 [0%000%00] [k0kkk0%] 252, [00%0%000] [k Okkk0%] 254, [000%0%00]

6 | Doorores] 22 100004001 [xx0x0x] 2240 [00500x00]  Der00xres] 222, [0x00%000]
[r00k##x] 224, [00%000%0]  [#%00%xxx] 200, [000%00%0]  [*0k##0%*] —>L, [0%0%0000]
[*Oxkk0kx] 252, [00%0%000] [0k 0%%] 254 [000%0%00] [*0%kOkk%] 252 [*00%0000]
[x0%x0kxx] 202, [000%#000]  [¥0%0xsxx] 202, [0%#00000]  [¥0xOxxkx] =22, [0000%0%0]
[*0*0%*xx*] 254, [00000%*0] [*00**xx] 282, [*¥00000%0] [*00***x*] 254, [0%0000%0]

[ox*#0x#x] 2> [%x000000] [oxxx0xxx] 222, [x00000%0]  [Ox#x0x4x] =22, [0%0%0000]
[Oxxx0kxx] 222, [0%000%00]  [O¥xx0%xx] 202, [0%00000]  [O%xx0xkx] =02 [000%0%00]
[0%0xxxxx] 222, [00%0000] [0%0%xxx%] —== [*000%000] [0%0xxxxx] 222, [0000%%00]
[0x0xxkxx] 202, [0000%0%0]  [O%Oxkxx] =0, [0000%00x]  [O%O%kxks] =0 [00000%%0]

[00#x#xx%] > [¥0%00000] [00%xxxxx] 222, [x0000%00]  [00%ksx4x] =22, [00%%0000]
[00%ss5%%] 222, [00%000%0]  [O0%*xxxx] 202, [00%0000%]  [00%k#kk*] —2%s [000%00%0]

Table E.5: List of possible succession of patterns on the linear layer

ued).
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5.2  Sequences

of Three Weights

W pof =
|
IS
<

S S|

0ol N

oy o ot

SIRNASIESTESY

SRS RSIRSTESST

oy o o ot

S S

s|s| S|
w| 1| =| o en
L
INEN
AN (=]

ANE=lE=lkS

IS RN ESTES ESIESTESIESIESTESTES

=S

SRS S

oy av| ot v | o O

SRS

W[ ol vof =| | o
!
I

SIRSIES SIS

ISIRNES!

w| | = o o
!
IS
S

Ol DO | O] O | QO NO| | O U | WO Df | O Tt

=

=S

L=SAS

=SIRSS

on| orf on | on| e[ ] | ] ]| cof L) cof wo| wof Lol rof o] rof pof rof o | | | | =] =
N
O Ot O O Orf | b [ s ] s ] Qo] QOf Cof Cof Cof CO| N N DO D[ DO DO| = [ =] =] = f =] =

al| | g | an| | | | an| | v | | v

U A A A A A A A A R A R AR R

|
IS
o

— 4 6 —

w| | = of v | wf bo| =] o e
I

L A A A A A A A A A A A R A R A A

o|o|o| o || o or| orf ol || ] ] | ] oof vof wol wof w wf | bof M| M| M| bof = | | =) ==

L A A R R A R A A A S R RARA A

[
i

== =] =] =] 2] =] =] =] 2] ] e =] =] =] =] =] ] ] =] =] =] =] =] =] ] =] =] =] =] =] =] =] ==

L I A R A A R R A R A A A R R RARA A

L A A A A A A A A A A A A A A A A A A

L A A A A A A A A A A A A R A A A

L I A A R A R A A A R A BA A A

L I A A R A A A A A R A A AN
L I A O A A A A A R R RARA A

LA A A A A A A A A A A A A A A A A A

L I A A R R A A A A A R A RA A A

(=]

o o| | o] 0| of | | | | | onf | ] ] ]| ] oo cof wof cof Lol | tof bof rof ro| vof po| | | | =] =] =

O] G| x| W M| =] O Grf x| Lf N =] | Gt

o o|o| o] o] of ar| | | | | onf | ] ] ]| ] 0| cof wof cof wo| wof bof ro| bof ro| v po| | | = =] =] =
O U [ W N = | Ot ] Wl N = O] O | WO N = O] O | W | = O U | W N = O O | of Nof =

o Wo| Co| Lol Lof Lo| Lof Lol Lof Lof Lof Lol Lof Lof Lol Lol Lo| Lof Lof Lo| Lo Lof Lo| Wof Lo| Lol Lof Lo| Lof Lof Lo| Lo Lof Lo| wo| W

O D O O D O Ot
oy o o G| | | v

O DO O D O Ur| Ur| O G| Ot O b | i | ] s [ ] s | Qo[ Gof Qo Qof Cof COf D] D] B[ DO| BO| DO| = = | = | = = f =

O U | WD =] O U1 x| WO D| | O U1 x| COf DO| = | O O i | QOf DO| = O] UT| i | QO| DO| = O] O | COf DO =

Table E.6: List of all possible succession of weights for patterns on two rounds.

5.3  Complexities of the Attacks against 3, 4, and 5 Rounds

’ Reduced hull min 82 ‘ 2"p ‘ 2"k ‘ Complexity ‘
20:33 (¢ — 1)ELPH® (ag, a3)
[000%0000] - [*¥000000] =222 [00%%00%*] —» [000%x0000] 23918 216 | 28,916 | 39.18 /539.18
[00000%00] - [x000%000] =22, [0%0x0%0%] > [00000%00] 283907 216 | 28 /916 239.07 /939.07
[000000%0] - [x0%00000] 222, [0000%#*%] —» [000000%0] 239.18 216 | 28916 | 239.18 /939.18
[0%000000] - [+%00%x00] 222+ [000%000%] —- [0%000000] 23875 216 | 28916 | 238.75 /538.75
[0000%000] - [x0%0x0%0] =22, [00000%0%] > [0000%000] 28918 216 | 28 /916 239.18 /939.18
[00%00000] > [#%x0000] 2225 [000000%%] > [00%00000] 239.18 216 | 28 /916 | 239.18 /939.18

Table E.7: Reduced hull on three diffusion layers and attack complexities against three
rounds of SAFER K/SK.
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l Reduced hull [ min % [ 2"p [ 2™k [ Complexity l
[000%0000] — [¥000000] 222, [#x00%00] 2225 [000%000%] —» [0%000000] 249.22 216 | 916 /924 | 949.22 /549.22
[000+0000] 1> [+%000000] 2%, [00xx00%+] 222, [000%000%] L [0%000000] 0
[00000%00] — [¥000%000] 224, [x0%0%0+0] 222, [00000%0%] — [0000%000] 24982 216 28 /28 24982 /949.82
[00000%00] > [¥000%000] 222, [0%0%0%0%] 222, [00000%0%] —» [0000%000] 0
[000000%0] - [¥0%00000] 224, [x#%x0000] 222+ [000000%%] - [00%00000] 250.56 216 | 924 /924 | 950.56 /550.56
[000000%0] - [0%000001 222, [0000%xx+] 22%, [000000%%] — [00%00000] 0
[0%0%0000] — [0000%%00] =24, [x%00%%00] 222, [000%x000%] — [0%000000] 249.18 224 | 216 /932 249.18 /956
[0%0%0000] = [0000%%00] =22, [00%x00%%] =224, [000%000%] - [0%000000] 0
[0%000%00] > [0%000%00] 222, [ox0x0x0%] 222, [00000%0%] > [0000%000] 0
[00%%0000] —— [00%%0000] 222, [00%x00%x] 2%, [000%000%] —— [0+000000] 0
[00%000%0] > [0%0%0000] 2225 [0000%x#+] 222, [000000%#] > [00%00000] 0
[0000%x00] > [00%000%0] 222, [ox0x0x0%] 222, [00000%0%] > [0000%000] 0
[000040%0] —— [0000%0%0] 222, [x#%x0000] 222, [000000%#] —— [00%00000] 250.82 224 | 224 /932 250.82 /956
[0000%0%0] > [0000%0%0] 224, [0000%x#+] 222, [000000%#] > [00%00000] 0
[000%0000] —— [¥x000000] 222, [#%00%x00] =222 [0%000%00] — [0%000%00] 249.39 224 | 924 /932 249.39 /956
[000%0000] > [¥£000000] 2%, [xx00%%00] 222, [00%000%0] = [0%0%0000] 249.78 224 | 916 /924 | 949.78 /549.78
[000%0000] <= [#000000] 222, [00%x00%x] 2%, [0%000%00] —— [0*000%00] 249.82 224 | 224 /932 219.82 /954
[000%0000] = [¥x000000] 222, [00%+00%%] 222, [00%000%0] — [0%0%0000] 250.17 224 | 916524 | 950.17 /550.17
[00000%00] > [¥000%000] 222, [x0%0%0%0] 222, [0%0%0000] = [0000%%00] 249.82 224 28 /216 249.82 /949.82
[00000%00] —— [*000%000] 222, [x0%0%0%0] 222, [0000%0%0] —— [0000%0%0] 250.08 224 216 /28 250.08 /550.08
[00000%00] > [¥000x000] 222, [0x0x0%0%] 222, [0x0%0000] > [0000%#00] 0
[00000%00] > [¥000%000] 222 [0%0%0%0%] =22, [0000%0%0] - [0000%00] 249.74 224 216 /28 249.74 /949.74
[000000%0] —— [*0%00000] 222, [x#%x0000] 222, [00+40000] —— [00%%0000] 250.83 224 | 216916 | 550.83 /550.83
[000000%0] - [¥0%00000] 224, [x#%x0000] =22, [0000%%00] = [00%000%0] 250.83 224 | 924/924 | 950.83 /550.83
[000000%0] > [¥0%00000] 222, [0000%%#+] =222, [00%x0000] > [00%+0000] 0
[000000%0] — [x0%00000] 222, [0000%x##] 222, [0000%%00] — [00+000%0] 250.82 224 | 924924 | 950.82 /550.82

Table E.8: Reduced hull on four diffusion layers and attack complexities against four
rounds of SAFER K/SK.

5 8In 2 mn n
l Reduced hull [ min =R [ 2"p [ 2"k l
[000%0000] — [*+000000] —>=s [+%00%#00] — s [0%000%00] — [0%000%00] — s [*00%0%0] 0
[000%0000] — [¥%000000] =225 [+x00%%00] =%, [0x000%00] —» [0%000%00] 2%, [0%0%0%0%] 253.21 240 | 916 /924
[000%0000] — [%000000] 222, [00%%00%%] =%, [0%000%00] —» [0%000%00] =22, [%0%0%0%0] 0
[000%0000] - [*+000000] —22» [00%*00%+] —°s [0x000%00] — [0%000%00] s [0%0%0%0+] 25365 240 | 916 /524
5 5
[000%0000] - [¥%0000001 224, [xx00%x00] 224, [00x000%0] > [0%0%0000] 224, [xxxx0000] 0
[000%0000] — [x%0000001 224, [xx00%x00] 222, [00x000%0] > [0%0%0000] 224, [0000%%x#] 254.93 240 | 924 /924
[000%0000] — [*+000000] —225 [00%*00%+] %, [00%000%0] — [0%0*0000] s [x4#%0000] 0
-
[000%0000] — [##000000] 222, [00+x00%x] 2%, [00%000%0] — [0+0%0000] 222, [0000##s+] 255.32 240 | 924 /924
[00000%00] —= [*000%000] 222, [ox0*0%0x] 2%, [0x0%0000] —= [0000%%00] 222, [x%00#%00] 0
[00000%00] - [*000%000] =225 [0x0%0%0%] =%, [0x0%0000] — [0000%#00] >y [00%%00%+] 0
[00000%00] - [x000%0001 224, [x0x0%0%0] 224, [0%0%0000] = [0000%%00] 224, [xx00%%00] 254.71 240 | 924 /924
[00000%00] - [%000%000] 222, [x0%0%0%0] 222, [0%0%0000] - [0000%%00] 222 [00%*00*] 254.97 240 | 924 /932
[00000%00] — [*000%000] —>%5 [+0%0%0%0] —%s [0000%0%0] — [0000%0%0] s [x4#%0000] 25497 240 | 924 /532
[00000%00] = [¥000%0001 224, [x0x0%0%0] 224, [0000%0%0] = [0000%0%0] 224, [0000% %] 255.23 240 | 924 /524
[00000%00] = [¥000%000] 225, [0x0%0%0%] 222, [0000%0%0] — [0000%0%0] =L, [##4x0000] 254.63 240 | 924 /932
[00000%00] — [*000%000] —22» [0x0%0%0%] —%, [0000%0%0] — [0000%0%0] s [0000%#k+] 254.89 240 | 924 /524
[000000%0] — [*0%00000] 222, [x#4£0000] 2%, [00%40000] — [00%%0000] 222, [+%00+#00] 0
[000000%0] == [¥0%00000] 22L, [##%x0000] 222, [00%%0000] — [00%£0000] =L [004x00%*] 255.98 240 | 924 /932
[000000%0] — [*0%00000] —225 [0000%+#+] —%, [00%x0000] — [00%%0000] >y [+%00%*00] 0
[000000%0] — [¥0%00000] 222 [0000++#x] =22, [00%x0000] > [00%%0000] =22, [00%*00%+] 0
[000000%0] L [*0%00000] 254, [**%%x0000] 254, [0000%%00] L [00%000%0] 254, [*0%0%0%0] 0
[000000%0] — [*0%00000] —>%5 [+x%%0000] —°%s [0000%%00] — [00%000%0] —>Ls [0%0%0%0%] 254.65 240 | 924 /932
[000000%0] — [¥0%00000] 222, [0000++%] =22, [0000%%00] > [00%000%0] =22, [x0%0%0%0] 0
[000000%0] > [¥0%00000] =22 [0000%*#*] 20 [0000%#00] —+ [00%000%0] =02, [0%0%0%0%] 254.65 240 | 924 /532

Table E.9: Reduced hull on five diffusion layers and attack complexities against five
rounds of SAFER K/SK.
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